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1. eau u 3a0a49u AUCHUTLIMHBI

Heabto u3ydyeHus: AUCHUIUIMHBI SBISIETCS O3HAKOMJICHHWE CTYACHTOB C OCHOBHBIMHU
HNOHATUSAMH M ONpPEACTICHUSIMU HH(POPMALMOHHOW O€30MacHOCTH; MCTOYHUKAMHU, PUCKAMH U
dopmamu arak Ha WMHGPOPMAIMIO, Yrpo3aMH, KOTOPBHIMH MOJBEpraercs HHPpOpPMALUS;
BPEIOHOCHBIMH ITPOTPaMMaMy; 3alIUTOW OT KOMIBIOTEPHBIX BUPYCOB M JPYTUX BPEIOHOCHBIX
nporpaMmaM; METOJAaMH M CPEACTBaMH 3aIlUThl MH(OpMAIMK; MOJUTUKONW OE30MacHOCTH
KOMIIaHMM B 00jacTH WH(pOpMannOHHONW 0e30macHOCTH; CTaHAapTaMH HH(GOPMALMOHHOHI
0e30macHOCTH; KpUNTOrpahuIecKuMH METOJaMH M alropuTMaMu mmdpoBanus uHOpManuy,
ITOPUTMaMH ayTeHTH(DUKALIMY [TOJIb30BATENCH; 3aIUTON HH(POPMAITNH B CETSIX; TPeOOBaHUAM K
cHCTEeMaM 3alUThl HH(pOpMAIIH.

3agaya JUCIUIUIMHBL O3HAKOMHUTH CTYJEHTOB C TEHICHLHUSMHU PA3BUTHUS 3aIIUTHI
UH(POPMALIUU ¢ MOACTISIMH BO3MOXHBIX YIPO3, TS PMUHOJIOTHEH 1 OCHOBHBIMH NOHSATHSIMH TEOPHH
3aIIUTHl HH(OPMAIUH, a TAK)KEe C HOPMAaTHBHBIMU JIOKYMEHTAMH U METOAaMH 3alUThI

KOMITbIOTePHOU MH(POpMAIUH.
2. MecTo AuCHMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl

VYyeOnas aucuunianHa « OCHOBbI HHPOPMAIIMOHHON 6€3011acHOCTHY OTHOCUTCS K biioky 1

yacTH, (OpMHUPYEMON Y4YaCTHHUKAaMU OOpa30BaTENIbHBIX OTHOIIEHUN ydeOHoro miaHa. s
U3ydeHUs: Kypca TpeOyercss ocBoeHHe cieayrommx —auctuimH:  «MHpopMaTHKkay,
«Teopernyeckre OCHOBbI HHPOPMATUKH.
3. IlepeueHb NJIAHUPYEMBIX Pe3yJIbTATOB 00yUYeHHs 10 JUCHUIIMHE (MOAYJIIO0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH
Taoauma 1
Koa mo OII NuaukaTopsbl JOCTHKEHHUS ILianupyemsle pe3yJIbTaThl
o0yyeHHs1 1O JHCHHUILIHHE
(3YB)
OO0menpogeccnoHalbHbIE
OIIK-1 OIIK-1.1. 3HATh: poib | 3HaTh: posib UHPOPMALUHU B
CnocobeH  oleHMBaTh | MHPOPMALIMM B COBPEMEHHOM | COBPEMEHHOM oO1ecTse,
poib uHpopMaLuy, | 00IIeCTBE, OCHOBBI | OCHOBBI MH(pOPMaIMOHHBIX
MH(OPMALIMOHHBIX MH(OPMALIMOHHBIX TEXHOJOTUH | TEXHOJOTUH u
TEXHOJIOTUH U|H MHGOPMALMOHHON | MH(pOPMaIMOHHON
nH(OPMaIMOHHOU 0€301acHOCTH. 0€30MacHOCTH.
6e30macHOCTH B | OIIK-1.2. YMerb: mnpumeHATh | YMETh: IPUMEHSATH
COBPEMEHHOM MH(OPMaLIMOHHBIE TEXHOJOTUH | MH(OPMALMOHHBIE TEXHOJIOTHH
o0IIIeCTBe, UX 3HAUYEHUE | © OCHOBBI HMH(POPMALIMOHHOM | M OCHOBBI HH(OPMAIMOHHOM
TUISE oOecnieueHus | OezonmacHOCTH AJisl o0ecriedeHus: | 6e30MmacHOCTH AJis o0ecreueHus
O00BEKTUBHBIX OOBEKTHBHBIX  TMOTPEOHOCTEH | OOBEKTUBHBIX  MOTpeOHOCTEH
notpebHOCTEH JINYHOCTH, o01ecTBa U | JIMYHOCTH, oO1recTBa 51
JMYHOCTH, OOIIECTBAa W | TOCYAApCTBA. rocy/1apcTBa.
roCcy/1apCTBa; OIIK-1.3. Bumanerp HaBbikamu | BrageTs HaBbIKaMHu
MCIIOJIb30BaHUs HCII0JI30BAHHUS
MH(OPMALIMOHHBIX TEXHOJOTUN U | HHQOPMALIMOHHBIX TEXHOJOTUI
OCHOB MH(POPMAIIMOHHON | ©  OCHOB  HMH(pOpPMAIMOHHON
0Oe30omacHOCTH I oOecrieueHns | 0€30MacHOCTH I 0OecIIeueHus




00BEKTHBHBIX noTpeOHOCTEeH | 0OBEKTUBHBIX noTpeGHOCTeH
JUYHOCTH, o0miecTBa U | IUYHOCTH, oOmiecTBa u
rocyJ1apcrBa. rocyJiapcraa.
OIIK-5. OIIK-6.1. 3HaTh: OCHOBHBIE | 3HATh: OCHOBHbIC HOPMATHUBHBIE
Crioco0eH NpUMEHATh | HOPMAaTUBHBIE IIPABOBBIE AKTHI, | IPABOBBIE AKThl, HOPMATHBHbIE
HOPMaTUBHBIE HOPMAaTHBHbBIE M METOJUYECKHE | U METOJMYECKHE JOKYMEHTBI
[IPaBOBBLIEC aKThbl, | JOKYMEHTHI @enepansHont | GenepanbHOU CIIyKOBI
HOPMaTUBHBIE U | CITyXObI 0e30macHOCTH | OE30MaCHOCTH Poccuiickoii
METOAUYECKUE Poccuiickoit O®enepauun, | Depepanuu, denepanbHON
JIOKYMEHTHI, @denepanbHOil  cnyk0bl MO | CIykKOBI O TEXHUYECKOMY H
perilaMeHTHpYIOLue TEXHUYECKOMY M 3KCIOPTHOMY | 3KCIOPTHOMY KOHTPOJIIO.
NEeSATEIbHOCTh 10 | KOHTPOJIIO. YMers: OpraHU30BbIBATh
3anmre uHpopmanuu B | OIIK-6.2. YMeTh: | 3aiuty uHpopMaun
chepe OpraHU30BbIBaTh 3allUTy | OTPAaHUYEHHOrO0  JOCTyna B
npoeccCHOHATBLHON MH(pOpMallMd  OrPAaHUYEHHOTO | COOTBETCTBUU C HOPMATHBHBIMU
NEeSATEIbHOCTH JIOCTYIIa B COOTBETCTBHUM C | IPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMU MPaBOBBIMH | HOPMATHUBHBIMU u
aKTaMHM, HOPMAaTUBHbIMHU M | METOOUYECKUMHU JIOKYMEHTaMHU
METOANYECKUMHU JTOKyMeHTamu | DenepaibHOU CITyKOBI
denepanbHOU ciykObl | 6€30macHOCTH Poccuiickoi
Oe3omacHOCTH Poccniickoit | denepanum, denepanbHON
®denepanum, @denepabHOI | CIyKOBI O TEXHHUYECKOMY H

CIIyKObl 1O TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIIO.

OIIK-6.3.Bnaners:  HaBBIKaMU
paboThI c HOPMAaTUBHBIMU
IIPaBOBBIMU aKTamu,
HOPMAaTHUBHBIMU u
METOJIUYECKUMH  JTOKyMEHTaMu
DenepanbHON CITyKOBI
0e3onacHoCTH Poccuiickoit
®enepanuy, ®enepanbHON
CIyXObl 1O TEXHUYECKOMY U

9KCIIOPTHOMY KOHTPOJIIO .

9KCHOPTHOMY KOHTPOJIIO.
Bnaners: HaBblkamMM pabOThl C

HOPMaTHUBHBIMU IIPaBOBBIMU
aKTaMy, HOPMAaTHBHBIMH WU
METOJMYECKUMHU  JIOKYMEHTAMHU
®denepanbHON CITyKOBI
0e30macHOCTH Poccuiickoi
depnepanuy, denepanbHOU

CIy’KObl IO TEXHUYECKOMY |
9KCHOPTHOMY KOHTPOJIIO .

OIIK-6. CniocoOeH npu
peleHnu
po¢eCcCHOHATBHBIX
3aJ]a4 OPraHNU30BBIBATh
3aluTy HHpOpMaLuu
OTPaHUYEHHOTO
JOCTyTIa B
COOTBETCTBHUH C
HOPMaTHBHBIMH
MIPaBOBBIMHU aKTaMH,
HOPMATUBHBIMA U

OIIK-6.1. 3HaTh: OCHOBHBIE
HOpPMAaTHUBHBIE [TPaBOBBIE AKTHI,
HOPMAaTUBHBIE U METOUYECKHE
JnokyMeHThl DenepaibHOU
CITY>KOBI 0€301TaCHOCTH
Poccutickoii denepanuy,
denepanabHOM CITyKOBI TIO
TEXHUUYECKOMY U DKCIIOPTHOMY
KOHTPOJIIO.

OIIK-6.2. YMeTsb:
OpPraHU30BBIBATH 3ALIUTY

3HaTh: OCHOBHBIE HOPMAaTUBHBIC
ITPaBOBBIC AKTHI, HOPMATUBHBLIC
U  MCTOAHMYCCKHUEC JOKYMCHTEI

®denepanbHON CITyKOBI
0e30macHOCTH Poccuiickoit
denepanuy, OenepanbHON

CIIyKObl TI0O TEXHUYECKOMY H
HKCHOPTHOMY KOHTPOJIO.

YMers: OpraHU30BbIBATh
3alUTy uHpopMaLun
OTPaHMYEHHOTO0  J0CTyna B

METOINYECKUMU uHpOpPMAaLIUU OTPAaHUYEHHOTO COOTBETCTBUU C HOPMAaTUBHBIMU
JIOKYMEHTaMu JIOCTyTa B COOTBETCTBUH C MIPaBOBBIMU aKTamu,
denepanbHO c1yk0bl | HOPMAaTUBHBIMH [TPABOBBIMU HOPMAaTUBHBIMHU u
0€30MacHOCTH aKTaMu, HOPMaTUBHBIMU U METOJIMYECKUMHU JTOKYMEHTaMH
Pocculickoit METOUYECKUMHU JOKYMEHTAMHU ®denepanbHON CITyKOBI
denepanun, denepanbHON CITyKOBI 0€30MacHOCTH Poccwuiickoii
denepanpHOM Cy)0b1 | 6e30nmacHOCTH Poccuiickoit denepanun, denepanbHON




M0 TEXHUYECKOMY U
SKCIIOPTHOMY
KOHTPOJIIO

®enepanuu, OenepanbHOU
CITY’KOBI 110 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO.
OIIK-6.3. Bnagetb: HaBbIKaMU
paboThl C HOPMATUBHBIMU
MPaBOBBIMH aKTaMH,
HOPMAaTHUBHBIMH U
METOJIMYECKUMH TOKYMEHTAMH
®enepanbHO C1yKOBI
6e3onacHocTu Poccuiickoit
®enepauuun, OenepanbHOU
CITY’KOBI 110 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO .

CIIy’)KOBl IO TEXHHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO.
Brnaners: HaBbIKamMH pabOTHI C

HOPMAaTHBHBIMH MIPaBOBBIMH
aKTaMH,  HOPMAaTUBHBIMU U
METOJMYECKUMHU  JIOKYMECHTAMH
denepanbHON CIIyKOBI
0e30macHOCTH Poccuiickoit
®enepauuu, denepanbHOU

CIIy’)KOBl 110 TEXHHUYECKOMY U
9KCHOPTHOMY KOHTPOJIIO .

OIIK-2.3 Cnocoben
pa3pabarbIBaTh,
BHEJPSATH U
COIIPOBOXKIATH
KOMILIEKC Mep 10
00€eCcIeYCHUIO
0€30I1aCHOCTH 00BEKTA
3aIUTHI C
MIPUMCHEHHEM
JIOKQJIbHBIX
HOPMATHUBHBIX aKTOB U
CTaH/IapTOB
HH(pOPMAITMOHHOM
0e30IMacHOCTH;

OIIK-2.3.1. 3HaTh: JTOKaJbHEIC
HOPMATUBHBIC aKTHI, CTAHIAPTHI
UH(pOpMaITMOHHOM
0€3011acCHOCTH U MEPHI 110
obecneyeHnio 0€30MacHOCTH
00BEKTA 3aIUTHI

OIIK-2.3.2. YMeTh:
pa3pabaTbiBaTh, BHEAPATH U
COTIPOBOXIATh KOMILJIEKC Mep
110 00ecIeUeHUI0 OE30IMaCHOCTH
00BEKTA 3aIHThI
OIIK-2.3.3.Bnagers: MeTOgAMHU
obecneyeHns: 6€30aCHOCTH
00BEKTA 3aIUTHI

3HaTh: JIOKAIbHEIE
HOPMATUBHBIC aKThI, CTAHIAPTHI
uH(bOpMaITMOHHON
0€30MacCHOCTH U MEPHI TI0
obOecreyeHno 0€30IMacCHOCTH
00BEKTA 3aIMUTHI

YMeTh: pa3pabaThiBaTh,
BHE/PSATH U COMPOBOXKIATH
KOMILIEKC Mep 10
obOecreyeHnI0 0€30I1aCHOCTH
00BEKTA 3aIUTHI

Brnaners: MeTomamu
obecneyeHns 6€30aCHOCTU
00BEKTA 3aIUTHI

4. O0beM AUCHHMILVIMHBI M BUJbI y4eOHOH padoThl

Taoanma 2
Bceero CemecTpbl
Buj yueoHoii padoThl Hacos/ sar. en. 3 8
101010 0390 0P0 0390

KonrakTHas pa6ora (Bcero) 60/1,6 34/0,9 60/1,6 34/0,9
B ToM uncie:
Jlekuuu 30/0,8 17/0,4 30/0,8 17/0,4
[TpakTudeckue 3aHATHS - - - -
CemuHapsl - - - -
JlaboparopHbie pabOThI 30/0,8 17/0,4 30/0,8 17/0,4
CamocrosiTesibHasi padoTa (Bcero) 84/2,1 110/3,1 84/2,1 110/3,1
B ToM uucie:
Kypcosas pabGota (1poexr)
TP
Pedepatst
PaGora Hax mpoekToM 24/0,7 36/1 24/0,7 36/1
U (unu) opyaue 6uodvl camocmosmenvHol
pabomui:




[ToaroroBka k 1aboOpaTopHBIM paboTaMm 24/0,7 38/1,1 24/0,7 38/1,1
[TonroToBka K MpakTUYECKUM paboTam
[ToaroroBka k 3a4ery 36/1 36/1 36/1 36/1
[TonroroBka Kk SK3aMeHy
KonTpoanb - - -
Buja oTueTHOCTH 3ayer 3ayeT 3ayer 3ayer
06 BCEI'O B uyacax 144 144 144 144
Mad TPYAOEMKOCTE |— ~ e
JTHCHHUIINHBI 4 4 4
eTUHULAX
5. Conepxxanue QU CHUNIMHBI
5.1. Pa3aenbl TUCHUIITUHBI U BU/IBI 3aHIATHH
Tabauna 3
Ne HaumenoBaHue pasjaesa JlekIr. 3am. JI26.3aH.
n/ | JUCHUILIAHBI 10 ceMecTpam yacel yacel Beero yacos
" o®0 | 030 | O®0 | 0390 | OPO | O3®O
1. | OCHOBHBIC MMOHSTHS 3AITUTHI 10 5 10 5 20 10
uHpOpMAaINU 1
MH(POPMAIIMOHHOM
0€30MacHOCTH
2. | CTpykTypa NOIUTUKU 10 5 10 5 20 10
0€30MaCHOCTH OpTraHU3aIUH
3. | OCHOBHBIC TOHATHS 10 7 10 7 20 14
KpUNTOrpaguueckoi 3ammThl
uHpopmanuu
5.2. JlekuMoHHbIC 3AHATHSA
Taoauna 4
Ne
HaumenoBanue
n/n Copep:xanue pa3iena
pasjesia TMCHUTIMHBI
3 cemecTp
1. | OcHOBHBIE NOHATHUS 3amura nHGpopmanuu. DPpPEeKTUBHOCTD 3aIUTHI HH(OPMAIIHH.

3alUThl HUH(OpMAIH
¥ MTHPOPMAIIMOHHOM

3ammra nHpopmanuu ot HCJI. Cucrema 3amuTsl HHGOpMAIUH.
CaHKIIMOHUPOBAHHBIHN 10CTYyN K HHGOPMAIUH.

0e3011acCHOCTH

2. | Crpykrypa momutuku | O630p  momuTuku — OezomacHocTH.  bazoBas — moiMTHKA
0e30MacHOCTH 6e3onacHoctu. [Ipoueaypst 6e3omacHocTu
OpraHu3aIuu

3. CuMMeTpuYHbIE KPUIITOCUCTEMBI IU(PPOBaHU. ACUMMETPUYHbIE
OcHOBHBIE  TIOHATHA

. KPUITOCUCTEMBI mudpoBaHus. KomOunupoBanHas

KpUnrorpaduyeckon

3alUThl HH(OpMaLUn

KpUIITOCHUCTEMA TG POBAHUSI.




5.3. JlaGopaTopHbIii NPAKTUKYM

Tabauma 5
Ne
o/ HaumeHoBaHue pa3jesa HaunmenoBanue 1adopaTopHbIX padoT
3 cemecTp
OcrosHbIe HOTITIA 3a1u1/1T111 JlaGopaTopHas padora Nel. VYcraHoBka
1. | undopmanuu u wWHPOPMAIIMOHHON . o
BuptyanbHoii Kali Linux
0€30MacHOCTH
5 Crpykrypa noautuku 6e3ornacHocty | JlabopaTtopHas padora Ne2. Pabora B KoMaHIHON
OpraHu3auu CTpOKe
OCHOBHbBIE TOHSTHUS JlabopaTopnasi padora Ne3. Co3nanue Exploit u
3. | kpunrorpauUECKOM 3alUThI payload
uH(bopMauu JlaboparopHasi padora Ne4. OummHroBas araka
5.4. llpakTnyeckne 3aHATHA (CEMHUHAPBI) — HE NIPEAYCMOTPEHBI.
Tabaunua 6
Ne | HammeHoBaHue pa3jesa
i P —— Coaep:xanue pasaesia
1. - -
6. CamocrosiTesibHast pabora
Tabamnuna 7
NeNe
o/ TemaTuka 10K/I210B C Npe3eHTALUSIMU

1 I'OCT P UCO/M3K TO 18044 «upopmanoHHas TexHoJorUs. MeToab! obecreueHus
6e30macHOCTH. PyKOBO/ICTBO IO MEHEKMEHTY 0€30MacHOCThI0 MH(OpMAIII»

9 I'OCT P UCO TO 13569 «®Punancosble ycayru. Pekomenaanuu no nuHGopMauoHHON
0e30macHOCTH»

I'OCT P UCO/M3K 15408 «HMudopmarimonHast TeXHOJIOTHS. MeToAbI U CpelicTBa

3 obecnieuenus 6ezonacHoctu. Kpurepun onenkn 6e30macHoCTd HH(OPMALMOHHBIX
texHonoruit» Yactu 1, 2, 3
I'OCT P UCO/M3K 18045 «MuHpopmannoHHast TeXHOIOTHs. MeToibl U CpeicTBa

4 | obecieueHus 6e30macHOCTH. MeTo0I0THs OLIeHKH 0€30MacHOCTH MH(POPMAITMOHHBIX
TEXHOJIOTHIN»

5 I'OCT P UCO/MBK TO 19791 «udopmarmorHas TeXHOJIOTHsA. METOIBI U CpelicTBa
obecnieueHus 6ezonacHocTH. OleHKa 0€30MaCHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM)
I'OCT P UCO/MBK TO 15446 «npopmanroHHas TeXHOJIOTHsI. MeTo/bl U CpecTBa

6 oOecrieyeHus 6€30MacHOCTH. PykoBOACTBO 10 pa3zpaboTke MpoQuiieil 3auThl U 3aJaHul
1o 6e30MaCHOCTH»

I'OCT P UCO/MD3K 27006 «MuopmarimonHast TeXHOJIOTHI. MeToABI U CpelicTBa

7 obOecnieueHus 6e3onacHOCTH. TpeOoBaHUS K OpraHaM, OCYIIECTBISIONIUM ayIUT U

cepTu(UKAIIIO0 CHCTEM MEHEKMEHTa HH()OPMAITMOHHON 0€30IMacHOCTH




['OCT P UCO/MDBK 18028-1 «MTupopmanroHHas TexXHOJIOTHsL. MeTobl U cpeacTBa
obecnieuenus 6e3omnacHocT. CeTeBast 6€30MacHOCTh HHPOPMATMOHHBIX TEXHOJIOTHH.
Yactp 1. MeHeKMEHT ceTeBOil 6€30macHOCTI

I'OCT P UCO/MDK TO 24762 «3amuta nandopmaiuu. Pekomenpammu 1o ycimyram
BOCCTAHOBJICHHMSI I10CJIE€ YPE3BBIYANHBIX CUTyalMi (PyHKINNA U MEXaHU3MOB
0e30MacHOCTH UH(POPMALIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX TexHoJoruit. O01iue
MOJIOXKEHUSD

10

'OCT P UCO/M3K TO 18044 «MudopMaliimoHHast TEXHOIOTHS. MeToIbl o0ecreueHus
6e30macHOCTH. PyKOBO/ICTBO 1O MEHEKMEHTY 0€30MacHOCTHIO MH(OPMAITHIDY

11

OrieHKa 3aluIeHHOCTH KOMIIBIOTEPHOM CUCTeMbl yHUBEpcuTeTa Ha ocHoBe OC
Windows ME (98) B cooTBeTCTBHH ¢ TPEOOBAHUSIMHU PYKOBOIAIINX JOKYMCHTOB
I'ocrexxomuccuu PO.

12

OrleHKa 3aNUICHHOCTH KOMITBIOTEPHON CHCTEMBI YHHBEpcUTeTa Ha ocHOBE OC
Windows XP Professional (NT, 2000) B cOOTBETCTBHH C TPEOOBAHUSIMHU PYKOBOISIIMX
nokymMeHToB ['ocrexxomuccuu POD.

13

O1ieHKa 3alUIICHHOCTH KOMITBIOTEPHON CUCTeMBbI yHUBepcuTeTa Ha ocHoBe OC Linux B
COOTBETCTBUU C TPEOOBAHUSIMH PYKOBOIAIINX JOKyMEHTOB ['ocTexkomuccuu PO.

14

OreHka 3alUIIeHHOCTH KOMITBIOTEPHON CUCTEMBI 0(prica KOMMEPUECKOH OpraHu3aluu
Ha ocaoBe OC Windows ME(98) B cooTBeTCTBHHU C TpEOOBAHUAMH PYKOBOISIIIHX
nokyMmeHTOB I'ocrexkomuccuun PO.

15

OrneHka 3alUIIeHHOCTH KOMITBIOTEPHON CUCTEMBI O(prica KOMMEPUECKON OpraHu3aluu
Ha ocHoBe OC Windows XP Professional (NT, 2000) B cooTBeTcTBUH ¢ TPEOOBAaHUSIMHU
PyKOBOZAIIMX TOKyMEHTOB I'octexxomuccun POD.

16

OreHka 3anuIeHHOCTH KOMITBIOTEPHOUN CHCTEMBI 0(hrca KOMMEPUYECKON OpraHu3aIiu
Ha ocHoBe OC LiNnuUX B cOOTBETCTBHHU C TPEOOBAHUAMH PYKOBOASIIMX JOKYMEHTOB
I'octexxkomuccun POD.

17

OtieHKa 3aIUIEHHOCTH KOMITBIOTEPHO!M CHCTeMbI YHHBEpcUTeTa Ha ocHoBe OC
Windows ME (98) B cootBeTcTBUY ¢ TpeOoBaHUSIMU «OpaHKEBOH KHHUTH.

18

OrieHka 3anuIeHHOCTH KOMIIBIOTEPHOM CHCTeMBbl YyHUBepcuTeTa Ha ocHoBe OC
Windows XP Professional (NT, 2000) B cooTBeTcTBHHM ¢ TpeboBaHUsIME «OpaHKeBO
KHUTHY.

19

OI_ICHKa 3allUIICHHOCTHU KOMHBI—OTGpHOﬁ CHUCTCMbI YHUBCPCUTCTA HA OCHOBC OC Linux B
COOTBCTCTBHH C Tpe6OBaHI/I5{MI/I ((OpaH)KeBOﬁ KHUTH).

20

OrieHKa 3aIUIEHHOCTH KOMITBIOTEPHON CHCTEMBI 0()HCa KOMMEPYIECKON OpraHu3aI[in
Ha ocHoBe OC Windows ME(98) B cooTBeTcTBHHU ¢ TpeboBaHUsAMEU «OpaHKeBOit
KHHUTH».

21

OrieHKa 3alUIIEHHOCTH KOMIIBIOTEPHON CHCTEMBI O(hrica KOMMEPUYECKON OpraHU3aIiH
Ha ocHoBe OC Windows XP Professional (NT, 2000) B cooTBeTCTBUY ¢ TpeOOBaHUSIMHU
«OpaHKeBOW KHUTHY.

22

OreHka 3alUIEHHOCTH KOMIIBIOTEPHON CHUCTEMBI 0(hrica KOMMEPUYECKONH OpraHu3aIiu
Ha ocHoBe OC Linux B cooTBeTcTBHHU ¢ TpeOboBaHUsAME «OpaHKEBOH KHUTHY.

23

Onenka 3amumensoct OC Windows XP Professional (NT, 2000) B cOOTBETCTBHH €O
crangapramu 1SO.

24

Ouenka 3amumenHocti OC Linux B coorBercTBuM co cranaapramu 1SO.

25

CpaBHI/ITeHBHHﬁ AHAJIN3 aHTUBUPYCHBIX IMAKCTOB.




YuyeOHo-MeTOIMYeCKOe o0ecneueHue 1JIsl CAMOCTOATEIbHOI padoThl CTY/AeHTOB:

1. 1. 'anarenko B.A. OcHoBbI HHpOpMAITMOHHOMN O6e30macHOCTH : yuebHoe mocobue /
B. A. Tamarenko. — 4-e m3n. — MockBa : HHurepHer-YHuBepcuter WH(pOpMaMOHHBIX
Texnomorunit (MHTYUT), Air ITu Ap Menua, 2024. — 266 c. — ISBN 978-5-4497-3316-0. —
Tekcr : anextponnblii // Iludposoit oOpazoBarensHbiii pecypc IPR SMART : [caiiT]. —
URL.: https://www.iprbookshop.ru/142285.html (gara o6pamenus: 10.06.2026). — Pexum
JIOCTYTIA: JIJISl aBTOPU3HUP. TIOJIB30BATEIICH.

2. Bonnapenko U.C. Mudopmarmonnas 6e3onacuocts : yueonuk / M. C. Bongapenko.
— Mocksa : I3gatenbckuii JJom MUCuC, 2023. — 254 ¢. — ISBN 978-5-907560-71-0. — Tekct
aneKTpoHHBIH  //  OOpasoBarenbHas 1iarpopma IPR CMAPT @ [caiit]. —

URL.: https://www.iprbookshop.ru/books/137525/details (nara oOpamenus: 10.06.2026). —
Pexum AOCTyIIa: 1A aBTOPU3UDP. IM0Jb30BaTeIIEN.

buprokoB A.A. NupopmarronHast 6e30macHOCTh: 3amuTa 1 Haragerne / A. A. Bupiokos.
— 3-e u3n. — Mocksa : IMK Ilpecc, 2023. — 440 c. — ISBN 978-5-93700-219-8. — Tekcr :
anekTpoHusld // LudpoBoit obOpazoBarenbHbli pecypc I[PR  CMAPT : [caiit]. —
URL.: https://www.iprbookshop.ru/books/159410/details (mata o6pamenus: 10.06.2026). —
Pexxum nocryna: mist aropusup. [lons3oBarenein

7. OueHoYHBbIE CPeACTBA
7.1. Bonipochl K py0e:KHBIM ATTeCTALUSAM

Bonpocwt k nepeoit pydescnoii ammecmayuu:

OcCHOBHbBIE MOHATHS 3aLUTH MHQOPMAIMK U MHPOPMAITMOHHON 6€30MaCHOCTH
bazoBeie cBoiicTBa HH(pOpMAIMK TpUMEHUTETBHO K b

Wnentudukanys, ayreHTu(GUKaLus, aBTOpU3aIusl

Amnanus yrpo3 b

[Ipu3Haku kinaccupukanuu yrpos

HCJI x undopmanuu. Crioco6st nomyuenuss HCJJ

OO6mwme kpuTepun 0€30MaCHOCTH

Konuenmuu o6mux kpurepues

©ooN R wDdE

[TonuTHka 6€30MaCHOCTH OpraHU3aLUuN

[EEN
o

. Pacnipenenenue poseit u o06s13aHHOCTEH aIMUHUCTPATOPOB U MOJIB30BaTENEH CETH
. CTpykTypa MoIUTUKHA O€30MacHOCTH

. YpOBHU NOTUTHKHU O6€30MaCHOCTH

. Ipouexypsl 6e30macHOCTH

e S
w N -

Oopaszey 6unema kl1-oit pyoexncnoii ammecmayuu:

I'poznenckuii I'ocynapcreennsiii Hedgrsinoit Texanveckuii YHuBepcuTeT
uM. akag. M.JI. MuninoHmukoBa
Kadenpa «MupopmMaTuKa U BBIYUCIUTETbHAA TEXHUKA))
Jucuuniamna «OcHOBBI HHPOPMALIMOHHON 0€301MacHOCTI)
1-s1 pyOe:xxHasi aTTecTanus
I'pynma:  Cemectp: 7
Buner Nel.



https://www.iprbookshop.ru/142285.html
https://www.iprbookshop.ru/books/137525/details
https://www.iprbookshop.ru/books/159410/details

[Ipu3naku knaccupukanuu yrpos
2. HCJI x undopmanuu. Criocoost nomyuenus HCJJ
IIpenogaBareiib

©oNe Ok wdE

10

12.
13.
14.
15.

Bonpocwt ko émopoii pybesxcnoii ammecmayuu:

OCHOBHbIE OHATHS KpUNTOrpadUuecKoM 3aluThl HH(OpMALU
CuMmMeTpHyYHBbIE KPUIITOCUCTEMBI IU(PPOBAHUS
AccuMeTpUyHble KPUIITOCUCTEMbI HIM(PPOBAHUS

OnextpoHHas M(poBas NOANKUCH U PYHKUHUS XIMIMPOBAHUS
AyTeHTHUHUKAIMS, aBTOPU3ALUS U aIMUHUCTPUPOBAHUE NEHCTBUI MOIb30BaTENeH
AyTeHTU(HUKAIMS Ha OCHOBE MapoJiei

VYrpo3ssl 6ezonacaoctu OC

ITonsatue 3amumenaon OC

OcHoBHble GyHKIMH noAcucTeMbl 3amuThl OC

. Pasrpanunuenue goctyna k oobekram OC

. Ayaut

TexHOoI0rust MEeXKCETEBBIX SKPAaHOB

Oyukiuu MO

JlormomHUTEIEHBIE BO3MOKHOCTH MD

[IpoGnemel O6e3omacuoctu MO..

Oopasey bunema Ko 6mopoil pyoexcHoii ammecmayuu:

I'po3nenckmnii I'ocynapcreennbiii Heprsinoit Texunveckunit YHuBepcurTer
uM. akaga. M.JI. MuJUIHOHIIMKOBA
Kadeapa «MudpopmaTuka u BHIYMCIUTEIbHAS TEXHUKA)
Jucnunminaa «OcHoBbI HHPOPMALMOHHOI 0€301acCHOCTH
2-51 py0e:kHasi aTTecTanus
I'pymma:  Cemectp: 7
Buaer Nel.

1. OcHoBHBIE TOHATHS KPUNITOTpapUUECcKOM 3aIUThl HHPOPMALIUU
2. CUMMeTpUYHbIE KPUIITOCUCTEMBI IIN(POBAHUS

IIpenogaBaresib

No abk~owdE

7.2. Bonpocsl K 3a4eTy

OcHOBHbBIE MOHATHS 3aLUTHI HH(OPMAIMK U HH(POPMAIIMOHHON 06€3011aCHOCTH
basoBble cBoiicTBa nH(popManuy npuMeHuTenbHo Kk Ub

Wnentudukanus, ayTeHTUPUKALUSA, aBTOPU3ALUS

Anamu3 yrpo3 b

[Ipu3naku knaccupukanuu yrpos

HCJI x nadopmarmu. Crioco06sr momyuennss HCJJ

Oo6mue kpuTepuu 6€30MacHOCTH

Konnenuuu o61mux Kpurepues




10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

[TonuTnka 6€30MacHOCTH OpraHu3aluu

Pacnpenenenue poseit 1 00s3aHHOCTEH aIMUHHUCTPATOPOB U MOJIB30BATENCH CETH
CTpyKTypa MOJMUTUKHA O€30TTaCHOCTH

YPOBHHU MOJIMTUKU OE30MTACHOCTH

[Ipouenypsl 6e30macHOCTH

OcHoBHbIE MOHATUSA KpUNTOrpaduueckoil 3amuTel HHGOpMaLUu
CuMMeTpHUYHbIE KPUIITOCUCTEMBI IIU(POBAHUS
AccuMeTpruyHble KPUITOCUCTEMBI IHU(PPOBAHUS

DnexTpoHHas 1 poBas MOANUCH U GYHKIUS XIIMIUPOBAHUS
AyTeHTHUHUKAINS, aBTOPU3ALUS U aIMUHUCTPUPOBAHUE NEHCTBUI MOIb30BaTENeH
AyTeHTH(HUKAIMSI HA OCHOBE MHOTOPA30BBIX MapoJIei
AyTeHTHHKAIMS Ha OCHOBE OJJTHOPA30BbIX MapoJe
Ayrentudukanus Ha ocHoBe PIN-koma

VYrpossl 6e3onacaoctu OC

ITonsatue 3amumenaon OC

OcHoBHble GPyHKIMH noAcucTeMbl 3amuThl OC

Pasrpanunuenue noctymna k oosekram OC

Aynut

TexHos10THs MEXCETEBBIX IKPAHOB

Oyukuuu MO

JlonotHUTE IbHBIE BO3MOKHOCTH MO

Oopaszey 6unema K 3auemy:

Hoanmucs npenogasareist Hoamuck 3aBenyromero kageapoi

I'po3nencknii I'ocynapcrBennniii Heprsinoii Texauueckuii YHUBepCUTET
uM. akaa. M.JI. MunjimoHukoBa
Kadenpa «MHpopMaTHKA U BBIYHCIUTEILHASI TEXHUKA»
Juconmimaa «OcHoBbI HH(POPMALIMOHHOH 6€30MacCHOCTH
I'pynma:  Cemectp: 7
Bbuaer Nel.

1. OcHOBHBIE MOHATHUS KPUOTOrpahuyecKoi 3aUThl UHPOpMaLUK

2. CUMMeTpUYHbIE KPUIITOCUCTEMBI IIN(POBAHUS

3. AccumeTpudHbIe KPUITOCUCTEMBI IHU(DPOBAHUS

7.3. Tekyumuii KOHTPOJIb

OO0pa3zen TUIIOBOIO 3aaHus 115 J1a00PATOPHBIX 3aHATHIA
JlaGopaTopnas padora Nel. YcranoBka upryaasnoi Kali Linux

Hean padorei: [lonroroBka padoueii cpenbl, o3HakoMienue ¢ Kali.

Teopernyeckast 4acTh:

Kali Linux — 3To nucTpuOyTHB ONepalioHHOM cucTeMbl Linux. To 0JjHa W3 HEMHOTHX

CHCTeM, KOTOpas IpeJHa3HauyeHa MAJIs CIEeLUAINCTOB MH(OpMAIMOHHON Oe3omacHoCTH. B Heé

BXOJHUT PSAJl YTWIAT, KOTOPBIE CO3/JaHbl JUIsl TeCTHpoBaHMs ys3BuMmocten. Kali

UCTIOJIB3yeTCs Kak ocHOBHass OC, Jariie BCEro OHa yCTaHABIUBACTCS KaK rOCTEBasl.
Cucrema Kali Linux Obuta paspaborana B 2013 romy. Hanm melr pabortama xomaHma

penKo




u3 Offensive Security. 3a ocHOBY OblIa B3siTa CTpykTypa Debian, a MHCTpYMEHTBI TeCTUPOBAHUS
uH(popmanmonHoi 6ezomacHocT ObuTH B3sTH M3 OC BackTrack. TlepBbrii penu3 ObUT BBITYIICH
13 mapra 2013 rona.

IIpakTueckas 4yacTb:

VYcranoska Kanu JInnykc Ha BUpPTyaibHYO MalllMHY IPOUMCXOAMT B 3 3Tarma:

1. Cosnanne BUpTyaapbHO#N Marmabl it Kali Linux.
2. Hacrtpolika BUpTyaqbHOU MallIMHBI.

3. YcranoBka OC Kali Linux.

Oran 1. Co3nanue BUpTyaabHON Mamuabl Ha VirtualBox

1. Ckauaiite ISO-00pa3 Kali ¢ odurnmansHoro caiira.
2. 3amycrute VirtualBox n naxxmure Co3nats:

Oracle VM VirtualBox Menepxep

UHCTPYMEHTBI {:} abg:? E?

If
yuu

Co3patb | HacTpouth ) 3anycTuTs
=¥ Ubuntu . O6uwe 5 rpesbio
) BoiknioyeHa Wms: CentOS

OC: Red Hat (64-bit)

Windows 10 || Cucrema

h)
©) Buiknioyera OnepatueHas namatb: 3215 Mb

Mopspok 3arpysku:  TMEKMiA auck,

55 Ubuntu 2 OnTUYECKHi AmCK,

) Beikniouera XKéctkui anck
YckopeHue: VT-x/AMD-V, Nested
W Paging, PAE/NX,

ﬂ mac0S MapasupTyanusauvs
© BoiknioueHa KVM

S ContOS - M Aucnneit
© Buikniovena = Bupgeonamss: 16 MB

Ipaduyeckuit KOHTpONNEP: VMSVGA
Cepsep yaanéHHoro aucnnes: BbiknioyeH
3anuchb: Bbiknioyena

3. Beenute nms BUpTyanabHOI MamMHbI (J1:000¢€).

Tax kak Kali Linux pa3pabortana Ha ocHoBe Debian, B ctpoke «Tum» BbiOepute Linux.
B crpoke «Bepcus» Beidepute Debian 64-bit u HaxxmuTe
IIponomxuts:
Ykaxute umsa n un 0C
I'onanyﬁCTa yKaxute umMa u MectononoxeHue HOBOIA BMpTyaanOﬁ MalnHbl
1 BblGepuTe TUN onepaLuoHHON CUCTEMbI, KOTOPYIo Bbl cobupaeTech
YCTaHOBMUTb Ha AaHHYI0 MalumHy. 3aaaHHoe Bamu ums GYAET MCNoNb30BaTbCA

NS UAeHTUGUKALIMM AaHHOM MaLUMHDI.

Mms: |KALI LINUX

Manka mawmHbl: - /Users/VirtualBox VMs °
Tvn:  Linux & ﬁ
Bepcusi:  Debian (64-bit) &

SKCNepTHbI pexum Ha3sap Mpoponxutb OTMeHa


https://www.kali.org/downloads/

YroObl BBLAECTUTH OO0BEM MAMATH AJS MALUUHBI, CJIBUHBTE IIOJI3YHOK BIIPABO.
Msl pekomenryeM ykazaTb 00béM 4 I'b, HO ecim Ha BalieM KOMIBIOTEpE HEIOCTATOYHO
orepaTuBHOM mamsTu, BeiOupaiite 2-3 I'b. Haxkxmure [Iponomxuts:
YKaxxute 06bEM namaTun

Ykaxute o6bém onepaTueHoi namaTu (RAM) BbigeneHHblit AaHHOK
BUPTYanbHOI MalUMHe.

PekomeHayeMblit 06bEM paBeH 1024 MB.

4MB / 8192 MB

4096 I MB

Boi6epute mynkt Co3/1aTh HOBBIN BUPTYAIbHBIN KECTKUN JUCK U KIUKHUTE CO3/1aTh:

YKecTKuit guck

Mpu XenaHuW K HOBOM BUPTYa/bHOM MaLUMHE MOXHO MOAKMIOYNTD
BUPTYaNbHbIHA XECTKWIA OUCK. Bbl MOXETE cO3MaTb HOBbII WK BLIGPaTL N3
YKE UMEIOLLIMXCA.

Ecnu Bam Heobxopuma 6onee cnoxHas KoHUrypauus Bel MoxeTe
NPONYCTUTh 3TOT LWar W BHECTU M3MEHEHMS B HACTPOIKM MallkHbI nocne eé
CO3JaHMNs.

PekomeHayeMblid 06bEM HOBOrO BUPTYanbHOro XECTKOro aucka paeeH 8,00
rB.

He noaknioyaTth BUPTYaNbHbIA XKECTKMIA ANCK
O Cospnatb HOBbIN BUPTYaNbHbINA XECTKUA AUCK
Wcnonb3osaTh CYLECTBYIOLLMIA BUPTYaNbHbIHA XECTKUIA OuUCK

Windows 10.vdi (O6bi4Hbiit, 50,00 'B)

Haszap OT™meHa

Vxaxute Tuan ¢aiina VDI (VirtualBox Disk Image) u naxmvute [Tpo1omkuTh:



YKaxure tun

MoxanyicTa, ykaxute TUn daitna, onpeaendiowmin Gopmar, KOTopblit Bbl XOTUTE MCMONb30BATH NPK
CO3/aHUN HOBOTO XECTKOro aucka. Ecnu y Bac HeT HeoBX0AMMOCTM UCNONb30BaTh ANUCK C APYrUMU
NpoAyKTamu NPorpaMMHOIA BUPTyanuaalum, Bbl MOXeTe 0CTaBUTb aHHbI napameTp 6e3
M3MEHEHWIA.

O VDI (VirtualBox Disk Image)
VHD (Virtual Hard Disk)
VMDK (Virtual Machine Disk)

OKCNEpTHbIA pexum Ha3zap Mpoponxuts OtMeHa

Breibepure  ¢opmar  xpaHeHus J{MHaMUYECKWIl  BHPTYaIbHbIA  KECTKUHA  JIHCK.
Haxxmure [IponomxuTs:

Ykaxwure ¢popmart XxpaHeHus

MoxanyhcTa yTO4HUTE, AOMXKEH X HOBbI BUPTYanbHblA XECTKUIA AUCK NOACTPaUBaTh CBOM pasmep
nof pasmep CBOEro COAepXUMOro unu 6biTb TOYHO 3alaHHOrO pasMepa.

®daiin AUHAMMYECKOro XECTKOro aucka byaeT 3aHMMaTb HeobxoavMoe MecTo Ha Bawem
$pusnyeckom HocuTene UHPopMaLUm NULLb NO Mepe 3anoNHeHUs, OfHaKo He CMOXeT YMEHbLUUTHLCS B
pasmepe ecnm MecTo, 3aHATOe ero CoaepXuMbiM, ocBoboguTcs.

®aiin GUKCMPOBAHHOIrO XECTKOro AUCKka MoXeT noTpe6oBaTh 60/blue BpEMEHW NpU CO3AaHUM Ha
HEKOTOpbIX $aiiNoBbIX CUCTEMAX, OAHAKO, 06bIYHO, EbICTPEE B UCMONb30BAHNM.

© OvHaMU4ecKuin BUPTYanbHbIin XECTKUIA AUCK

/ DUKCUPOBaHHbIA BUPTYasbHbINA XECTKMIA AUCK

Bribepute 00bEM aucka BUpTyalbHOM MamuHbl. J[ns ycranoBku Kali Linux Oyzer
nocratouno 20 I'b. IlepenBunbTe Moa3yHOK BpaBo U HaxxmuTe Co3aath:

YkaxuTe uMs U pasmep daiina

I'Io»(anyﬁc:Ta YKaXWTe UMA HOBOrO BUPTYaNbHOrO XECTKOro AUCKa B NONe CHU3Y UK Mcnonbayﬁ're
KHOMKY C MKOHKO# Nankn cnpasa oT Hero.

[Users/VirtualBox VMs/KALI LINUX/KALI LINUX.vdi @

YKaXuTe pasMep BUPTYasbHOrO XECTKOro Aucka B MerabaidTax. 31a BeNMYMHA OrpaHUuMBaeT
pa3mep ¢aitNoBbiX 4aHHbIX, KOTOPbIE BUPTYaNbHas MaluuHa CMOXET XPaHWTb Ha 3TOM QUCKe.

20,6016

4,00 MB 2,00 TB

Hasap, OTMeHa

I'oToBO, BBI CO37aJTM BUPTYAJIbHYIO MAlIMHY.



DOran 2. Hactpoiika BupTyansHoii Mamuas s Kali Linux

Kali Linux ouens TpeboBaTenbHa K KOJIMYECTBY IPOLIECCOPOB, a TaKXkKe Ucnoib3yer PAE-
sanpo. Eciu Bel cpazy HaunETe ycTaHOBKY OC B 00BIYHOM pekuMe, TO yBUAUTE omHOKy. [TosTomy
nepea yCTaHOBKOW ONEpallMOHHOW CHUCTEMBbl HY)KHO BKIIOYMTH (QyHKuuio PAE u yBennuuthb
KOJIMYECTBO siAep. s aroro:

Haxxmure Hactpouts:

& @ Oracle VM VirtualBox MeHepxep
o VO
l—‘ HJ MHCTPYMEHTI {:} ifu\? i:
S Cospatb | Hactpoutb [ 3anyctuth
o []
7 KALILINUX g M| O6wwue M npesbio
4 O Boikniouena U= Wwms: KALILINUX
OC: Debian (64-bit)
E Ubuntu (1] cucrema
o))
© Beikniouena OnepatusHas namatb: 4096 MB KALI LINUX
Mopspok 3arpysku: TnbKuit guck,
| Windows 10 OnTrYeckuit guck,
) BoiknioyeHa XEctkuin guck
YcKkopeHue: VT-x/AMD-V, Nested
G Paging,
? ‘L:buntuz MapaBupTyanusaums
J ©) BbiknioyeHa KVM
- j’ mac0s & Aucnnen
© Buiknioyena BupeonamsTb: 16 Mb

padpuyeckuii KoHTpONNEp: VMSVGA
CepBep yaanéxHoro gucnnes: BbiknioueH

g Cent0S 3anuce: BbiKnioyeHa
©) BoiknoyeHa

[zl Hocurenu 4
[Tepeiinute BO Brianky Cuctema — Ilpoueccop. Ilo ymonuanuio yisi BUPTYyaldbHOM
MaIlMHBI BBIACISETCS OHO sIIpo npoueccopa. B crpoke «IIporeccop(bl)» mocTaBpTe 3HAUCHHE 2.
OtmetsTe ranmouky HanmpoTuB «Bxmounts PAE/NX». Haxxmute OK:

® KALI LINUX - Cucrema

. x Em ) @ @ T

O6uue Cuctema Aucnnen Hocutenu Ayavo CeTb MopTbi O6uwwme nanku WHTepdeiic nonb3osBaTtens

MaTtepuHckas nnara : YckopeHue
Mpoueccop(bi): 2 =
1un 8 un
Mpepen 3arpy3ku LINY: 100%

1% 100%

JononHuTenbHble BO3MOXHOCTHU: BknounTtb PAE/NX
Bknwouutb Nested VT-x/AMD-V

Teneps mepexoauTe K yCTaHOBKE ONEPALIMOHHON CUCTEMBI.
Oran 3. YcranoBka onepanuonHoi cucreMsl Kali Linux
1. 3anmycTuTe BUPTYAJIbHYIO MALIUHY:



@

1
Uiy UHCTPYMEHTBI

KALI LINUX
4 O BoiknioueHa

W Ubuntu
M © Boikniouera

. Windows 10
(U ) BuiknioveHa

E Ubuntu 2
W) BoiknioyeHa

&4 mac0S
) BuiknioyeHa

(o
1™
|| —

Oracle VM VirtualBox MeHepxep

W e O |9

Cospatb  HacTpoutb 3anyctuts
B 06wue

Wms:  KALI LINUX
OC: Debian (64-bit)

= npesbio

E Cucrema

OnepatuBHas namatb: 4096 MB KALI LINUX

Mopsapok 3arpysku: Mmbkuit guck,
OnTUYeCKMiA AUCK,
XKécTkuin puck

YckopeHue: VT-x/AMD-V, Nested
Paging,
MapaBupTyanuaauus
KVM

M Oucnneii

Bupeonamarb: 16 Mb

paduyeckuit KOHTponnep: VMSVGA

CepBep yaanéHHoro aucnnes: BbiKnoyeH

g Cent0S 3anucs: BbiknioyeHa
) BoiknioyeHa
! Hocurenu
2. 3arpy3HTe CKAYaHHbBIN 06pa3. I[J'Iﬂ 9TOI'0 CIIpaBa HA)KMHUTC HAa UKOHKY ITAIIKH:

Please select a virtual optical disk file or a physical
optical drive containing a disk to start your new virtual
machine from.

The disk should be suitable for starting a computer from
and should contain the operating system you wish to
install on the virtual machine if you want to do that now.
The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine
off, but you can also do this yourself if needed using the
Devices menu.

Contents.iso (11,41 GB) 8l 3
Go Back Start Cancel
3. BeiOepute Hy ) HBII 00pa3 U3 CIUCKA WITH 3arpy3UTe HOBBIN, HaxkaB Ha Add.

4, Haxxmure Choose:



@ @

Add Create Refresh

Name A Virtual Size
Contents.iso 11,41 GB
VBoxGuestAdditions.iso 58,32 MB

Not Attached

Cent0S8.iso 8,63 GB
kali-linux-2021.1-installer-arm64.iso 3,18 GB
ubuntu-20.04.2.0-desktop-amd64.iso 2,68 GB

Search By Name K B
Leave Empty Cancel

1. 3arem Haxxmure Start:

Please select a virtual optical disk file or a physical
optical drive containing a disk to start your new virtual
machine from.

The disk should be suitable for starting a computer from
and should contain the operating system you wish to
install on the virtual machine if you want to do that now.
The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine
off, but you can also do this yourself if needed using the
Devices menu.

kali-linux-2021.1-installer-arm64.iso (3,18 GB) e a

Go Back Cancel

YrtoObl BRIOpaTh yCTAaHOBKY ¢ TpaduueckuM uHTepdericom, HaxxMuTe Enter. 310 camsbrii
npoctoii criocod ycraHoBkr OC 6e3 paboThl B KOMaHAHOI CTpOKe:



KALI LINUX [Running]

KAL

Kali Linux installer menu (BIOS

Graphical install

Install

Advanced options

Act ble dark contrast installer menu
Help

Install with speech synthesis

B eoEa o =l Gl @ Left 38

Jlnisi 3aBepIIeHNsT YCTAaHOBKHM CIIEQYHTE MOJCKa3kaM cucTeMbl. Ha mocnmemnem stare
BUPTYyaJbHas MallnHa Oy/IeT nepe3arpykeHa.
I'oToBO, ycTaHOBKA 3aBEpIIICHA.



7.4. Onucanue nNoka3sareJsieil 1 KpUTepHeB OLIEHMBAHUSI KOMIIETEHIHIl HA Pa3IMYHBIX ITaNaX UX (POPMHUPOBAHUS, ONIMCAHUE IKAJIbI

OLICHMBAHUSA
Taoauna 7
Kputepuu oneHuBaHus pe3yabTaToOB 00y4eHUsI
- HaumeHnoBanue
JAHHUpPYeMbIe Pe3yJbTaThl 0CBOCHUS
Py pesy MeHee 41 0aJLiI0B 41-60 6ay10B 61-80 0a110B 81-100 6as10B OILIEHOYHOI'0
KOMIIeTeHINH
(Heyn) (ynoBieTBopureb) (xopo1o) (oTaIMYHO) cpeacTBa

OIIK-1. CiocoGeH o1eHnBaTh poib HH(YOpMAIH, HHPOPMALMOHHBIX TEXHOJIOTUH 1 HH(POPMAIIMOHHON 0€3011acHOCTH
oOuiecTBe, X 3Ha4YeHUeE AJis o0ecneueHrss 00bEKTUBHBIX TOTPEOHOCTEN JIMYHOCTH, 00I1IECTBA U IOCYJapCTBa;

B COBPEMEHHOM

3HaTh: cCOBpeMeHHbIE HHGOPMAIMOHHO-
KOMMYHHKAIIMOHHBIE TEXHOJIOTHH,
[POrpaMMHBIE CPEJICTBA CUCTEMHOTO U
[PUKJIATHOTO Ha3HAUEHUS, B TOM YHCIe
OTEUECTBEHHOT'O ITPOU3BOJICTBA, PU
peleHnn 3a1a4 IpoecCuoHaIbHON

e TEIIEHOCTH

@parMeHTapHbIe 3HAHUS

CdhopmupoBaHHbIE,
HO COJIeprKaIe
OT/ICJIbHBIC TIPOOEIIBI
3HaAHUS

Henonurele 3HauMs

CdopmupoBaHHBI

€

CUCTEMATHYCCKUC

3HaHHUA

'YMeTh: BEIOUpaTh HH()OPMAIIIOHHO-
KOMMYHHUKAI[IOHHBIE TEXHOJIOTHH,
pPOTrpaMMHBIE CPEICTBA CUCTEMHOTO U
[PUKJIAJHOTO HA3HAUYEHUs, B TOM YHCIIE
0TEYECTBEHHOTO TIPOU3BOICTBA, TIPH
peleHny 3a1a4 NpophecCuOHATEHON
NesITeTbHOCTH.

YacTuuHble YMCHUA

YMeHus MOJIHBIE,
Henonnslie ymenus JIOITyCKarOTCsl

HeOOJIBIIINE OLITUOKHA

CdopmupoBaHHBI

€ YMEHHUS

buners! k 3auery,
TEKYIUH KOHTPOJIb




Baagerb:  HaBblKaMUM — NPUMEHEHUSA
COBPEMEHHBIX UH(POPMALMOHHO-
KOMMYHHUKAIMOHHBIX TEXHOJIOTUH,

[MPOrpaMMHBIX CpPCACTB CHCTCMHOTO H
[IPUKJIAAHOIO Ha3sHA4Y€HUA, B TOM YHUCIIC

OTEUECTBEHHOI'O  MPOU3BOJICTBA, IpHU
pelieHny  3a1ad  npodeccuoHaNbHOM
e TEIbHOCTH.

YacTUYHOE BJIaJIEHUE
HaBbIKaMU

Hecucrematuueckoe
MPUMEHEHNE HABBIKOB

B cucrematuueckoM
MPUMEHEHUHN
HaBBIKOB
JIOIYCKarOTCsI
poOeIbI

Ycnemnoe u
CHCTEMATHYECKOS
pUMEHEHUE
HaBBIKOB

OIIK-5. Cioco0OeH npuMeHsATh HOpMaTHUBHBIE ITPABOBHIE aKThl, HOPMATHUBHBIE U METOAMYECKHUE JJOKYMEHTHI, PETJIaMeHTUPYIOIINE
NEeSTENIbHOCTH 110 3aiuTe nHpopMauu B chepe npodeccnoHanbHOM 1eITeNbHOCTH

3HATh: OCHOBHBIC HOPMAaTHUBHBIC
[IPABOBBIC aKThI, HOPMAaTUBHBIC n
MCTOJHUYCCKHE JOKYMCHTHI,

[peraaMeHTUPYIOIINE JIeATENbHOCTh 10
3aluTe HHPOpPMaLUK.

@parMeHTapHbIe 3HAHUS

Henonurele 3HaHMs

CcdopmupoBaHHbI€,
HO COZIepIKallye
OTJIeNIbHbIE MPOOEBI
3HaHUA

CdopmupoBaHHBI
e
CUCTeMAaTHICCKUE
3HAHUS

YMmeTh: MMPUMCHATH HOPMAaTHUBHBIC

[IPABOBbIE  aKThl, HOPMAaTUBHBIE U
METOINYECKUE
PErIaMEHTUPYIOIINAE JESATENBHOCTD T10
3amre  MHGOpManuu chepe

npohecCuOHaNBHOM NeSTeNbHOCTH.

JAOKYMCHTHI,

B

YacTuuHbie YMCHUA

Hemnonneie YMCHUA

YMeHus MOJIHEIE,
JIOTTY CKaKOTCsI
HeOOJIbIINE OITUOKH

CdopmupoBanse
YMEHHS

buners k 3auery,
TEKYIIMH KOHTPOJIb




Baagerb:  HaBblkamMu ~ paboOTBI €
HOPMAaTUBHBIMH TIPABOBBIMH  aKTaMHU,
HOPMAaTUBHBIMH

nu MCTOANYCCKUMU

TOKYMEHTaMH,  PErJIaMEHTHPYIOIIUMU
NesITeTbHOCTD I10 3aIUTe
nHpopmaruu

npoheccuoHaNbHOM NeSTebHOCTH.

B chepe

YacTuaHoe BJIaJICHUC
HaBbIKaMH

Hecucremaruueckoe
IMPUMCHCHHEC HABbLIKOB

B cucrematuueckoM
MPUMEHEHUU
HaBBIKOB
JIOIYCKarOTCsI
poOeIbI

Ycnemnoe u
CHCTEMATHYECKOE
pUMEHEHUE
HaBBIKOB

OIIK-6. CiocoGeH nmpu petieHny npoQecCHOHaNbHBIX 33124 OPraHU30BbIBATh 3aIIUTY WH(OPMAIIMKA OTPAHUYEHHOTO JOCTYIIa B COOTBETCTBUH C

HOPMAaTUBHBIMU IIPABOBBIMU aKTaAMH, HOPMATUBHBIMH 1 METOAUYICCKUMHU JOKYMCHTAMU CDez[epaJILHoﬁ CJ'Iy>K6BI 6e3omacHocTu Poccuiickoi

CDez[epauI/H/I, (DeﬂepaHbHOﬁ CJ'Iy>K6BI MO0 TEXHUYCCKOMY U SKCIIOPTHOMY KOHTPOJIIIO

3HaTh: OCHOBHBIC HOPMaTHBHBIE
MMpPaBOBBIC  aKThl, HOPMATHBHEBIE U
P ’ P Cchopmuposannsie, (ChopMupoOBaHHBI
METOIUYECKHE JIOKYMEHTBI

. HO COJEpKAIINE c
DenepanbHoil  cayx0bl  Oe3omacHoctn |[Pparmenrapubie 3sHanus| Hemonueie 3Hanus

3 N _ OTIeTIbHBIE POOEIIBI [CUCTEMATHYECKUE
Poccuiickoit @eneparuu, OeaepanbHOM
3HAHUS 3HAHUS
CITyKObI o TEXHUYECKOMY u
PKCHOPTHOMY KOHTPOJIIO.
YMeThb: OpraHU30BbIBaTh 3alIUTy
nH(pOpMaIIMK OTPaHUYSHHOTO I0CTYIIA B
COOTBETCTBHU C HOPMaTHUBHBIMHU
[PaBOBBIMU aKTAMH, HOPMAaTUBHBIMU U
MEHUS MOIHBI

MECTOANYCCKUMU JAOKYMCHTaMU Yme o © C(l)OpMI/IpOBaHHLI

o YacTuuHbIe YMEHUSA Henonusle ymeHus yCKAIOTCs
DenepanbHON  CIYKOBI  0€30MacHOCTH ¢ c yme CHOJIHBIC YME JOLYCKAOTC e yMeHHs

Poccuiickoit ®eneparuu, OeaepanbHON

CITyKObI 1o TEXHHUYECKOMY  H

HKCIIOPTHOMY KOHTPOJIIO.

HEOOJIBIIINE OLTUOKHU

buiners! k
3a4eTry, TEKYIIUi
KOHTpPOJIb




Baagerb:  HaBblkamMu ~ paboOTBI €
HOPMAaTUBHBIMH TIPABOBBIMH  aKTaMHU,
HOPMAaTUBHBIMH WM METOJUYECKUMHU

nokymMeHTaMu  DenepanbHOil  CITy>KObI
OezonacHocTH Poccuiickoit deaepanyu,
DenepanbHON

TEXHUYECKOMY H

CITyKOBI o
AKCIOPTHOMY

KOHTPOJIIO .

HJacTuyHOE BiIaJIEHUE
HaBLIKAMU

Hecucremarnueckoe
HpI/IMeHeHI/Ie HABBIKOB

B cucrematuueckoM
[IPUMEHEHUU
HaBBIKOB

IOy CKAKOTCSI
pOoOeIbI

'YcnenrHoe u
CHCTEMATHYCCKOC
[IPUMEHEHUE
HABBIKOB

OIIK-2.3 CriocoOeH pa3zpabaTbiBaTh, BHEIPSITH H COMPOBOKIATH KOMITJIEKC MEp MO 00eCIIeYeHUI0 O€30IMacHOCTH 00BEKTa 3alTUTHI C IPUMEHEHUEM

JIOKAJIbHBIX HOPMATHUBHBIX aKTOB U CTAaHAAPTOB

3HATH: JTIOKaJTbHBIE HOPMAaTUBHBIE AKTHI,
CTaHJapThI nH(GOPMaLMOHHOU
0€30IaCHOCTH M MEPHI IO 00ECTICUCHHIO

0€30MaCHOCTA 00BEKTA 3AIUTHI

YacTuuHble YMEHUS

Henonnele ymenns

YMeHHS MOIHEIE,
JTOTTY CKaIOTCsI
HEOOJIBIINE OIIHOKH

CdopmupoBaHHBI
¢ YMCHHS

YMeTh: q)OpMI/IpOBaTI) MMPpEAJIOKCHUS 110

ONTUMU3ALNU CTPYKTYPBI u
(YHKIMOHAJIBHBIX MPOLIECCOB OOBEKTA
BalIUTBl M €ro  MH(POPMALMOHHBIX

COCTaBJIAIOIIMUX C IECIBIO ITOBBIINICHUSA UX
YCTOI\/'ILII/IBOCTI/I K ACCTPYKTUBHBIM

BO3/JICHCTBUSIM Ha HH(OPMALMOHHBIE

YacTUYHOE BJIaJIEHUE
HaBBIKaAMH

Hecucrematuueckoe
HpI/IMCHeHI/Ie HaBBLIKOB

B cucremarnueckom
MPUMEHEHUU
HAaBBIKOB
JIOITY CKaFOTCSI
poOebI

VYcnemnoe u
CHCTEMAaTHYECKOS
IIPUMEHEHUE
HaABBIKOB

Baaners:
YCTOMYMBOCTH K

METOJIaMU TIOBBIIICHHUS HX
JeCTPYKTUBHBIM
BO3JICHCTBUSIM Ha WH(OPMAIMOHHBIC

pecypcsl

YactuuHoe BJIaJACHUC
HaBbIKaMH

Hecucremarnueckoe
HpI/IMeHeHI/Ie HaBBIKOB

B cucremarnueckom
MPUMEHEHUN
HaBBIKOB
JIOTTY CKAFOTCSI
poOeTbI

Ycnemnoe u
CHCTEMAaTHYECKOE
IpUMEHEHNE
HABBIKOB

buners! x
3a4eTy, TeKyIIUi
KOHTPOJIb




8. OcobenHocTH peanu3alu THCHUIIIMHBI AJId HHBAJU/IO0B M JIUII ¢ OTPAaHUYCHHBIMHA
BO3MOKHOCTSIMH 3/10POBbSA

JUig ocyliecTBIEHHS MPOLENYp TEKYLIEro KOHTPOJISI YCIIEBAEMOCTH U IMPOMEKYTOYHOU
aTTecTaluyi OOYYaIOLIUXCS CO3/MaHbl (OHABI OICHOYHBIX CPEICTB, aJalTHUPOBAHHBIC IS
UHBAJIUJOB U JIMI C OTPAaHUYEHHBIMU BO3MOXHOCTSIMHU 3[10POBbsSI U IO3BOJISIIOIME OLEHHUTh
JOCTMD)KEHUE MMM 3allVTAHMPOBAHHBIX B OCHOBHOM 0Opa30BaTeNIbHOW INporpamMme pe3yJsbTaToB
00yuyeHMsI U ypOBEHb C(HOPMHUPOBAHHOCTH BCEX KOMIIETEHIUH, 3asBIECHHBIX B 00pa30BaTeIbHON
nporpamMe. @Popma poBeAeHUs TEKylled arTecTalud Uil CTYAEHTOB-HHBAJINJOB
YCTQHABJIMBACTCSI C YYETOM WHAMBUIYAIbHBIX TNCHXO(U3nYecknx ocobeHHocTel (ycTHO,
NUCHbMEHHO Ha Oymare, MUCHbMEHHO Ha KOMIIbIOTEpe, B (OpMe TecTHpoBaHUS H T.1.). Ilpm
TECTUPOBAHUU Ui CIAOOBUIALIMX CTYJICHTOB MCIOJB3YIOTCS (DOHIBI OIEHOYHBIX CPEICTB C
yKpynHeHHbIM —1mpudrom. Ha »95K3aMeH npuriamaercs CONPOBOXKAAIONINH, KOTOPBINA
o0ecrneynBaeT TEXHUYECKOE CONMPOBOXKJIEHHE CTylAeHTy. [Ipu Heo0XoAMMOCTH CTYAEHTY-
UHBAJIUAY MPEIOCTABISIETCS JONOJHUTEIbHOE BpeMs JUIsl IOArOTOBKU OTBETa Ha SK3aMeHe (WIn
3agere). OOyuaromyecs C OrpaHUYEHHBIMH BO3MOXKHOCTSMHU 370pOBbsi M 0Oyuaromuecs
UHBAJINABl 00ECHEeUMBAIOTCS IMEYaTHBIMM M 3JEKTPOHHBIMU 00pa3oBaTENbHBIMH pECypcaMu
(mporpammbl, y4deOHBIE TOCOOHMSI sl CaMOCTOSTENbHOW paboTel W T.A4.) B  (opmax,
Q/IaTITUPOBAHHBIX K OTPAaHUYEHUSIM HX 3I0POBBS U BOCTIPHUATHS HHPOPMALIUH:

1) Ay MHBAJIKMIOB U JIUL C OTPAaHUYEHHBIMU BO3MOYKHOCTSMH 3/10POBbS 110 3PEHHUI0:

- VIS CJIeNbIX: 3aJaHus JUIsl BBIIOJHEHUS HAa CEMUHApax M IPAKTHUUECKUX 3aHSITHUSIX
oopmistoTes penbedHO-ToueuHbIM MpudTOM bpaiing unu B Buae 31€KTPOHHOTO JTOKYMEHTA,
JIOCTYITHOTO C ITOMOIIBIO KOMITBIOTEPA CO CIIEUATU3UPOBAHHBIM IIPOrPaMMHBIM 00ecrieyeHHEM
JUISL CJIETIBIX, TMOO0 3aUUTHIBAIOTCS ACCUCTEHTOM; MUCHbMEHHBIE 3aJJaHUs BBITTOJIHAIOTCS Ha Oymare
penbedHO-TOUeUHbIM MpudToM bpaiing uam Ha KOMIObIOTEpE €O CHENMAIM3UPOBAHHBIM
IPOTrpaMMHBIM 00€CTIeYeHHEM IS CJICNBIX JTUOO HaTUKTOBBIBAIOTCS aCCUCTEHTY; 00yUaromuMCs
JUISL BBITIOJIHEHUS 3aJaHUs NPU HEOOXOJUMOCTH MPEAOCTABISIETCS KOMIUIEKT MHCbMEHHBIX
MPUHAJJIEKHOCTEH 1 OyMara J1j1sl MicbMa penbeHO-ToUeUHbIM HpudTom bpaiiis, komnbroTep co
CHeUaIi3UpOBaHHBIM IPOrPAMMHBIM 00€CTIEUEHUEM ISl CIIETIBIX;

- 1 cJIa00BUAAIINX: 00€CIIeunBaeTCsl UHANBUAYAIBHOE PABHOMEPHOE OCBELICHHUE HE
meree 300 omrokc; oOydaroumiuMcs JUIsL  BBINOJIHEHUS 3afaHus INpU  HEO0OXOAWMOCTH
IPEJOCTABIISAETCS YBEINYUBAIOIEE YCTPOUCTBO; BOBMOXKHO TAKXKe MCIIOJIb30BaHUE COOCTBEHHBIX
YBEJIMYMBAIOLINX YCTPONCTB; 3a/laHUs /sl BHIIOJHEHUS 3aJaHUi OQOPMIISIOTCS YBEIMYEHHbBIM
mpuQTOM;

2) Ul MHBAJIUOB U JIUL C OTPaHUYEHHBIMU BO3MOKHOCTSMH 3/10POBbS IO CJAYXY:

- NI TIyXUX U caadoc/blammx: 00ecneunBaeTcs Haludue 3BYKOYCHIIMBAROILEH
anmapatrypbl  KOJUIGKTMBHOTO  IIOJb30BaHUS, IpPH  HEOOXOIMMOCTH  OOydaroluMmcs
MPEOCTaBIsAETCS  3BYKOYCWIMBAIOIIAs — ammapaTypa  HWHIUBUIYaJbHOTO  TOJb30BaHUS;
IPEJOCTABIIAIOTCS YCIIYTH CYypAONEPEBO UMK,

- VI CJIENOIJIyXHMX JOIyCKaeTcs NPUCYTCTBHE ACCUCTEHTA, OKa3bIBAIOIIETO YCIYTH
TU(IIOCYpIOTIepeBOIUMKA (TOMUMO TPeOOBaHUM, BBIMOIHAEMBIX COOTBETCTBEHHO IS CIEMbIX U
TIIyXHX);

3) g UL C TSOKEIBIMU HapyLIEHUSIMH PEUH, TIyXUX, CIa0OoCbIIIAUX JIEKIUU U
CEMHUHAapBbI, IPOBOJMMBIE B YCTHOI (opMe, MPOBOJATCS B HUCbMEHHOM (opMe;

4) nyisi MHBAJIMJOB M JIMI C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 370POBbsl, MMEIOLIMX
HapylIeHHUs ONIOPHO-IBUIraTeJIbHOIO annapara:



- JUId JIAI C HapyIIEHWSIMH OIOPHO-IBUTATENLHOTO amiapara, HapylIICHUIMHU
JBUTATENBHBIX (YHKIUHA BEPXHUX KOHEYHOCTCH WM OTCYTCTBHEM BEPXHUX KOHEYHOCTEH:
MUChMEHHBIC 33J]aHUs BBITOJIHSAIOTCS Ha KOMIBIOTEPE CO CIEIUATH3UPOBAHHBIM MTPOTrPAMMHBIM
obecreueHreM W HaJJMKTOBBIBAIOTCS aCCHCTEHTY; BBITIOJTHEHHE 3aJaHHI (TECTOB, KOHTPOJIBHBIX
paboT), MPOBOAUMEIC B MTUCBMEHHOH (popMe, IPOBOAATCS B YCTHOU (opMe ITyTeM ompoca, 6eceIs
¢ oOy4Jaronumcs.

9. YueOHO-MeTOAMYECKOEe 1 MH(OPMAIITHOHHOE 0o0ecTiedeHue TN CIUTIINHbI

3. [Nanatenxo B.A. OcHOBBI HH(DOPMAIIMOHHON 0€301acHOCTH : yuebHoe mocodue / B.
A. l'anarenko. — 4-e u3n. — Mocksa : arepner-YuuBepcuter MHpopMannonHbix TexXHOMOTHIA
(MHTYUT), Aii IIu Ap Menua, 2024. — 266 c. — ISBN 978-5-4497-3316-0. — Tekcr :
anexkTpoHHBI //  Lludposoir obpasoBarensublii pecypc IPR SMART : [caiit]. —
URL.: https://www.iprbookshop.ru/142285.html (zara o6pamenus: 10.06.2026). — Pexum
JIOCTYTIA: JIJISl aBTOPU3HUP. TIOJIH30BATEIICH.
4, bonpapenko U.C. Undopmarnmonnas 6e3onacHocTs : yueOnuk / Y. C. bonaapenko.
— Mocksa : U3narensckuii Jlom MUCuC, 2023. — 254 ¢. — ISBN 978-5-907560-71-0. — Tekcrt
anekTpoHHBIH  //  OOpasoBarenbHas 1miarpopma IPR CMAPT @ [caiit]. —
URL.: https://www.iprbookshop.ru/books/137525/details (nara oOpamenus: 10.06.2026). —
Pexxwum nocTyma: 1isi aBTOpU3HP. OIB30BATENICH.

5. buproko A.A. Unpopmanmonnas 6€30MacHOCTh: 3alIuTa M HamaxeHue / A. A.
buprokoB. — 3-¢ u3a. — Mocksa : JIMK Ilpecc, 2023. — 440 c. — ISBN 978-5-93700-219-8. —
Tekct : snexktponHsii // Ludposoii obpazoBatenvhbiii pecypc IPR CMAPT : [caiiT]. —
URL.: https://www.iprbookshop.ru/books/159410/details (matra o6pamtenus: 10.06.2026). —
Pexum noctymna: ans aBTOPU3HP. MOIH30BATENEH.

10. MaTepuanbHO-TeXHUYECKOe o0ecnedeHne TUCIUIIMHBI

10.1. MarepuanbHO-TeXHUYeCKass 0a3a, HeoOXoAMMass Ui OCYIIECTBJICHUS
00pa3oBaTeILHOIO NMpolecca No JUCHUILIUHE

[lepeyenr MaTepHaTbHO-TEXHUYECKUX CPEJICTB YUEOHOM ayauTOpUM JIJIsi TPOBEICHHS
3aHATUHN TIO TUCHIUTLINHE:

e  yuyeOHas ayUTOpUSs, 10CKa;

®  CTallMOHAPHBIE KOMIBIOTEPHI;

®  MYJIbTUMEIUNHBIN IPOEKTOP;

®  HACTEHHBIN JKpPaH.
10.2. lloMemeHus 1Jisi CAMOCTOATEIbHOI PadoThI
YyeOHast ayTuTOpUS AJII CAMOCTOSITeNNbHOM padoTsl — 3-07.

Aynutopust 3-07, untepaktuBHas aocka SB 480-H2-062616, npoexkrop Smart v25,
anmaparHas Nettop.


https://www.iprbookshop.ru/142285.html
https://www.iprbookshop.ru/books/137525/details
https://www.iprbookshop.ru/books/159410/details

MeTtoauyeckue yKazaHusi 0 OCBOCHHIO TN CHMUIIIMHBI
«OcHOBBI HH(POPMALMOHHOMH 0€30I1ACHOCTH»

1. MeToauuecKue YKa3aHusl QJId oﬁyqammnxcﬂ Mo MNJIAHUPOBAHHUIO U OPraHU3allMA
BPEMEHH, HGOGXOHHMOFO JJIF OCBOCHUSA TUCHUIIJIHHBI

N3yyenne pekoMeHayeTcsl Ha4aTh C O3HAKOMJIEHUS ¢ paboueil mporpaMMoii IUCHUTUIHHBI,
ee CTPYKTYypoll H coiepXaHHEeM paslenoB (Moaynei), (OHIOM OLEHOYHBIX CPENCTB,
03HAKOMUTHCS € y4eOHO-METOINYECKUM U HHPOPMAIIMOHHBIM 00eCTIeYeHUEM JTUCIUTUIMHBIL.

OO6yuenwne no quctumuinHe « OCHOBBI HHPOPMAITMOHHON 0€301aCHOCTH» OCYIIECTBIISICTCS
B CJICAYIOIIHUX (opMax:

1. Aygautopsble 3aHATHS (JCKIIUHU, T1a00paTOPHEIC 3aHSITHS).

2. CamocrostenpHass pabota CTyaeHTa (ITOATOTOBKA K JICKIHUSAM, JIA0OpAaTOPHBIM
3aHATUSAM, JOKIAbI C MPE3CHTAUSAMU, HHIMBUyaTbHas! KOHCYJIBTAIMS C IPENOJaBaTeNIeM).

VY4eOHblii MaTepuan CTPYKTYPHUPOBAaH W H3yUEHUE TUCHUIUIMHBI IPOU3BOJIUTCS B
TEMaTHUYECKOH mocienoBaTenbHOCTH. Kaxaomy 1ab0paTopHOMY 3aHSATHIO U CAMOCTOSITEIbHOMY
M3YYCHHIO MaTepuaia IpeauIecTBYeT JeKIus 1Mo qaHHoU Teme. O0yJaroiuecs: caMOCTOSTEIbHO
IPOBOJAT TPEABAPUTEIBHYIO MOATOTOBKY K 3aHSATHIO, NMPHHUMAIOT aKTHBHOE M TBOPUYECKOE
ydacTHe B OOCYXKIIEHHH TEOPETUYECKHX BOIIPOCOB, pazdope MpOoOJIIEMHBIX CHUTYAIHid U IMOMCKOB
IIyTEN UX PELICHMUS.

Ornucanue mociieI0BaTeIbHOCTH IEHCTBUM 00yUaroerocs:

[Ipn u3ydeHun Kypca cieayeT BHUMATENBHO CIyIIaThb M KOHCIIEKTHPOBATh MaTepuall,
U3NlaraeMblii Ha ayJUTOPHBIX 3aHATHUAX. {7 ero MOHMMaHUST ¥ KAa4eCTBEHHOTO YCBOGHUS
peKOMeH 1yeTcs ClIeAyIolIas Mocie10BaTeIbHOCTb JeHCTBUI:

1. Tlocne oxoHYaHUs Y4YEOHBIX 3aHATUN NJIS 3aKpeIUIEHUs MaTepualia MPOCMOTPETh U
00yMaTh TEKCT JIEKIIMH, POCTYIIAHHONW CeroHs, pa3odpaTbh paccMoTpeHHbIe pumepsl (10- 15
MUHYT).

2. Tlpu moaroToBKe K JIEKIIUH CIIETYFOIIETO JHSI TOBTOPUTH TEKCT MPEIBIAYIIEH JIEKIINH,
HOJyMaTth O TOM, Kakasi MOKeT ObITh ciieayroasi Tema (10-15 MunHyT).

3. B Teuenme Henmenu BBIOpaTh Bpemsi Ui pabOTHI C JIMTEPATypOl B AIEKTPOHHOU
oubnuoreyHoii cucteme (mo 1 gacy).

4. ITpu moAroToBke K 1a00paTOPHOMY 3aHATHIO IIOBTOPUTH OCHOBHBIE MTOHATHUS 110 TEME,
U3YYUTh TpuMepbl. Pemas KOHKPETHYIO CHUTyalldio, — TMPEABAPUTENHHO TOHSATh, KaKou
TEOPETUYECKHI MaTepuall Hy’KHO MCI0JIb30BaTh. HaMeTnTh miiaH perieHus, monpo0oBaTh Ha €ro
OCHOBE pemuTh 1-2 3amaumn.

2. Metoanyeckue yKa3aHusi o padore 00y4arouuxcsi BO BpeMs NpoBeIeHus JeKIuii

Jlekuuu fAa0T OOydarOIMIMMCS CHCTEMAaTU3MpPOBAHHBIE 3HAHUS 1O JAUCHUILIUHE,
KOHIIGHTPUPYIOT UX BHUMaHHME Ha HamOosee CIOXKHBIX M BAaXHBIX Bompocax. JIeKuun oObIYHO
U3J1aratoTcs B TPAJUIIMOHHOM WM B IPoOIeMHOM cTujie. [y cTy1IeHTOB B OOJIBIIMHCTBE CITy4aeB
B mpoOiemHoM crtmie. IIpoOnemHBI  CTHIB  MO3BOJISET CTUMYJIUPOBATh aAKTHUBHYIO
MO3HABATEJIbHYIO JAESITEIbHOCTh OOYYAIOIIMXCS U UX HMHTEpPeC K TUCIUILUIMHE, (pOpMHUPOBATH
TBOPYECKOE MBIIIJIEHHE, TPUOEraTh K MPOTUBOIIOCTABIEHUSM U CPAaBHEHUSIM, JIe1aTh 0000IIeHMS,
AaKTUBU3MPOBAaTh BHUMAHUE OOYy4aIOUIMXCA IyTeM IOCTAaHOBKH MPOOJEMHBIX BOIPOCOB,
MOOIIPSATH JUCKYCCHIO.



Bo Bpemsi JIEKIIMOHHBIX 3aHATHH PEKOMEHIYETCs BECTH KOHCIICKTHPOBAaHHE y4eOHOTO
Mmarepuaia, o0pamaTte BHUMaHHe Ha (OPMYIHPOBKH M KaTETOPUH, PACKPBIBAIOIINE CYTh TOT'O UIIH
HHOTI'O ABJICHUA, BBIBOABI U IPAKTUYCCKHUEC PCKOMCHAAIUH.

KoHCcHeKT NeKIuy Jrydiie nopa3aeisTh Ha MyHKThI, COOJII0ast KPAaCHYIO CTPOKY. DTOMY
B OOJIbIIOH cTermeHH OyIyT CIocoOCTBOBaTh BOMPOCH IUIAHA JICKLIWH, MPEIJIOKCHHBIC
npenonapateiasiM. Crenyer oOpaiath BHHUMAaHHME HAa AaKLEHTBI, BBIBOJBI, KOTOpBIC JejaeT
HpernoaaBaTesb, OTMeuyas HauboJee BaKHbBIC MOMEHTHI B JICKIIMOHHOM MaTepualie 3aMeYaHHIMH
«BXHO», «XOPOIIO 3allOMHUTB» U T.I. MOXHO JeJaTh 3TO U C MOMOIIBI Pa3HOIBETHBIX
MapKepoB WU PYYeK, MOJUCPKUBAsT TEPMUHBI U ONPEACIICHHSI.

Lenecoobpa3Ho pa3paboTath COOCTBEHHYIO CHCTEMY COKpalleHHi, abOpeBuatyp u
cuMBOJIOB. OJHAaKO TpW JaibHeimeid paboTe ¢ KOHCIEKTOM CHMBOJIBI JIy4Ille 3aMEHHUTb
OOBIYHBIMH CJIOBAaMH JJIsA 6BICTpOFO SPUTCIILHOI'O BOCIIPUATUSA TCKCTA.

PaGotass Haji KOHCIEKTOM JICKIMH, HEOOXOAMMO HCIOJIb30BaTh HE TOJBKO OCHOBHYIO
JUTEPATypy, HO U Ty JHTEPATypy, KOTOPYIO JOMOJHHUTEIHHO PEKOMEHIOBAN IPENoIaBaTellb.
MMeHHO Takasl cepbe3Hasi, KpOHOTIIHBask padoTa ¢ JCKIUOHHBIM MaTepHAIOM [TO3BOJIUT IITyOOKO
OBJIJIETh TEOPETUUYCCKHM MaTCPHUAIIOM.

Temaruka nekuuil faercs B paboueii mporpaMmme AUCUUILIHHBIL.

3. Mertoauyeckue yka3aHusi 00y4alIUMCS 10 TOATOTOBKe K J1a00paTOPHBIM
3aHATHAM

Ha mnaGoparopHbIX 3aHATHSX TMPUBETCTBYETCS AKTUBHOE Y4YacTHE B OOCYXKICHHUH
KOHKPETHBIX CHUTyallui, CIOCOOHOCTh Ha OCHOBE IOJYYCHHBIX 3HAHUN HAXOAWTh Haunboisee
3 PEeKTUBHBIE PEIIEHUS] TOCTaBIEHHBIX MPOOJIEeM, YMETh HAXOIUTh MOJIE3HbIN TOMOIHUTENbHBIN
MaTepuai 1o TEMATUKE 3aHITHH.

CryneHTy pekoMeHAyeTCs Cleyrolias cxeMa MOAr0TOBKHU K JJaOOpaTOPpHOMY 3aHSATHIO:

1. O3HaKOMHTHCS C IUIAHOM 3aHATHSA, KOTOPBIM OTpa)kaeT COAEp>KaHUE MPEIOKEHHON
TEMBI.

2. TlpopaboTaTh KOHCIEKT JEKIHA.

3. TIpounTaTs OCHOBHYIO U IOTIOJTHUTEIBHYIO JTUTEPATYPY.

B npouecce moaroToBku K 1abOpaTOPHBIM 3aHATHSAM, HEOOXOIUMO 00paTUTh ocoboe
BHHMAaHHUE Ha CaMOCTOSITEJIbHOE M3y4YE€HUE PEKOMEHJOBAaHHOU juTepaTypsl. [Ipu Bceil moaHoTe
KOHCIIEKTUPOBaHUs JIEKIMM B HEH HEBO3MOXKHO M3JIOKHUTh BECh MaTepHal H3-3a JIMMHTA
ayIUTOpHBIX yacoB. [loaToMy camocTosTenbHas paboTa ¢ yueOHUKaMu, y4eOHBIMU TOCOOMSIMH,
Hay4HOW, CIPABOYHOM JINTEpAaTypoOH, MaTrepuajaMy NEPUOIWYECKMX Hu3gaHuid u HHTepHera
aBIsieTcss Hanbosee dPGEeKTUBHBIM METOJIOM TOJYYEHHUS JOMOJHUTEIbHBIX 3HAHUH, MO3BOJISET
3HAUUTENIFHO AaKTUBHU3UPOBATh TMPOIECC OBIafeHus HWHGoOpMalme, crmocodbcTByer Oosee
IyOOKOMY YCBOEHHIO H3Y4aeMOro wmarepuana, (QopMHUpYeT y CTYJEHTOB OTHOILIEHHE K
KOHKpETHOH rpobiieme. Bce HOBbIE OHATHS MO M3y4aeMoi TeMe He0OX0AMMO BbIyUUTh HAU3YCTh
¥ BHECTH B IJIOCCAPHiA, KOTOPBIH 11e1ecoo0pa3Ho BECTH € CAMOT0 Havaja U3y4eHus Kypca.

1. OrBeTHTh Ha BONPOCHI IJIaHA JJAOOPATOPHOTO 3aHATHSL.

2. BrbInomHUTH HOMalIHee 3aJaHue.

3. Tlpwm 3arpyaHeHusix chOopMyIHPOBATH BOIIPOCHI K TMPETIOAABATEINIO.

Pesynprar Takoil paboThl JOJKEH MPOSIBUTHCS B CIIOCOOHOCTH CTYJ€HTa CBOOOJHO
OTBETUTH HAa TEOPETUUYECKHE BOMPOCHI, BEICTYNaTh M y4aCTBOBATh B KOJUIEKTUBHOM OOCYXJIEHUU
BOIPOCOB U3y4aeMOil TEMBbI, MPABUIbHO BBIMOIHITH IPAKTHUECKUE 3aaHUsI, KOTOPHIE AAI0OTCS B



($oHIE OIIEHOYHBIX CPEJICTB TUCIUTIINHBI.

4. Mertoauyeckue yKa3aHus 00y4alIMMCS 1O OPraHU3aALMH CAMOCTOSATEIbHOI
padoThI

Ilenp  opraHm3anuy  CaMOCTOSTENbHOM  paboTel 1o  aucuumuimHe  «OCHOBBI
MH(POPMALIMOHHOM 0€3011aCHOCTH» — 3TO YIIyOJIeHHe U paclIMpeHne 3HaHUM B 00JIaCTH Hay4YHOU
UCCIIEI0BATEIIbCKON JIeSATeIbHOCTH; (POPMUPOBAHUE HaBbIKa M HMHTEpeca K CaMOCTOSTEIbHOM
IIO3HABATEJILHON JIESITEIbHOCTH.

CamocrtosiTenpbHasi paboTa OOYYArOIIMXCS SBJSICTCS BAXKHEHIIMM BHUJOM OCBOCHUS
COJIepKAaHUsl TUCIMILUIMHBI, TIOATOTOBKH K MPAKTHUYECKUM 3aHSATHSIM M K KOHTPOJBHOH padore.
Croa ke OTHOCATCS M CaMOCTOATENbHOE YIIyOJIeHHOE W3y4YeHHE TeM JUCLUIUIMHBL.
CamocrosTenbHas paboTa MpeAcTaBiIsSeT COOON MOCTOSIHHO JIEHCTBYIOILYIO CUCTEMY, OCHOBY
00pa30BaTeNILHOTO MPOLECCAa U HOCUT UCCIIEI0BATEIbCKUI XapaKTep, YTO MOCIYXKHUT B OyayiiemM
OCHOBaHMEM I HAIMCAaHUS BBITYCKHOW KBaJU(UKAMOHHONW pabOThl, MPaKTHYECKOTO
IPUMEHEHHUS NOTy4YEeHHBIX 3HAHUH.

Opranu3anus caMoCTOSTEIbHONM padoThl OOYYaIOIIMXCSl OPUEHTHUPYETCsl Ha AaKTUBHBIE
METO/Ibl OBJa/ICHUsl 3HAHUSMHU, Pa3BUTUE TBOPUYECKUX CIOCOOHOCTEH, MEepexos OT MOTOYHOIO K
MHAUBUAYAIU3UPOBAHHOMY O0YUYEHHIO, C YUETOM NOTPEOHOCTEN U BO3MOXHOCTEHN JINYHOCTH.

[IpaBuibHAs OpraHU3aIMs CAMOCTOSTEIBHBIX YY€OHBIX 3aHATHHA, UX CHCTEMaTHYHOCTH,
nenecooOpasHoe IIaHUPOBaHUE PadOYEeTro BPEeMEHH IMO3BOJISET CTYACHTaM Pa3BHBATh YMEHHS U
HaBbIKM B YCBOGHHMU M CHCTEMAaTHU3aLUU NPHOOpeTaeMbIX 3HAHMUH, 0OecredrnBaTh BBICOKHMN
YPOBEHb YCIIEBAEMOCTH B IEPHO 00YUEHHUs, HOTYUUTh HABBIKU HOBBIILIEHHS TPO(PECCHOHATBHOTO
YPOBHS.

ITonroroBka k 1a00OpaTOPHOMY 3aHATHIO BKIIOYAET, KpOME NMPOpabOTKH KOHCIIEKTa U
IPEe3eHTAlMU JIEKIIUH, TTIOMCK JINTepaTyphl (II0 PEKOMEHI0BaHHBIM CIIMCKAM U CaMOCTOSATENBHO),
MOJrOTOBKY 3aroTOBOK IS BBICTYIJIEHHMH MO BONpPOCaM, BBIHOCHUMBIM JUIsl OOCYXKIEHHS IO
KOHKpeTHOH Teme. Takue 3aroToBKM MOTYT BKJIIOYAThb LMTAThl, (DAKThl, COIMOCTAaBICHUE
Pa3IUYHBIX MO3UIMHI, coOCTBEHHbIE MbIciu. Eciau mpobiema 3anHTEpecoBana 00yvaromerocs,
OH MOXET MOATOTOBUTH pedepaT 1 BHICTYIIUTh C HUM Ha MPaKTUYECKOM 3aHsATHH. JJabopaTopHoe
3aHATHE — 3TO, NPEXIE BCEro, AMCKYCCHsl, OOCYKIEHHE KOHKPETHOW CHUTyalllH, TO €CTb
IIpeaIoyiaracT yMEHUE BHUMATENNbHO CIyIIaTh WIEHOB MaJION IpyNIbl U MOJAEpPATOpa, a TaKkKe
cTapaTbcs BbICKa3aTh CBOE MHEHHE, BBICKA3bIBaTh COOCTBEHHBIE MJIEH U MTPEIOKEHUS], YTOUHATh
¥ 33/1aBaTh BOIIPOCHI KOJUIEraM Mo 00CYyKACHUIO.

[Ipu moaroToBke K KOHTPOJIBHOU padboTe (pyOeKHOM aTTecTalui) 00yJaromuiics JOHKEeH
MOBTOPSATH MPOMIEHHBIN MaTeprail B CTPOIrOM COOTBETCTBUH C yUeOHOW MPOrpaMMOii, UCIIONB3Ys
KOHCIEKT JIEKUIMH U JUTepaTypy, peKOMEHJOBaHHYIO npenojaBateneM. [Ipu HeoOxomumocTu
MO’KHO O0paTUTHCS 32 KOHCYJIbTAIlMeH U METOIMYECKON MOMOIIBIO K IIPETOAaBaTEIIO.

CamocrosTenbHas paboTa peaan3yercs:

— HENOCPEJICTBEHHO B IPOLECCE ayTUTOPHBIX 3aHATHH — Ha JEKIHIX, JTaOOpaTOPHBIX
3aHATHUSAX;

— B KOHTAaKkT€ C IpeNnojaBaTelIeM BHE PaMOK pacHucaHUs — Ha KOHCYJIbTALMSIX I10
y4eOHBIM BOMpOCAaM, B XOJI€ TBOPYECKUX KOHTAKTOB, MPHU JUKBUAALUUHU 33J0KEHHOCTEH, Mpu
BBIMIOJTHEHUH WHIUBUAYAIbHBIX 33JaHUN U T.1.

— B Oumbmuoteke, Aoma, Ha Kadeape TPH BBIMOJHEHWH OOyYaroNIUMCs y4eOHBIX W
MPAKTUYECKHX 3ajay.



Bunest CPC u kpuTepun o1ieHoK
(mo 6ammpHO-peiiTuHroBoi cucteme I THTY, CPC onenuBaercs B 15 6aminoB)
1. Joknan ¢ mpe3eHTanuei
2. TloaroroBka K JJaOOpaTOPHBIM 3aHATHIM
Tembl 17151 caMOCTOSATENbHOM paboThl MPOMKMCaHbl B paboveld mporpamMme JUCIUILTAHBL.
D deKTUBHBIM CPEACTBOM OCYIECTBICHUS 00YYaIONIMMCsI CAMOCTOSTEIILHONU paOOThI SBIISETCS
AJIEKTPOHHAs WH(POPMAIIMOHHO-00pa30oBaTesbHasl Cpe/ia YHUBEPCUTETa, KOTopas oOecrieuynBactT
JIOCTYII K y4eOHBIM IUIaHaM, PabO4YMM MpOTrpaMMaM JUCIHUILINH (MOJIYJICH), 1abOpaTOPHBIX, K
U3JJAaHUSIM DJICKTPOHHBIX OMOIMOTEYHBIX CUCTEM.

Pa3paboTunk:
Crapmuii npenoaasaresnb Kadeapbl _
«MHbOpMAaTHKa U BEIYUCITUTENIbHAS TEXHUKA) [ { (4 IM.3.HcaeBa /



COI'TACOBAHO:

3aBenyromuii kadeapoit
«HpOopMaTHKa U BEIYUCITUTEIbHAS TEXHUKA / 3. A. Anucynranosa/
e
Hupexrop IYMP /M.A. MaromaeBa/
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