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MMACIIOPT
®OHJIA OLIEHOYHBIX CPEJACTB IO YYEFHOM JUCIAILINHE
«Aynut HHPOPMAITMOHHON OE30MTACHOCTH

KonTpoaupyembie Kon
. HaumenoBanue
Ne i/ pa3naeJibl (TeMbl) KOHTPOJIMPYeMOi
OLIEHOYHOI0 Cpe/CTBA
AUCHUILIUHBI KOMIIETeHIIUH
JlaGopaTopHsble
BBenenue B ayaur paboThl; MUCEMEHHAS
1 MH(POPMAIMOHHOM OIIK-2.1; OIIK-2.4 KOHTpOJIbHas paboTa
0e30macHOCTH (pyOexnas
aTTecTalus); 3a4eT
JlaGopaTopHbie
HopmatuBHo-nipaBoBas paboThl; MUCEMEHHAs
2 0a3a u CTaHAapThI OIIK-2.4 KOHTpOJIbHAs paboTa
aynurta b (pyOexHas
aTTecTaIus); 3a4eT
JlaGoparopHble
a0OTBhI;
Mertonosorusa p
caMoCTOsITeNbHAs
3 MPOBEJICHUS ayquTa OIIK-2.1; OIIK-2.4
paboTa; mucbMeHHas
3amuieHHocTH AC
KOHTpOJIbHAS paboTa;
3a4yeT
JlaGoparopHble
paboTHI;
NHcTpymeHTanbHbIE
CaMOCTOSITeNIbHAs
4 CpencTBa KOHTPOJIS OIIK-2.4
paboTa; mucbMeHHas
3alMIEHHOCTU
KOHTpOJIbHAS paboTa;
3ayer
JlaGopartopHbie
AHanu3 pe3yinbTaToB patop
paboTHI;
5 aynuTa u pazpaboTka OIIK-2.4
. CaMOCTOSITeNbHAs
peKOMeH1alui
pabora; 3ader
MNEPEYEHb OHEHOYHBIX CPEACTB
N HaunmeHoBaHue Kparkas IIpeacraBienue B
°
OLIEHOYHOI0 CpeCTBA XapaKTepUCTHKA ponge
[IpakTrnueckue .
KommnekT 3apanmnii
3aJjaHus 10
1 JlaGopaTtopHnast pabota JUTs TaOOPATOPHBIX

IIPOBEJCHUIO ayUTa,
aHaIn3y

pabot




3aIlUIIICHHOCTH U
oopmieHuIo
pe3yIbTaToB.

[MonroroBka nokiana c
Mpe3eHTaIel 1o Tembr
CamocrosiTenbHast .
2 TEMaTHUKE ayuTa CaMOCTOSITEIILHOU
pabora 5
nH(pOpPMaAITMOHHOM paboThI

0€30I1aCHOCTH.

IIncemennas
IIpoBepka ocBoEHUS

KOHTpOJIbHAs paboTa Bomnpocs! o remam /

3 OTJENBHBIX Pa3eiioB
(pyOexnas paszaenaM JUCHUTUTHHBI
JCIIUTUTHHBL.
aTTeCTaIus)
Hroroas ¢popma
4 3 OLICHKU 3HAHMWIA, Bomnpock! k 3auety u
auer .
YMEHHIA ¥ HaBBIKOB I10 OWJIETHI K 3a4eTy
JVICLIUATUIAHE.

KOMILJIEKT 3AJTAHUM JJIS1 BBINOJIHEHUS JIABOPATOPHBIX PABOT
ODO 7 cemecmp, O3DO 9 cemecmp

JlaboparopHasi padora Nel. AHaIU3 OPraHM3anMOHHON CTPYKTYpbI noapasaeienus Ub
npeanpusTus.

3ananue. [IpoBecTn aHanM3 OPraHU3aMOHHON CTPYKTYPBHI MOJpa3/AeieHuss WH(OPMAIIMOHHON
0€30MacHOCTH MPEANPUATHS, ONPEIEIUTh (PYHKIIUU U OTBETCTBEHHOCTb.

JlabopaTopnasi paGora Ne2. PazpaGoTka yek-jucTa AJ5 NpoOBe/ieHUs] BHYTPeHHero ayanuTa
CMUB.

3ananue. PazpaboraTh YeK-1HMCT AJIS NPOBEIEHUS BHYTPEHHETO ay/AUTa CUCTEMbl MEHEKMEHTA
MH(POPMAIIMOHHOH 0€30MMacHOCTH.

JlabopaTtopnass  paGora  Ne3.  IlpoBepka  OpraHM3anMOHHO-PACHOPSAHUTEILHON
aokymenTauuu no Ub.

3ananue. [IpoBecT aHATN3 MOJIUTUK, UHCTPYKIMHA U PETJIaMEHTOB B 001acTH MH()OPMAIIMOHHON
0€30MacCHOCTH.

JlabopaTtopnass paGora Ne4. IlpoBeneHue aHKeTHPOBAHUSI M OINPOCa MeEPCOHAJA IO
Bonpocam Ub.

3ananue. [IoAroToBUTH U MPOBECTH aHKETHUPOBAHUE IEPCOHANa, 00paboTaTh Pe3ybTaThl.

Jlaboparopnasi paGora NeS5. CkaHupoBaHue YSI3BUMOCTeii € HCHOJb30BAHHEM
OpenVAS/Nessus.

3ananue. BeIMOMTHUTH CKaHUPOBaHUE 00BEKTA U MPOAHAIN3UPOBATH BBISBICHHBIEC YSI3BUMOCTH.

JlaGopaTopnas padora Ne6. Ananu3 3amumennoctu OC Windows u Linux.

3ananue. [IpoBecTu MpoBepKy MapaMeTpoB 3alIUIIEHHOCTH ONEPALMOHHBIX CUCTEM.

JlaGoparopHasi padora Ne7. O0padoTka pe3yjbTaTOB CKAHUPOBAHUA M (GopMHUpPOBaHHE
oTyera.



3ananue. OOpaboTarh pe3yabTaThl ayuTa U MOJTOTOBUTH OTYET.
Jlaboparopnasi paGora Ne8. PazpaGoTka pexkoMeHAa1Hii 10 COBEPIIEHCTBOBAHUIO CHCTEMbI
3alUThl HH(POPMALMH.
3ananue. Pazpaborarh peKOMEHIAIMY 110 YCTPAHCHHIO BBISIBICHHBIX HEIOCTATKOB.
Kputepumn onenku 1adopaTtopHoii padoTsbl:
* IPaBUJILHOCTH BBINOJHEHUS [TPEyCMOTPEHHBIX 3a/IaHUEM 3TaIroB padoOThI;
* [IOJIHOTA ¥ KOPPEKTHOCTH MOJTYYCHHBIX PE3YJIbTAaTOB;
* YMEHHE MPUMEHSATH METO/IbI M CPE/ICTBA AY/INTA;
* 000CHOBaHHOCTH BBIBOJIOB U PEKOMEHIAINH;
* CIIOCOOHOCTH OTBETHTH Ha BOMPOCHI MPEIOIaBaTEesl.

KOMILIEKT 3AJAHUM JIJISI BRITOJHEHUA CAMOCTOSTEJBHOM PABOTBI

dopma caMOCTOATENIBHOM padOThI: MOATrOTOBKA JAOKJIaJa C Ipe3eHTalueil Mo 3aJaHHOU
TEMaTHUKE.
1. CpaBHUTENBHBIN aHAIU3 TOAXO0J0B K IIPOBEACHUIO BHYTPEHHETr0 U BHewHero ayaura 1b.
2. MexayHapoaHble CTaHIapThl B 00JacTH ayauta nHpopMarronHoii oezomnacuoctu (ISO/IEC
27001, 27007).
3. HopmaTtusubie nokyMmeHTl ®CTOK Poccuu B obsact ayaura 3amuiieHHoctd AC.
4. uctpyMeHTabHBIE CPEICTBA ISl POBEACHUS ayIUTa OE30MaCHOCTH CETEH.
5. Meronuka ayauta 6€301aCHOCTH OTIEPALIMOHHBIX CHCTEM.
6. Ayaut 6e301acHOCTH BEO-ITPUIIOKEHUH.
7. Ouerka 3 GpeKTUBHOCTH crcTeM oOHapyxeHust Bropskeruid (IDS/IPS).
8. AynuT cucTeM yrnpaBieHus: 6a3aMu JaHHBIX.
9. Pa3zpaboTka 1 BHeJpeHHUe MporpamMmbl BHyTpeHHero ayauta CMUB.
10. AHanu3 TUIUYHBIX HEAOCTAaTKOB, BBIABISAEMBIX B xo1¢e ayauta Ub.
11. Ponb ayautopa b B ynipaBieHNH HHIMIEHTAMH.
12. Tlpaktuka npoBenenus ayauta b Ha npeanpustusx HedTerazoBoro ceKTopa.
13. Ayaut cootBercTBus TpeOoBaHUAM peryisaTopos (PCTIOK, bank Poccun).
14. CoBpeMeHHbIEe TPEH IbI U NTEPCIIEKTUBBI pa3BuTus ayauta Mb.
Kpurepun oneHkn caMocTosiTeIbHOI padoThI:
* KQUeCTBO U MTOJIHOTA PACKPBITUS TEMBI;
* 000CHOBaHHOCTb BBIBO/IOB;
* UCTOJIb30BAHNE HOPMATHUBHBIX JJOKYMEHTOB M Y4€OHBIX UCTOUHUKOB,;
* KQUeCTBO MPE3EHTAIlMH U 3allUTHI;
* YMEHHE OTBEYaTh Ha BOMPOCHI.
B npenenax, gomyckaeMsbIx 3a CaMOCTOSITENBHYIO padoTy 15 GaioB CTyI€HTY BBICTaBISETCS:
BoJjee 10 6a/10B — CTYACHT MMOKa3bIBa€T BCECTOPOHHEE TITyOOKOE CHCTEMaTHYECKOe 3HaHHE

y4eOHO-METOIMYECKOT0 MaTepHaia, CaMOCTOSTEIbHO M IIOCIEI0BAaTEIbHO BBIMOIHAET MPOEKT,
apryMEHTHPOBAHHO OOBSICHSIET MPUHATHIE PELICHUS U YBEPEHHO OTBEYAET Ha BOIPOCHI.



Ot 6 10 10 6a/s10B — paboTa B OCHOBHOM BBITIOJTHEHA MPABHIIBHO, OJTHAKO UMEIOTCS OTICTbHBIE
HpOGGHBI B O60CHOB8.HI/II/I NN peaﬂmaulxm; OTBCTHI Ha BOHpOCBI CI/ICTeMaTI/IBI/IpOBaHLI, HO HC BCEraa
ITIOJIHBI.

,Z[O 5 6a/1J10B — BBIIIOJTHEHA TOJIBKO OCHOBHAS YacCTh 3aaaHus, UMCIOTCA CYIICCTBEHHBIC HEJOYCTEL
B CTPYKTYPE WK p€aln3alilii, OTBETHI HA BOIIPOCHI HEIIOJIHBIC 1 HETOYHBIC.

0 oOamaoB -— CTYACHT HC BbIIIOJHHWI OCHOBHBIC Tpe6OBaHI/I5I 3a/laHusd, JOITYCKACT
MNPUHIUIIUAIIBHBIC OIIMOKHU M He CITOCOOEH 00BSICHUTD HOJ'Iy‘IGHHBIfI pE3yJIbTaT.



BOITPOCHI K PYBEKHBIM ATTECTAIUAM U 3AYETY

Bonpocul k 1 pydesxcnon ammecmayuu:

. [onsiTne 1 nenu ayaura vHGOpPMaMOHHON 6€30MaCHOCTH.

. Bugsl ayaura b (BHyTpeHHMH, BHEITHHA, MHUIIUATUBHBIH, 0053aTEIILHBIN).
. O6wekThl aynura Ub.

. [IpyHIMIIBI IPOBECHUS ayAUTA.

. DTallbl IPOBEICHUS ayIuTa 3alIMIIEHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI.
. KBanudukanumonnsie TpedboBanus K ayauropam Ub.

. Ctpyktypa u ocHoBHbIe TpeboBanus cranaapta ISO/IEC 27001.

. PykoBozcro no aynuty CMUB cornacuo ISO/IEC 27007.

. O630p HopmatuBHbIX JoKyMeHTOB ®CTIK Poccuu B obnactu aynura Ub.
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10. loxymentsl banka Poccun o ayauty nHGOpMamoHHON 6€301acHOCTH.

Bonpocul ko 2 pybesrcnoii ammecmayuu:

. [InanupoBanue ayura: nporpaMmMa u 4eK-JIucT.

. MeTobl cOopa ayAUTOPCKUX OKA3aTEIbCTB.

. IIpoBepka opraHu3alMOHHO-PACIOPSIAUTENBLHOM JOKyMeHTauu 1o Ub.

. Onenka 3¢ (heKTHBHOCTH TEXHUYCCKHUX U TPOTPaMMHO-ANapaTHBIX CPEICTB 3aIHTHI.
. Kimaccudukanus ”HCTpyMEHTAITLHBIX CPEJICTB ayIUTa.

. Ckaneps! yszsumocteit OpenVAS, Nessus: HazHaueHue, MPUHIIAIT PabOTHI.

. CpenctBa KOHTPOJISl CETEBOTO TpauKa U CUCTEMbI OOHAPYKEHUSI BTOPKEHHIA.

. Cpencra ayauta onepaunoHHbix cucreM u CYB/I.

O 00 13 N L & W N —

. O6paboTKa pe3yabTaTOB ay/AUTa U BbISIBIIEHHUE HECOOTBETCTBHI.
10. CocTaBneHue oTyeTa u akTa o pesynbratam ayauta Ub.

Bonpocui k 3auemy:

. [lonsatue u nenu ayaura nHGOpMaAIMOHHOM 0€30MTaCHOCTH.

. Buast aynura Ub (BHyTpeHHMIA, BHEIIIHUM, MHUIIMATUBHBIN, 00513aTEIIBHBIN ).
. O6bexTh! aynuta Ub.

. [IpyHIMIBI TPOBEACHUS ayAUTA.

. OTansl NpoBeJICHHs ayIuTa 3alUIEHHOCTH aBTOMAaTH3UPOBAHHOM CUCTEMBI.
. KBanuduxanmonnsie TpedoBanus k ayauropam MUb.

. CTpykTypa u ocHOBHBbIe TpeboBanus crannapta ISO/IEC 27001.

. PykoBozctso no aynuty CMUB cornacuo ISO/IEC 27007.

. O630p HopMaTuBHBIX JoKyMeHTOB ®CTIK Poccuu B obnactu aynura UB.
10. loxymenTtsl banka Poccuu o ayauty nHpopMannoHHON 6€301acCHOCTH.
11. IInanupoBanue ayauTa: nporpaMmma 1 4eK-JIACT.
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12. Metoap! cOopa ayIuTOPCKUX JJOKA3aTeIbCTB.

13. IIpoBepka opraHn3allOHHO-PACTIOPSIAUTENBHON JoKyMeHTanuu o 1b.

14. Ouenka 3¢ peKTHBHOCTH TEXHUUYECKUX U MPOrPAMMHO-ANIaPATHRIX CPEICTB 3AIIUTHI.
15. Knaccudukanus HHCTpYMEHTAIbHBIX CPEACTB ay/IUTa.



16. Ckanepsl ysazsumocteir OpenVAS, Nessus: HazHaueHue, TPUHITUT PaOOTHI.
17. CpencTBa KOHTPOJISI CETEBOTO Tpa(uKa U CUCTEMbI OOHAPY>KEHUS BTOPKECHUH.
18. CpenctBa aynura oneparonasix cucteM u CYB/I.

19. O6paboTKa pe3yabTaTOB ayIuTa U BBISIBICHUE HECOOTBETCTBUI.

20. CocraBieHue oT4eTa U aKkra 1o pesyapratam ayaura Ub.

KOHTPOJIBHO-USMEPUTEJIBHBIE MATEPUAJIbI
buisernl K py0ekHO# aTTecTAalu

I'po3HeHckmii rocygapcTrBeHHbl HepTAHON TexHUYecKHil yHUBepcuTeT uM.akaa. M.JI. MuiinoHumukoBa
HNHCTUTYT NPUKIaJHBIX HHPOPMALMOHHBIX TE€XHOJIOT UM
Kadeapa «AndopmaTuKa 1 BBIYMCIUTEIbHAA TEXHUKA)»
Jucnunanna " Ayaur nHdpopMannonHoi 6e3onacHocTu""
2-51 py0e:kHasi aTTecTalUs
I'pynna__ Cemectp
Buner Ne 1

1. Cxanepsl ys3BuMocteit OpenVAS, Nessus: HazHaueHue, TPUHLUIT PadOThI.
2. [lnaHupoBaHue ayAnuTa: NporpaMMa 1 4eK-JIUCT.

3. CpeacrtBa ayaura onepauuoHHbix cucteMm u CYB/I.

Hoanucey npenosaBarest Hoanucek 3aBeayromero kageapoi

I'po3HeHckmii rocyfapcTBeHHbIH He(pTAHON TeXHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HNHCTUTYT NPUKIAAHBIX HHGOPMALMOHHBIX TEXHOJIOT Wil
Kadenpa «MUndopmaTnka U BBIYHCIANTETBHASE TEXHHKA
Jucounianna " Ayaut nandopMannoHHoi 6e3omacHocTH
2-s1 py0e:kHasi aTTecTalHsA
I'pynma___ Cemectp
Buner Ne 2

1. Dranmr MpOBEACHUA ayanuTa 3allIUIICHHOCTHU aBTOMaTHSHPOBaHHOﬁ CHUCTCMBI.
2. IIpoBepka opraHU3aIOHHO-PACTIOPSIUTENBHOMN TokyMeHTauu 1o 1b.

3. [IpuHIMIIEI TPOBEACHUS Ay ANUTA.

[Moanucek npenogasarens Hoanucek 3aBenywiero kageapoi

I'po3HeHckmii rocyaapcTBeHHbIH HePTAHON TeXHMYeckuii yHuUBepcuTeT uM.akaa. M.Jl. MUIIHOHIIMKOBA
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «AndopmaTuka 1 BBIYUCIHTEIbHAS TEXHHKA)
Jucuunanna " Ayaur nHdpopMannoHHoi 6e3onmacHocTn""
2-51 py0e:kHasi aTTecTAlUS
I'pynna___ Cemectp
Buner Ne 3



1. O6paboTKa pe3yybTaTOB ayJUTa W BBISIBICHHE HECOOTBETCTBUH.
2. CoctaBneHue OT4€Ta U aKTa 1o pesynbratam aynuta Ub.

3. O0bexTH! aynura Ub.

Ioanucey npenogaBareJist IMoanucek 3aBeayouiero kageapoi

I'po3nenckuii rocygapcrBeHHblii HeTAHOIM TeXHHYeCKHH yHHBepcuTeT nM.akaa. M.J{. MuuimoHmukoBa
HWHCTUTYT NPUKIAAHBIX HTHYOPMALTHOHHBIX TEXHOJIOT I
Kadeapa «Andopmaruka 1 BbIYMCIUTEIbHAS TEXHUKA)
Jucuuniauna "Ayaut undopMmanuoHHoi 6e3onacHocTH”
2-51 py0e:kHasi aTTecTalUs
I'pynma___ Cemectp
Buaer Ne 4

1. O630p HOpMaTHBHEIX ToKyMeHTOB @CTIOK Poccun B obmactu aynura Ub.
2. CpenctBa ayaurta onepauuoHHbix cucteM u CYB/I.

3. ITonsTHE ¥ LIETH ayauTa HHPOPMAIIMOHHOH 0€30MacHOCTH.

Hoanucek npenoxaBares Hoanucek 3aBenyromero kadeapoi

I'po3HeHcKkHii rocyAapCcTBEeHHBIH He(PTAHOM TeXHNMYeCKHil yHUBepcuTeT uM.akal. M.JI. MuLIMOHIIUKOBA
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Ui
Kadeapa «Andopmaruka 1 BbIYMCIUTEIbHAS TEXHUKA)»
Jucnuniauna "Ayaut undopMmanmuoHHoi 6e3onacHocTH’
2-s1 py0e:kHasi aTTecTalHsA
I'pynna___ Cemectp
Buier Ne 5

1. Metonbl cOopa ayJUTOPCKUX JOKA3aTENbCTB.
2. [InmanupoBaHue ayaura: IporpaMma 1 4eK-JIHCT.

3. [IpoBepka opraHU3aIMOHHO-PACTIOPSAIUTENHLHON qoKyMeHTauu o Ub.

Hoanucek npenoxaBareJist Hoanucek 3aBeayrouiero kageapoi

I'po3HeHckmii rocyaapcTBeHHbIH He(pTAHON TexHMYecKHil yHuBepcuTeT uM.akaa. M.JI. MuiinoHmukosa
HWHCeTHTYT NPUKJIAIHBIX HHPOPMALIMOHHBIX TEXHOJIOT Wil
Kadenpa «UupopmaTika ¥ BBIYUCITUTEIbHAA TEXHUKA)
Jucuunanna "Ayaur nHdpopMannoHHoi 6e3onmacHocTu""
2-51 py0e:kHasi aTTecTalUs
I'pynna___ Cemectp
Buaer Ne 6

1. O6paboTKa pe3ynbTaToOB ayIuTa U BBISIBICHHE HECOOTBETCTBUH.



2. [TonsTHe ¥ 1Ienn aynuTa HHPOPMAITMOHHOW 0€30TacHOCTH.

3. Jokymentsl banka Poccun no aynury nHpopMaunoHHO# 6€30MacHOCTH.

Ioanucey npenoaaBareJist IMoanucek 3aBeayouiero kageapoii

I'po3HeHcKHIl rocyfapcTBeHHbINH He(pTAHONM TexHHYecKkHili yHMBepcHuTeT nM.akaa. M.JI. MILIHOHIIKOBA
HWHCTUTYT NPUKIAAHBIX HTHYOPMANMOHHBIX TEXHOJIOTHIA
Kadeapa «AndopmaTruka 1 BbIYMCIUTEIbHAS TEXHUKA)
Jucnunanna "Ayaur nHdpopMannonHoi 6e3onmacHocTu""
2-51 py0e:kHasi aTTecTalUs
I'pynma___ Cemectp
Buaer Ne 7

1. Bunst ayaura b (BHYTpeHHUH, BHEITHUH, THALIUATHBHEIH, 005S3aTCIBHBIN).
2. loxymenTs!l barka Poccun mo ayanty nHpOpMannoHHONH 6€30acHOCTH.

3. Kimaccudukaryst ”HCTpyMEHTAIBHBIX CPEICTB ayaHTa.

Hoanucey npenosaBares Hoanucek 3aBeayromero kageapoi

I'po3HeHckHii rocyAapcTBeHHbIH He(PTAHOM TeXHNYecKHil yHuUBepcuTeT uM.axkaa. M.Jl. MWUINOHINMKOBA
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Uit
Kadenpa «MHpopmMaTHKa M BRIYUCIUTEIbHAS TEXHUKA»
Jucouniauna "Ayaut nndopManuoHHoi 6e3onacHocTH
2-s1 py0e:kHasi aTTecTalusd
I'pynna___ Cemectp
Buier Ne 8

1. O6paboTKa pe3ynbTaTOB ayIMTa U BBISIBIEHHNE HECOOTBETCTBUH.
2. ITonsiTie u 1ienu ayaura HHGOPMAITMOHHON 0€30MacHOCTH.

3. [IpoBepka opraHU3aIMOHHO-PACTIOPSAIUTENHLHON qoKyMeHTauu o Ub.

Hoanucek npenoxaBartest Hoanucek 3aBeayromero kagenpoi

I'po3Henckmii rocyaapcTBeHHbIH HepTAHON TeXxHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «UupopmaTika ¥ BBIYUCITUTEIbHAA TEXHUKA»
Jucuunanna "Ayaur nHdpopMannoHHoi 6e3onmacHocTH""
2-51 py0e:kHasi aTTecTalUs
I'pynna___ Cemectp
Buner Ne 9

1. Knaccudukammst ”HCTpYMEHTAJIBHBIX CPEICTB ayIuTa.

2. Drambl MMPOBCACHUA ayaUTa 3AIMUIIICHHOCTH aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI.



3. Ckaneps ys3eumocteir OpenVAS, Nessus: HasHadeHHe, TPUHIAIT PaOOTHI.

Ioanucey npenogaBareJist IMoanucek 3aBeayouiero kageapoii

I'po3HeHckmii rocygapcrBeHHbl HepTAHON TexHUYecKHil yHUBepcuTeT uM.akaa. M.JI. MuiinoHumukoBa
HWHCTHTYT NPUKJIAIHBIX HHPOPMALIMOHHBIX TEeXHOJIOT Wil
Kadeapa «UndopmaTruka 1 BbIYMCIUTEIbHAS TEXHUKA)
Jucuunanna "Ayaur nHdpopMannonHoi 6e3onacHocTu""
2-51 py0e:kHasi aTTecTalUs
I'pynma___ Cemectp
Buaer Ne 10

1. Metonsl cO0pa ayIUTOPCKUX JOKA3aTEIHCTB.
2. Dransl MPOBECHUS ayITa 3alIAIIEHHOCTH aBTOMAaTH3UPOBAHHOMN CHCTEMEI.

3. ITonsATHE ¥ 1IenH ayauTa HHPOPMAIMOHHOH 6€30aCHOCTH.

Hoanucey npenosaBarest Hoanucek 3aBeayromero kagenapoi

I'po3HeHcKkHii rocyAapCcTBEHHbIH He(PTAHON TeXHNMYeCKHil yHUBepcuTeT uM.akal. M.JI. MuLIMOHIIUKOBA
HNHCTUTYT NPUKJIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Wil
Kadenpa «MHpopmMaTHKa M BBIYUCIUTEIbHAS TEXHUKA»
Jucuuniauna "Ayaut nndopManuoHHoi 6e3onacHocTH
2-51 py0e:kHasi aTTecTalHsA
I'pynna___ Cemectp
Buaer Ne 11

1. PykoBoactBo mo ayaury CMUWB cornacuo ISO/IEC 27007.
2. Ckauepsl ysazsumocteit OpenVAS, Nessus: HazHaueHHe, MPUHIIUT PaOOTHI.

3. CocraBieHue 0TYETa U aKTa MO pe3ynbraTaM ayaura Ub.

[Hoanmucek npenogasarens Hoanucek 3aBenywiero kageapoi

I'po3HeHckmii rocygapcTBeHHbIH He(pTAHON TexHMYecKMi yHUBepcuTeT uM.akaa. M.Jl. MWUINOHIIMKOBA
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «UupopmaTika ¥ BBIYUCITUTEIbHAA TEXHUKA»
Jucuunanna " Ayaur nHdpopMannoHHoi 6e3onmacHocTn""
2-51 py0e:kHasi aTTecTalUs
I'pynna___ Cemectp
Buser Ne 12

1. ITpoBepka opraHU3aIMOHHO-PACTIOPSIIUTEIBHOM ToKkyMeHTauu mo Ub.
2. Bunsl ayaura b (BHYTpeHHUI, BHEIIHUH, MHULIINATHBHBIH, 0053aTEIBHBIN).

3. [MonsTre u nenu ayauta HHPOPMAITMOHHOW 0€30TTaCHOCTH.



Ioanucey npenogaBarteJist IMoanucek 3aBeayoniero kageapoi

I'po3HeHckmii rocygapcrBeHHbl HepTAHON TexHUYecKMil yHUBepcuTeT uM.akaa. M.JI. MuiinoHumukoBa
HWHCTUTYT NPUKJIAIHBIX HHPOPMALIMOHHBIX TEXHOJIOT Wil
Kadeapa «Andopmaruka 1 BbIYMCIUTEIbHAS TEXHUKA)»
Jucuunanna "Ayaur nHdpopMannoHHoi 6e3onacHocTu""
2-51 py0e:kHasi aTTecTalUs
I'pynma___ Cemectp
Buaer Ne 13

1. Ckaneps! ysa3sumocteit OpenVAS, Nessus: Ha3HaueHHe, TPUHITAT PaOOTHL.
2. O6paboTKa pe3ynbTaTOB ayIUTa U BBIIBICHHE HECOOTBETCTBHIM.

3. PykoBogactBo mo ayauty CMUB cormnacuo 1SO/IEC 27007.

Hoanucek npenoxaBareJist Hoanucek 3aBeayromero kageapoi

I'po3HeHckmii rocyaapcTBeHHbIH He(pTAHON TeXHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Ui
Kadenpa «ndopmaTnka u BEIYUCIUTETbHAS TEXHHKA»
Jucnuniauna "Ayaut nndopManuoHHoi 6e3onacHocTH
2-51 py0e:kHasi aTTecTalHsA
I'pynna___ Cemectp
Buner Ne 14

1. Dransl npoBeeHUs ayauTa 3aIIUIIEHHOCTH aBTOMAaTH3UPOBAHHOM CUCTEMBI.
2. IIpoBepka opraHU3aIMOHHO-PACTIOPSIUTEIBHON ToKyMeHTanuu 1o 1b.

3. [MonsTre u nienu ayauta HHPOPMAITMOHHOW 0€30TTaCHOCTH.

[Hoanmucek npenogasarens Hoanucek 3aBenywiero kageapoi

I'po3HeHckmii rocygapcTrBeHHbIH He(pTAHON TeXxHMYeckuii yHuBepcuTeT uM.akaa. M.Jl. MUIJIMOHIIMKOBA
HWHCTUTYT NPUKIAAHBIX THPOPMAIMOHHBIX TEXHOIOT Uil
Kadenpa «MndopmaTnka U BBIYHCINTETBHASE TEXHHKA
Jucounauna "Ayaut nandopMannoHHoi 6e3omacHocTH
2-51 py0e:kHasi aTTecTalUs
I'pynna___ Cemectp
Buner Ne 15

1. Metoabl cO0pa ayIUTOPCKUX JOKA3aTEIHCTB.
2. InaHupoBaHKe ayanuTa: MPOrpamMma 1 YeK-JIHCT.

3. Ckanepsr ys3sumocteit OpenVAS, Nessus: Ha3HaueHUe, IPUHIUI PaOOTHI.



IMoanmucek nmpenoaaBaTes [oanucek 3aBeaymomero kadeapoi




3AYETHO-3K3AMEHAIIMOHHBIE MATEPHUAJIbBI

I'po3HeHckmii rocygapcrBeHHbl HepTAHON TexHUYecKHil yHUBepcuTeT uM.akaa. M.JI. MuiinoHumukoBa
HWHCTHTYT NPUKJIAIHBIX HHPOPMALIMOHHBIX TEeXHOJIOT Wil
Kadeapa «Andopmaruka 1 BbIYMCIUTEIbHAS TEXHUKA)
Jucnunianna "Ayaut nadgopManuoHHoi 6e3onacHocTn"
I'pynna Cemectp 5

Buaer Ne 1
1. O6paboTKa pe3ynbTaTOB ayIUTa U BBISIBICHHE HECOOTBETCTBHM.
2. [NousaTHe u nenn ayauTa HHPOPMAINOHHONW OE30MaCHOCTH.

3. Kimaccudukaryst ”HCTpyMEHTAIBHBIX CPEICTB ayaHTa.

Hoanucek npenosaBarest Hoanucek 3aBeayromero kageapoi

I'po3HeHcKkHii rOCyAapCTBEHHBIH HE(PTAHON TeXHNYeCKHil yHUBepcuTeT uM.akal. M.JI. MuLIMOHIIMKOBA
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT UM
Kadenpa «MHpopmMaTHKa M BBIYUCIUTEIbHAS TEXHHKA»
Jucouniauna "Ayaut nundgopMmanmnoHHoi 6e3onacHocTn"
I'pynna Cemectp 5

Bujer Ne 2
1. CtpykTypa u ocHOBHBIE TpebGoBanus ctangapta |ISO/IEC 27001.
2. PykoBocteo mo ayaury CMUWB cornacuo ISO/IEC 27007.

3. [MonsTre u nienu ayauta HHPOPMAITMOHHOW 0€30TTaCHOCTH.

[Hoanmucek npenogasartens Hoanucek 3aBenywuero kageapoi

I'po3Henckmii rocyfapcTBeHHbIH He(pTAHON TexHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEeXHOJIOT i
Kadenpa «MHpopmMaTHKa U BBIYUCIUTEIbHAST TEXHUKA)
JAucnuniuna "Ayaut uH@popmanuoHHoi 6e3onacHocTu"
I'pynna Cemectp 5

Buner Ne 3
1. Kpamnuxannonnsie TpeboBanus k ayauropam Ub.
2. CpencTBa KOHTPOJISl CETEBOTO TpaduKa M CUCTEMBI OOHAPYKEHUS BTOPIKSHUH.

3. Onenka 3(ppeKTHBHOCTH TEXHHYECKUX M IPOTPAMMHO-AIMAapaTHBIX CPEACTB 3aIIUTHL

[Moanucek npenogasartens Hoanucek 3aBenywiero kageapoi




I'po3HeHcKHIl rocyfapcTBeHHbINH He(pTAHONM TexHHYeckHii yHuBepcuTeT nM.akaa. M.JIl. MILIHOHIKOBA
MHCTUTYT NPUKIAIHBIX HHPOPMALMOHHBIX TE€XHOJIOT Ml
Kadeapa «AndopmaTruka 1 BbIYMCIUTEIbHAS TEXHUKA)»
Jucnunianna "Ayaut nadgopManuoHHoi 6e3onacHocTn"
I'pynna Cemectp 5

Buner Ne 4
1. IInannpoBaHue ayanuTa: NporpamMMa M 4eK-JIUCT.
2. [NousaTHe u nenw ayauTa HHPOPMANOHHONW OE30ITaCHOCTH.

3. Ckanepsl ys3Bumocteirt OpenVVAS, Nessus: Ha3HaueHue, IPUHITAN PaOOTHI.

Hoanucey npenosaBares Hoanucek 3aBeayromero kageapoi

I'po3Henckmii rocygapcrBeHHbIH He(pTAHON TexHMYeckuii yHuBepcuTeT uM.akaa. M.Jl. Mui1uoHIMKOBA
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Uil
Kadenpa «MHpopmMaTHKa M BBIYUCIUTEIbHAS TEXHUKA»
Jucouniauna "Ayaut nadopManuoHHoi 6e3onacHocTH"
I'pynna Cemectp 5

Buaer Ne 5
1. O6paboTKa pe3ynbTaTOB ayIUTa U BBIIBICHHUEC HECOOTBETCTBHIA.
2. lokymenTsl banka Poccuu no aynnty nHGOpMaIMOHHON 0€30MacHOCTH.

3. O630p HopMaTuBHBIX JokyMeHTOB PCTIK Poccuu B obnactu aynura Ub.

[Hoanmucek npenogasarens Hoanucek 3aBenywiero kageapoi

I'po3HeHckmii rocygapcTBeHHbIH He(pTSAHON TexHMYeckuil yHUBepcuTeT uM.akaa. M.Jl. MUWUINOHIIMKOBA
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «MHpopmMaTHKa U BBIYUCIUTETbHAS TEXHHKA)
JAucnuniuna "Ayaur uHpopMaunoHHoi Oe3onacHocTu"
I'pynna Cemectp 5

Buner Ne 6
1. PykoBoacteo no ayauty CMUB cornacuo ISO/IEC 27007.
2. CocraBneHue OT4eTa U aKTa 1o pesynbratam ayauta Ub.

3. Meroel cO0pa ayAUTOPCKUX JOKA3aTEIHCTB.

[Moanucek npenogasarens Hoanucek 3aBenywuero kageapoi




I'po3HeHcKkUii rocyaapcTBeHHbIH HepTAHON TexHMYecKUil yHuBepcuTeT nM.akaa. M.Jl. MunanoHmukoBa
HWHCTHTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «AudopmaTuka 1 BEIYMCIUTEILHAS TEXHUKA)»
Jucnunianna "Ayaut nadgopMmanuoHHoi 6e3onacHocTH"
I'pynna Cemectp S

bujer Ne 7
1. OneHka Y3(pPEKTUBHOCTH TEXHHYCCKUX U MIPOrPAMMHO-AMIAPATHBIX CPEJCTB 3alUTHI.
2. CocTaBieHUE OTYETA U aKTa Mo pe3yabratam aynuta Ub.

3. Bugsl aynura b (BHyTpeHHMIA, BHEIIHHUN, MTHULIMATUBHBIH, 00sI3aTEIIbHBIH).

Ioanucey npenoaaBareJist Moanucek 3aBeayouiero kageapoii

I'po3HeHckmii rocyfapcTBeHHbIH He(pTAHON TeXHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HMHceTUTYT NpUKIaIHBIX HHGOPMANMOHHBIX TEXHOJIOT Ui
Kadenpa «MHpopMaTHKa U BBIYUCIUTEIbHAST TEXHUKA)
JAucnunmiuna "Ayaur uHpopMaunoHHoi Oe3onacHocTu"
I'pynna Cemectp 5

bujer Ne 8
1. O6wexTs ayaura Ub.
2. [InanupoBaHue ayaura: IporpaMmMa 1 4eK-JIHCT.

3. Cpeacrta ayauta onepaionHsix cucteMm u CYB/I.

[Hoanucek npenogasartens Hoanucek 3aBenywuero kageapoi

I'po3HeHckHii rocyAapcTBeHHbIH He(PTAHON TeXHNMYecKHil yHUBepcuTeT uM.akal. M.JI. MuLIMOHIIUKOBA
HWHCTUTYT NPUKJIATHBIX HHGOPMALIMOHHBIX TEXHOJIOT i
Kadeapa «AndopmaTuKa 1 BLIYMCIUTETbHAS TEXHUKA)»
JAucnuniuna "Ayaur uHpopMaunoHHoi Oe3onacHocTu"
I'pynna Cemectp 5

bujer Ne 9
1. IlpuHIUIBI IPOBEACHUS ayAUTA.
2. CpencTBa KOHTPOJIS CETEBOTO TpaduKa H CUCTEMBI 00HAPYKCHHS BTOPIKCHUH.

3. IlonsTHE U HEenH ayauTa HHPOPMATMOHHON 0€30MacCHOCTH.

Hoanucey npenogaBarteJist Hoanucek 3aBeayouero kageapoi

I'po3HeHckmii rocyfapcTBeHHbIH He(PTAHON TeXHHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuimoHuKoBa
HWHCeTHTYT NpUKJIAIHBIX HHPOPMALIMOHHBIX TEXHOJIOT Wil



Kadenpa «MupopmaTuka u BbIYMCIUTEIbHAST TEXHUKA»
Jducuuniauna "Ayaut uHpopManuoHHoi Oe3omacHocTH"
I'pynna Cemectp 5

Buser Ne 10
1. Bunst ayaura b (BHYTpeHHUI, BHEIIHUH, MHAIUATHBHEIH, 005S3aTCIBHBIN).
2. IIpoBepka opraHu3alMOHHO-PACIIOPAIUTENBHON ToKyMeHTauuu o 1b.

3. [InanupoBaHue ayauTa: IpOrpaMMa U 4EK-JIUCT.

Ioanucey npenogaBareJist IMoanucek 3aBeayouiero kageapoii

I'po3HeHcKHIl rocyfapcTBeHHbIN He(pTAHOM TexHHYecKHii yHuBepcHuTeT uM.akaa. M.JI. MILIHOHIKOBA
MHCTUTYT NPUKJIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Wil
Kadeapa «Andopmaruka 1 BbIYMCIUTEIbHAS TEXHUKA)
Jucuuniauna "Ayaut nadopManuoHHoi 6e3onacHocTH"
I'pynna Cemectp S

bujer Ne 11
1. O6paboTKa pe3ynbTaTOB ayIUTa U BBISIBICHHE HECOOTBETCTBHM.
2. Knaccugukanmst ”HCTpyMEHTaIBHBIX CPEICTB ayIUTa.

3. MoxymenTsl barka Poccun o aynuty nHpOpManoHHONH 0€3011acHOCTH.

Hoanucey npenogaBarest Hoanucek 3aBeayromero kageapoi

I'po3HeHckmii rocygapcTBeHHbIH HepTAHON TexHMYeckMil yHuBepcuTeT uM.akaa. M.Jl. MuinoHIMKoBa
HNHCTUTYT NPUKIAAHBIX HHPOPMALMOHHBIX TE€XHOJIOT Wil
Kadenpa «UndopmaTnka U BBIYHCINTETBHASE TEXHHKA
JAucuumiauna "Ayaut uHpopManuoHHoi Oe3onacHocTu"
I'pynna Cemectp 5

Buser Ne 12
1. O630p HOpMaTHBHBIX AokyMeHTOB DCTOK Poccun B obmactu ayaura Ub.
2. Ckanepsl ysazsumocteit OpenVAS, Nessus: HazHaueHHe, MPUHIIUT PaOOTHI.

3. Knaccudukanus HHCTPYMEHTAILHBIX CPEICTB ayauTa.

[Moanucek npenogasartens Hoanucek 3aBenywinero kageapoi

I'po3HeHcKHil rocyfapcTBeHHbINH HepTAHOM TexHHYecKHii yHuBepcuTeT nM.akaa. M.JI. MuiuinoHImukoBa
HWHCTUTYT NPUKJIATHBIX HHGOPMALMOHHBIX TEXHOJIOT i
Kadenpa «UupopmaTika ¥ BBIYUCIUTEIbHAA TEXHUKA»
Jucnumianna "Ayaut nadopmanuoHnHoi 6e3onacHocTn"



I'pynna Cemectp 5

Buner Ne 13
1. CpenctBa aynuta onepaunoHHbIx cucteM u CYB/I.
2. O6paboTKa pe3yabTaTOB ayAUTa U BhISBICHHE HECOOTBETCTBHUI.

3. [IpyHUMIIBI IPOBEACHHUS ayAUTA.

Hoanuce npenosasares Hoanucek 3aBeayromero kagenapoi

I'po3HeHckmii rocyfapcTBeHHbIH He(pTAHON TeXHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmuKkosa
HNHCTUTYT NPUKIAJHBIX HHPOPMALMOHHBIX TE€XHOJIOT UM
Kadenpa «AHpopmMaTHKa U BBIYUCIUTEIbHAS TEXHHKA»
JAucnunmiuna "Ayaur uHpopMaunoHHoi Oe3omacHocTH"
I'pynna Cemectp 5

Bujer Ne 14
1. Ouenka 3pPEeKTUBHOCTH TEXHHYECKHUX U ITPOrPaAMMHO-AIIAPAaTHBIX CPENICTB 3aIlUTHI.
2. CpenctBa ayaurta onepaiuonsbix cuctem u CYB/I.

3. [onsTHe U 1eu ayauTa HHPOPMAITMOHHON 0€30MaCHOCTH.

[Hoanmucek npenogasarens Hoanucek 3aBeayromero kageapoit

I'po3Henckmii rocyaapcTBeHHbIH He(pTAHON TeXxHMYecKMil yHUBepcuTeT uM.akal. M.JI. MuiinoHmukosa
HWHCTUTYT NPUKJIATHBIX HHGOPMALIMOHHBIX TEXHOJIOT i
Kadeapa «AndopmaTruka 1 BbIYMCIUTEIbHAS TEXHUKA)
JAucnuniuna "Ayaur uHpopMaunoHHoi Oe3onacHocTH"
I'pynna Cemectp 5

Buaer Ne 15
1. Kpamuduxannonusie TpeboBanus k ayauropam Ub.
2. Ilonsitie u neny ayauta HHPOPMAIIOHHON 0€3011acHOCTH.

3. [IpuHUMIIBI IPOBEACHHUS ayAUTA.

[oanucey npenogaBarteist Hoanucek 3aBenyiomero kadeapoi




