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BBenenue

Ilenp kypca 3akimodaeTcss B HM3YYCHHHM TPUHIUINOB HWH(OOPMAIMOHHON
0€30macHOCTH TOCYyJapCTBa, IMOAXOAOB K aHamM3y ero WHGOPMAIMOHHON
UHPPACTPYKTYPHI, IPUHIIUIIOB OPTaHU3AINH, TPOSKTUPOBAHMS U aHAIN3a CHCTEM
3aUTHl UHPOPMAIIUHA, OCBOCHHUSI OCHOB WX KOMIUICKCHOTO TIOCTPOCHHS Ha
pPa3IMYHBIX YPOBHSAX 3alIUThl M OCOOCHHOCTEW CTENeHEH 3aluThl I
TOCy/apCTBEHHOTO U YaCTHOTO Ha3HAYCHHSI.

Kypc 3akmampiBaer HaOop 0a30BbIX 3HAHWM, KOTOpPHIE TO3BOJIST
BBIMTYCKHUKAM aJaliTUPOBATHCS B YCIOBHSIX OYpPHOTO pa3BUTHs HHPOPMAITHOHHBIX
TexHoJoruid. O0ydeHHe CTYACHTOB JJAHHOMY KYpCy CIOCOOCTBYET BOCIIMTAHHIO Y
HUX  CTPEMJICHHS K  TOCTOSIHHOMY  TOBBIIICHUIO  MPOdeCcCHOHATBHON
KOMITETCHTHOCTH, PaCIHIMPCHUIO MPOPECCHOHANBHOTO  Kpyro3opa, yMEHHUs
OPUEHTUPOBATHCS B TEHCHIUSAX W HATIPABIICHUSIX PA3BUTHS KOMIUICKCHOM 3aITUTHI

uHdOopMaIuu.



JlabGopaTopHas padora Nel PasrpannyeHnue npas noJjb3oBaresieil

OmnpeneneHns NOHATUN (M3YYUTh, BKJIIOUYUThH B OTYET):

e ayTeHTU(UKAIIHS,

® aBTOpU3AIIHS,

® 3IMUHHUCTPATOP OE30MaCHOCTH,

® CUMMETPHUYHOE U ACUMMETPUYHOE U (PPOBAHUE,

® XEIIMPOBAHMUE,

®[I0JIMTUKA O€30ITaCHOCTH.

[ToAroTOoBUTH IUIsl BKIIOUEHUS B OTYET O JabOpaTOpHOM paboTe OTBETHI Ha
CJIETyIOLIME BOIPOCHI:

1) kakue cyniecTBYIOT ClIOCOOBI ayTeHTU(UKAIIUY TOJIb30BaTeNen?

2) B 4eM caaboCTh NapoJIbHOM ayTeHTU(UKaIuu?

3) Kak MOXKET OBITh MOBBIIICHA HAJIEKHOCTh ayTCHTU(PUKAIIUN C MOMOIIBIO
napoJjemn?

4) Kakoi MOKET OBITh PEaKITUsl CUCTEMBI HA MOMBITKY MO00pa maposeii?

5) KoMy MOXeT OBbITb pa3pellieH JOCTYIl MO YTEHUIO M 1O 3alucu K 0aze
YYETHBIX 3alIMCEH TOJIb30BaTEICH?

6) KaK TOJDKHBI XpaHUTHCS MapoJiu B 0a3e yUeTHBIX 3aMuceil moiabp3oBareneii?

7) B ueM CMbIC 00bEIMHEHHS TOJIb30BaTEIeH B TPYIIIIbI?

HODHI[OK BBIINTOJIHCHU S Da6OTBII

1. OcBouTh cpeacTBa pErucTpalry Mojab30BaTenei

®OTKPBITh  CIIHUCOK  3apEeTUCTPUPOBAHHBIX  mojb3oBatenei  ([lanens
yrnpaBlieHus: | AAMUHUCTpUpPOBaHUE | YmpaBieHue KommbioTepoMm | JlokampHbIE
noJib3oBatenu u rpynmnsl | [Tone3oBarenn);

e C TIOMOIIIbIO KOMaH/Ibl KOHTEKCTHOTrO MeHI0 (HoBbIi osIp30BaTelNb) CO3AaTh
TUTSE ce0s1 YUETHYIO 3alHiCh C TIPOM3BOJIBHBIM JIOTHUYECKUM UMEHEM;

®BKJIFOYHUTH B OTYET O JJaO0OpaTopHOU padboTe

1. KOITMIO SKPaHHOU (OPMBI CO3/IaHMSI HOBOM YUETHOM 3aIUCH,



2. KOIMUIO DJKpPaHHOW (QOpPMBI CO CIHMCKOM  3aperuCTPUPOBAHHBIX
MOJIb30BAaTEIICH,

3. CIIUCOK KOMAaH]I KOHTEKCTHOTO MEHIO (IIpU OTCYTCTBUHU BBIJEICHUSA
MMEHU TOJIb30BATENS B CIIUCKE),

4. a Takke OOBSICHEHHSI CMBICIIA YETHIPEX JIOMOJHUTEIHLHBIX TTapaMETPOB
CO3/1aBa€MOM YUYETHOM 3aIIUCH;

®BBIJICJIUTh UMS BHOBb 3aPETrUCTPUPOBAHHOTO MOJIB30BATENS U C MOMOIIBIO
KOMaH/Ibl KOHTEKCTHOTO MeHI0 (CBOICTBa) MPOCMOTPETH €€ CBOMCTBA;

®BKJIFOYUTH B OTYET O JIAOOPATOpPHOM paboTe KOMHUIO SKpaHHOU (OPMBI CO
CBOMCTBaMHM y4ETHOM 3anucu Ha BKiIaake «O0mme» u 00bsICHEHUE pa3HUIbI MEXKIY
OTKJIIOYEHUEM U OJIOKUPOBKOM YUETHOM 3aInCH;

®BKJIFOUUTH B OTYET O JIaOOPATOPHOM paboTe KOMHUIO PKpaHHOU (HOPMBI CO
CBOMCTBAMHM YYETHOM 3alMCH Ha BKJIaJKe «YIEHCTBO B rpyImmax» ¥ OTBET Ha
BOIIPOC, B Kakylw Tpynny MO YMOJYaHUIO BKIIIOYACTCS BHOBBL CO3/IaHHBIN
M0JIb30BATElb;

C ITIOMOIIBI0 KHOTIOK «J100aBUTEY, «JlomoaHUTEeIbHO» U «I10MCK)» BKITFOUUTH
BHOBB CO3/IJaHHOTO MOJIb30BAaTENs TAKKe B TpyIny «OMbITHBIE TOJIB30BATEIIN;

®BKJIIOYUTHh B OTYET O JIADOpaTOpHOM padOTe KOMUU SKPAHHBIX (OpM,
UCIIOJIb3yeMBIX TPU JO0ABIEHUU TMOJB30BATENs B JAPYTyI0 TPYNIy, U OTBET Ha
BOIIPOC, KaK MOKHO YJaJIUTh MOJIH30BATEIIsI U3 TPYIIIbI;

®BKJIFOUMTH B OTYET O JIabOpaTOpHOM paboTe CIIUCOK KOMaHJ KOHTEKCTHOTO
MEHIO MPU BRIOPAHHOM UMEHH YYETHOM 3aIllCH BMECTE C MOSCHEHUSIMU MX CMBICTIA,
a TAK’K€ OTBETHI Ha BOMPOCHI

1 KOTJa JOJIKHA MPUMEHSThCS KOMaH/1a «3a1aTh NapoJiby,

2 B UY€M OIIACHOCTh €€ MPUMEHEHUSI,

3. KaK JOJDKHA MPOUCXOAUTh CMEHA MapoJis T0JIb30BaTEIIEM.

2 OcBouTh cpencTBa padoTHI C TPYNIaMHU:

®OTKpHITh criucok rpynn (I[lanens ympaBnenus | AJIMUHUCTPUPOBAHHE |

VYrpanenue koMnbioTepoM | JIokanbHbIe MOIB30BATENM U TPYIIbI | ['pynmbl);



®BKJIIOYUTh B OTYET CBEICHHUS 00 aBTOMATHYECKH CO3aBAEMBIX TpyTMIax
MOJIb30BATENEN, NX UMEHAX M XapaKTEPUCTUKAX MPAB UX YJIEHOB;

®CO3JaTh HOBYIO I'PYIIITY B cUcTEME ¢ MeHeM « HaunHaromue noyib30BaTeim»
¥ BKJIIOYUTH B OTYET O JAOOPATOPHON paboTe KOIMHUIO HCIIOIB3yEMOTO MPHU 3TOM
DKpaHA U CBEICHUS O MOPSAAKE CO3IAHUS B CUCTEME HOBBIX TPYIII MTOJIb30BATENEH, a
TakK€ OTBET Ha BOMPOC, B YeM IIEJECO00Pa3HOCTh PA30MEHUS MHOMXKECTBA
II0JIb30BATENIEN HA TPYIIIIBI.

3. OcBOUTH NOPAIOK HA3HAYECHUS TIPAB MOJIb30BATENSM:

®OTKPBITh OKHO HACTpPOMKHM mpaB mosib3oBaTeneil (Ilanenb ympaBieHuUs
AnvunuctpupoBanue | JlokampHas mnonuTuka Oe3omacHocTd | JlokambHBIC
nonuTuky | HazHaueHue nmpaB moJib30BaTens);

®IICKJIIOUUTH TPYNIy Mojib3oBareniei «Bce» u3 uucna rpymnim, o0aagaronmx
npaBoM «JloCTyN K KOMIBIOTEPY U3 CETHY;

® FICKJTIOYMTH TOJIb30BaTels «I 0CThY» U3 Yncia MoJib30BaTeel, 00agatonux
npaBoM «JIoKanbHBIN BXOJ B CUCTEMY»;

¢ 100aBUTH rpymniy «HaunHaromire nojib30BaTenn» K CIUCKY MOJIb30BaTeNeH,
oOnafaroumx npaBoM «JIoKambHbIN BXOJl B CUCTEMYY;

®BKJTIOYUTH B OTUET O JJaOOpaTOPHOI paboTe KOMUH SKPAHOB, HCTIOIB3YEMbIX
MIpU HA3HAYEHUU MPaB MOJb30BATENSIM, U CBEACHUS O MOPSIAKE BBIMOIHEHUS 3TUX
JICUCTBUM;

e C roMoIIIbIo pazzena crpaBku Windows «Ha3HadeHnwne rnpas 1moyib30BaTeNs
BKJIFOYHUTH B OTYET O JabOpaTOpHO paboTe MOSICHEHUS OTICIHHBIX MPUBHICTUN
MOJIb30BaTeNe CUCTEMBI (B COOTBETCTBUU C HOMEPOM BapHaHTa U MPUII0KEHUEM
1). O6s3aTeNnbHO OTBETUTH HA BOIPOC, MOYEMY HCIOJIb30BAaHUE JAaHHOTO MpaBa
JIOJDKHO OBITH OTPAHUYCHO.

4. OcBouTh oOmpeaeseHue IMapaMeTpoB IMOJUTHKU  0€30MacHOCTH,
OTHOCSIIMXCS K ayTeHTU(PUKAIMU MW aBTOPU3AIMU  TOJIb30BaTelied Mpu

HHTCPAKTHUBHOM BXO/C:



®OTKPBITh OKHO OIpECNICHUsI MapaMeTpoB OE30MacHOCTH Jis MapoJieit
(ITanens ynpasnenus | AnMunuctpupoBanue | JlokaabHas moiMTuka 0€30MacHOCTH
| [Tonutuku y4yetHsix 3anucedt | [lonutika naposnei);

®BKJIIOYUTH B OTYET O JIAOOPATOpPHOW paboTe CBEACHUS O TMOPSIKE
HA3HAYEHUS] MAKCUMAJIbHOTO U MUHUMAJILHOTO CPOKOB JIEUCTBUSI TApOJIEH U OTBET
Ha BOIIPOC O CMBICJIE MTOI0OHBIX OTPaHUYEHUH;

®BKJIIOYUTH B OTYET O JiabopaTopHOW paboTe CBEACHUS O TOPSAKE
Ha3HAYCHHS] MUHUMAJIBHOH JUTMHBI U OTPAaHUYEHUH Ha CII0’KHOCTh MapOoJIeH, a TaKkKe
OTBETHI HA BOIPOCHI, KAKKE U NMOYEeMy TPeOOBAHUS MO CIOKHOCTH MPEIbABISIOTCS
K MmapoyisiM B omnepanuoHHoW cucreMe Windows (C MOMOIIBIO CIPABOYHOMU
MOJICUCTEMBI);

®BKJIFOYMTHL B OTYET O JA0OpaTOpHOM paboTe CBEIECHUS O Ha3HAYCHUU
napameTpoB « TpeboBaTh HETOBTOPSIEMOCTH TApoOJiei» U «XPaHUTh MApOIH BCEX
MOJIb30BATENIe B JIOMEHE, UCIOJIb3ysl oOpaTuMoe MHU(poBaHUe» (C MOMOUIBIO
ciupaBku Windows);

®BKJIIOYMUTHh B OTYET O JIabopaTOpHOM paboTe KOMUU SKPAHHBIX (HOpPM,
UCTIONB3YEMBIX TP  OMpEACIICHUH IMapaMeTPOB TOJUTHKHA OE30MacCHOCTH,
OTHOCSIIIUXCS K TapOJIsIM;

®OTKPBITh OKHO OIpEAENeHUS] MapaMeTpoB 0€30MacHOCTH IS TOJUTHKH
OslokupoBKHM yueTHbIX 3anuced ([lanens ympaBiaeHus | AAMUHUCTPUpPOBAHUE
JlokanpHas nonutuka 6e3omacHocTH | [lomutuku ydetneix 3amuceid | [lonutuka
OJIOKUPOBKH YUYETHBIX 3alHCEN );

®BKJIIOYMUTHh B OTYET O JIabOpaTOpHOW paboTe KOMUU SKPAHHBIX (GHOpM,
UCIOJIb3YEMBIX TIPU ONPEACNICHUU TNapaMeTpOB IMOJUTUKUA OE€30MacHOCTH, U
CBEJICHMS O HA3HAUYEHUU ITHUX IapaMeTpOB.

5. OTYET O BBIMOJIHEHUE JJAOOPATOPHOM pabOThI TOJKEH BKIIFOYATh B CE0S:

® TUTYJIbHBIN JIUCT;

® COJICP)KAHMUE;

®CBEJICHUS O BBINIOJHEHUH PabOThI IO MyHKTAaM C BKJIIOUEHHEM COJECpPKaHUS

3aJlaHusl, KOMTUI SKPaHHBIX (JOPM U OTBETOB HA BOIPOCHI.



JlabGopaTopHas padora Ne2 Peanuzanus moJMTHKHA 0€30MIaCHOCTH B
3alMIIEHHBIX BEPCUsX onepanuoHHou cucreMbl Windows

Onpenenenve NOHATHHN (M3yYUTh, BKIIOYUTH B OTUYET)

® ayoum;

e cobbimue bezonacHocmi,

e oicypran (¢atin) ayouma,

® noaumMuKa ayouma,

® UHMEPAKMUBHDIL 8X00;

® cemesou 00Cmyn;

® 0OMeH KOMNbIOMEPHOU Cemu;

® yugposas noonuce.

[ToaroToBUTH AJI BKJIIOYEHHUS B OTYET O J1a0OpaTOpHOM paboTe OTBETHI Ha
CJIeIyIOLIME BOIIPOCHI:

1) kakue coObITHSI 0€30MacHOCTH JIOJDKHBI (DUKCHPOBATHCS B JKypHaJe
aynura?

2) KaKue rmapaMeTphbl ONPEICIISIIOT MOJIUTHKY ayauTa’?

3) uemecooOpa3HO JH C TOYKH 3pEHHS O€30MacHOCTH KOMIIBIOTEPHOM
CUCTEMBbI 00bETMHEHHUE B OJJTHOM JIHIIE (PYHKIMI aAMUHUCTPATOPA U ayAUTOpa?

4) ienecoo0pa3Ho JIM C TOYKH 3pEHHUS 0e30MacHOCTH KOMITbIOTEPHOU
CUCTEMBI pa3peniaTh aHOHUMHBIN TOCTYII K €€ HH(POpMaIMOHHBIM pecypcam?

S)KaKk JO0JDKEH TMepenaBaThCs MO CeTH (C TOYKU 3peHus Oe30MacHOCTH
KOMITHIOTEPHOU CUCTEMBI) apoib MOJIH30BATENS (nnm npyras
ayTeHTHUIMpYyoIas napopmarms)?

6) Hy»KHO JIM OTPAaHUYUBAThH IIpaBa MOJb30BaTElIEH IO 3aIyCKy MPHKIaTHBIX
nporpamMm u nouemy?

[1opsigoK BEINOJHEHUS Da6OTBIZ

1. OcBOUTH CpeACTBa OMPENETICHHSI TOJTUTUKH 0€30TTaCHOCTH:
® OTKpPBITh OKHO OTpEJCIICHUs TMapaMeTPOB TOJUTHKH O€30MacHOCTH
(ITanens ynpasienus | AnMuHucTpupoBanue | JIokaapHast mojauTuka 6€301nacHOCTH

| JlJokanbHbIe monuTuky | [TapameTpsl 6€301MacHOCTH);



e ycraHoBUTh 3arojioBok «IIPEIAYIIPEXIEHUE)» B kauecTBe 3HaYeHUS
napameTpa «VIHTEpaKTUBHBII BXOJ B CHUCTEMY: 3arojoBOK COOOIIEHUS s
MOJIb30BaTENICH MPU BXOJIE B CUCTEMYY;

® yCTaHOBUTh TekcT «Ha »TOM KommbIOTEpE MOTYT pabOTaTh TOJBKO
3apETUCTPUPOBAHHBIE  IOJI30BATENM!» B  KAyeCTBE 3HAYCHHS IapaMeTpa
«/IHTEepaKTUBHBINA BXOJlI B CHUCTEMY: TEKCT COOOIIEHUS IJi IMOJb30BaTENEeH Mpu
BXOJI€ B CUCTEMY»;

® yCTaHOBUThH 3HaueHue «OTkIOUeH» s napameTrpa « HTepakTUBHBIN
BX0J1 B cuctemy: He TpeboBath Haxkatusgs CTRL+ALT+DELy;

® YCTaHOBUTH 3HaUYeHUeE «Bxirrouen» i napamerpa «IHTepakTUBHBIN BXOT
B CUCTEMY: HE OTOOpaXKaTh MOCIEIHETr0 UMEHH MOJIb30BaTENN;

® YCTAaHOBUTH 3HAUCHUE «7 IHEW» s napamerpa « MTHTepakTUBHBIN BXOI B
CUCTEMY: HANOMHUHATh TMOJIb30BATEISIM 00 HMCTEUCHMHM CpPOKA JIEUCTBHUS MapOJis
3apaHeey;

® BKJIIOYUTH B OTYET O JIAOOpaTOpHOW pabOTe CBEICHUA O TOPSIKE
HAa3HAUYCHUS]  TApaMeTpOB  TOJMTUKKA  OE€30MAaCHOCTH,  OTHOCSIIMXCS K
MHTEPAKTUBHOMY BXOJy, U OTBET Ha BOIIPOC O CMBICTIE ITUX MapaMeETPOB,;

® BKJIIOYUTH B OTUET O JAOOpATOPHON paboTe KOMUHU SKPAaHHBIX (OpM,
UCIIOJIb3YEMBIX TIPU  OMNPEJCICHUH MapaMeTpoOB TMOJUTUKH OE30MacHOCTH,
OTHOCSIIIUXCS] K UHTEPAKTUBHOMY BXOJ1Y;

e ¢ nomompbio paznena CrnpaBku Windows «Ilapamerpsl 6e30macHOCTH
BKJIFOUUTHh B OTYET O JIaOOpaTOpHOU paboTe MOSICHEHUS! OTIEIbHBIX MapamMeTpOB
JIOKaJBHOM MOJMTUKU O€30MACHOCTH KOMIBIOTEPHON CHCTEMBl U UX BO3MOKHBIX
3Ha4YE€HUM (B COOTBETCTBUM C HOMEPOM BapuaHTa U npuiioxkeHuem 1). O0g3aTenbHO
OTBETUTh HA BOIIPOC, YEM MOKET YIPOXKATh HENPABUIBLHOE OINpPEIEICHUE JaHHOTO
rapaMmeTpa.

2. OcBoUTH CpeNICTBA ONPEICTICHUE MOJUTUKHU ayauTa:

® OTKpPBITh OKHO OMpelesieHus mnapaMeTpoB mnonutuku ayauta (Ilanens
ynpasneHusi | AnmunuctpupoBanue | JlokanbHas monuMTHKa OE30MACHOCTH |

Jlokanpueie nonutuku | [lonutuka aynura);



® C MOMOIIBIO NMAPAMETPOB MOJUTUKUA AyAUTA YCTAHOBUTH PETHUCTPALIUIO B
KypHaJie ay/IuTa yCHEIIHbIX U HEYJAUHbIX MOIBITOK

¢ BXOJIa B CUCTEMY,

¢ U3MEHEHUS MOJIUTUKH,

¢ UCIIOJIb30BaHUS MIPUBUJIETHH,

¢ cOOBITHH BXOJ1a B CUCTEMY,

¢ YIpaBJIeHUs YYETHBIMH 3aIHUCIMH;

® OTKPBITH OKHO ormpejaelieHuss mapamerpoB Oe3zonacHoctu (Ilanens
ynpasieHus | AnmunuctpupoBanue | JlokanbHas mnoauTHKa OE30MACHOCTH |
JlokanbHbie monuTuku | IlapameTpbl 6e30macHOCTH) U BKJIIOYUTH B OTYET O
nabopaTopHOil paboTe OTBET Ha BONPOC, KAKUE €IIIe MapaMeTPhl IOJUTHUKH ayIUTa
MOTYT OBITh ONPE/ICIICHBI,

® OTKpPBITh OKHO MPOCMOTpa JKypHaja ayauTa COOBITUH 0e30macHOCTH
(ITanens  ynpaBienus | AnpmuHuctpupoBanue | IlpocMoTp coObiTui |
be3onacHOCTh), BBINOIHUTH KOMaHIy «CBOWMCTBa» KOHTEKCTHOI'O MEHIO (MU
komaHay JleiictBue | CBOWCTBA) W BKIIIOYUTH B OTYET O jabopaTopHOM pabote
OTBETHI Ha BOIPOCHI

¢ KakHe elle mapaMeTpbl MOJIUTUKH ayAUTa MOTYT ObITh U3MEHEHBI,

¢ TJIe PaCIOJIOKEH JKypHANT ayauTa COOBITHIA 0€301TaCHOCTH;

® BKJIIOYUTHh B OTYET O JabOpaTOpHOW paboTe CBEACHHUS O TMOPSAKE
HA3HAYCHHs MapaMeTpOB MOJUTUKUA ayJWTa U OTBET HAa BONPOC O CMBICIIE ITHX
apaMeTpoB;

® BKJIIOUYUTh B OTYET O JIaOOpaTopHOM paboTe KOMUHU SKpPaHHBIX (opM,
HCIOJIb3YEMBIX MPHU ONPEACIICHUU MapaMeTPOB MOJUTHKHU ayIUTa.

3. OcBouTH cpeACTBa MPOCMOTPA KypHalla ayIuTa COOBITUI 0€30MaCHOCTH:

® OTKpPBITh OKHO MPOCMOTpa >KypHaja ayauTa COOBITUH Oe30macHOCTH
(ITanens yripaBnenus | [Ipocmotp coOwithii | bezonacHoCTs);

® BKJIIOYUTH B OTYET O JJAOOpATOpPHOM paboTe KOMUU SKPaHHBIX (HOpM C

KpaTKOM ¥ MOoJIHOM MH(OopMaIuel 0 MpocMaTpPUBAEMOM COOBITHH O€30MTaCHOCTH;



e ¢ noMmotibio Oydepa oomMena Windows U COOTBETCTBYIOIICH KHOITKH B OKHE
CBOMCTB COOBITHSl BKJIIOYUTH B OTYET O JabopaTOpHON paboTe MOJIHYIO
UHGOPMAIIUIO O HECKOJIBKUX COOBITUSIX O€30MacHOCTH.

4. OcBoUTh  CpEACTBA  OMNPEACIICHUS  TOJUTUKU  OrPAaHUYEHHOTO
UCTIOJIb30BAHUS TIPOTPAMM:

® OTKPBITh OKHO OIIpPENEeICHUs] YpOBHEH O€30MacHOCTH  MOJUTUKU
OTpaHUYEHHOro  ucmosib3oBanus  nporpamMm  ([lamens  ympaBnenus
AnvmunuctpupoBanue | JlokanbHas monuTuka Oe3zomacHoctd | [lomuTHku
OTPaHUYCHHOTO MCIIOIH30BaHUS MMPOTPaMM | YpOBHU 06€30MacHOCTH);

® BKJIIOYUTH B OTYET O JAOOpaTopHOM paboTe MOACHEHUS K BO3MOXKHBIM
YPOBHSIM 0€30MacHOCTH TpHU 3aIyCKe NpOrpaMM U KOMHU COOTBETCTBYIOIIMX
SKpaHHbIX (Popm;

® OTKpPBITh OKHO ONPEEICHUS JOTMOJHUTENbHBIX MPABWI TOJUTHKU
OrpaHUYEHHOTO  Hcmoib3oBaHus  mporpamMm  (Ilamens  ympaBneHus
AnmunuctpupoBanue | JlokampHas mnomuTuka Oe3zomacHoctH | [lomutuku
OTPaHUYEHHOTO UCTOIb30BaHUS POrpaMM | JloMOTHUTENbHBIE TPABUIIA);

® BKJIIOUYUTH B OTYET O JIAOOpATOPHOU paboTe OTBETHI Ha BOMPOCHI, KaKUE
JOTIOJIHUTENIbHBIE TpaBuiIa AJid paboThl ¢ MpOrpaMMaMi MOTYT OBITh ONpEAEIeHbI
(c mOMOIIbI0 KOMaHJ KOHTEKCTHOTO MEHIO WM MeHIO «/leficTBHe») u B ueM HX
CMBICJI, @ TAKXKE KOITUU COOTBETCTBYIOLINX SKPAaHHBIX (POpM.

5. OTUeT O BBHINOJIHEHUH Ja00PaTOPHOI pabOTHI JOJIKEH BKIIOYATh B CEOSI:

® TUTYJIbHBIN JIUCT

® COJEpKaHHE OTYETA C IOCTPAHUIHON Pa3METKOM;

® OTBETHI HA BOIIPOCHI, JaHHBIE B X0JI€ MOATOTOBKHU K BBIITOJIHEHHUIO PabOTHI;

® CBEJICHUS O BHIMOJHEHUH PaOOThI MO IYHKTaM C BKIIOUEHUEM COJCPKAHUS

3aJlaHusl, KOMUIA SKpaHHBIX (JOPM M OTBETOB Ha BOIPOCHI.

JlabopaTopHas padora Ne3 PasrpannyeHue 10CTyNa K pecypcam B

3alMIIEHHBIX BEPCUSAX ONePAIMOHHOM cucTeMbl Windows



MOJTOTOBUTH JIJISl BKJIFOUEHHS B OTUET O TaOOpaTOPHOM paboTe ONpeAesieHUs
TTOHSATHAMN

® OUCKPEYUOHHASI NOTUMUKA Oe30NaACHOCU

® MaHOAMHAS NOAUMUKA OE30NACHOCU,

®CyOBeKm 00Cmyna;

®00beKm 00Cmyna,

®310bl 0OCMYNQ;

® MOHUMOP 0OpawyeHull;

® L OHUMOP Oe30nacHOCmU 00bEeKmMOo8,;

e Jomen bezonacHocmu;

epeecmp onepayuoHHOU CUCTNEMDb;

® KOHMPOJIb YENOCMHOCMU 00bEKMO8,;

O KJII0Y CUMMEMPUYHO20 UUPDPOBAHUSL,

® KII0YU ACUMMEMPUUHO2O0 WUUPPOBAHUSL.

[ToaroToBUTH 1Sl BKIIOYEHUSI B OTUYET O JJAaOOpaTOpHON paboTe OTBETHI Ha
CJIEAYIOIIUE BOMPOCHI:

7)B 4YeM JOCTOMHCTBA W HEJOCTAaTKH JUCKPEIMOHHON MOJUTUKHU
0e3omacHocTH?

8) B UeM JIOCTOMHCTBA M HEJOCTATKH MaHAATHOM MOJIUTHKN 0€30IMacHOCTH?

9)B 4WeMm 3aKJIIOYaeTCs TOXIACCTBEHHOCTh OOBEKTOB M TOXKJIECTBEHHOCTH
CyOBbEKTOB KOMIIBIOTEPHON CUCTEMBI?

10) kTO ompezdensieT mpaBa JOCTyIa K mamnkam, ¢aiaam, IpUHTEPAM TIPH
HCIIOJb30BAaHUU JTUCKPEITMOHHOMN MOJIMTUKUA 0€30MacHOCTH?

11) kaxkoBbI BO3MOXKHBIE IYTH HapyLIEHHUS MOJUTUKA OE30MaCHOCTU B
KOMIIBIOTEPHOU cucTeme?

12) xakue QakTOopbl BIUAIOT Ha OINpEJeICHUE pa3MEpOB JTOMEHOB
6e3omacHoCcTH?

13) kakas unpopmanus xpanutcs B peectpe Windows?

[1opsigoK BEINOJHEHUS Da6OTBIZ

1. OcBouThb cpenicTBa pa3rpaHUUYEHUs JOCTYNA MOJIb30BaTENICH K ManKaM:



®BBITTOJTHUTh KOMaHIy «OOmuii mocTynm u 0e30MacHOCTh» KOHTEKCTHOTO
MEHIO TaINKH, COJEPKAIlleld OTUYETHI O BBHIITOJIHEHHBIX JIA0OPATOPHBIX paboTax (eciu
3Ta KOMaHJ1a HEJOCTYIHA, TO BRIKIIOUUTH peXuM «Vcrnonp30BaTh MpocToil 00mmii
noctyn K (aitmam» Ha BKIaake «Buap» OKHA CBOWCTB MAlKW) WM KOMaHITY
«CBoOMCTBaY;

®OTKpPBITh BKIAJNKY «be30IacHOCTb» W BKJIIOUUTh B OTYET CBEACHUSA O
CcyObeKTax, KOTOPbIM pa3pelieH JOCTYN K Manke U 0 pa3pelieHHbIX JJIsl HUX BUJIaX
JOCTYTa;

®C MOMOILIBIO KHONKHU «JlOMOJIHUTENIBHO» OTKPBITH OKHO JOTOJHUTEIBHBIX
napaMeTpoB 0€30MacHOCTH Nanku (BkJagka «Pa3zperenus»);

®BKJIIOYUTH B OTYET CBEJCHUS O MOJTHOM HAa0Ope MpaB AOCTyNa K TMaIKe s
KQXKJIOTO U3 UMEIOIINUXCS B CIIUCKE CYOBEKTOB;

®OTKPBITh BKJIAJKY «Biameneny», BKIFOUUTh B OTUET CBEAEHUSA O BIAACIbLE
NarKy U 0 BOBMOXHOCTH €70 U3MEHEHHUS OOBIYHBIM MOJb30BaTENIEM;

®OTKPBITh NAINKy «AYJIWUT», BKIOYHUTH B OTYET CBEICHHUS O Ha3HAUCHUU
[apaMeTPOB ayJUTa, YCTAHABIMBAEMbIX HA 3TOM BKJIAJKE, U O BO3MOYKHOCTH UX
YCTAaHOBKU OOBIYHBIM I0OJIb30BATEIIEM;

®3aKpBITh OKHO JOIMOJIHUTEIBHBIX apaMeTpOB 0€30MaCHOCTH U C MOMOIIBIO
KHOTIKH «J[00aBUTH» OTKPHITH OKHO BHIOOPA TIOJIH30BATEISI WITH TPYIIIIHI,

eC IOMOLIBIO KHOMNOK «JlonmomHutensHO» U «IIOMCK» OTKpBITH CIHMCOK
3apEruCTPUPOBAHHBIX MOJIb30BATEIEH U TPy U BIOPATH MOJIH30BATENS C UMEHEM
CBOCM WHIAMWBUAYAJIbHOW YYETHOW 3alMCH, CO3JAHHOM IIPU BBINOJHEHUH
nabopaTopHoit paboTsl Nel;

®HA3HAUYUTh €My I[IpaBa HA TMOJHBIA JOCTYN K Malke C OT4eTaMu O
BBITIOJIHEHHBIX JTA0OPATOPHBIX paboTax;

®BKJIFOYMTHL B OTYET KOMHUM OHKPAHHBIX (OPM, HCMHOJB30BAHHBIX MpHU
BBITNOJIHEHWH 33JJaHUI JAHHOTO MTyHKTA.

3. OcBOUTH CpeaCTBA pa3rpPaHUYCHUS JOCTYIIA MOJIb30oBaTeNe K (aiinam:

® BBINOJIHUTH KOMaHay «CBOMCTBa» KOHTEKCTHOIO MEHIO (haiijia ¢ OTHUM U3

OTYETOB O PaHEE BBINOJHEHHBIX JA0OPATOPHBIX padoTax;



®[IOBTOPUTH BCE 33JaHUS 11. 2, HO IPUMEHHUTEIHHO HE K Mamke, a K ¢aiiny;

®BKJIIOYHUTH B OTYET OTBET HA BOIPOC, B UEM OTJIMYHUE ONpPECIICHUs MpaB Ha
JOCTYII K (pailyiaMm 1o CpaBHEHUIO € OMpeIeJICHUEM IIPaB Ha JOCTYM K MamKaM.

4. OCBOUTH CPEJICTBA pa3rpaHUYEHHUS TOCTYIA K IPUHTEPaM:

¢ BBITIOJIHUTE KoMaHay «[Ipuntepsr u akce» MeHio «llyck»;

® BBITIOJIHUTH KOMaHTy «CBOMCTBa» KOHTEKCTHOTO MEHIO YCTaHOBJIEHHOTO B
CUCTEME MPUHTEPA;

®[IOBTOPUTH BCE 3a/IaHUs I1. 2, HO IPUMEHUTEIBHO HE K MAIKe, a K IPUHTEPY
(kpome 100aBIEHUS HOBOTO CYOBEKTa K CIIUCKY YIPABJICHUS JOCTYTIOM);

®BKJIIOYUTH B OTUET OTBET HA BOMPOC, B UEM OTIMYME ONPECICHUS MTpaB Ha
JOCTYT K MPUHTEpaM MO CPABHEHUIO C OMpPEJICICHUEM MPaB Ha JOCTYI K MarkaMm U
daiinam.

5. OcBoUTh CpEICTBA pa3rpaHUYEHUs [OCTyNa K pasleiaMm peecTpa
ONEPAlIOHHOMN CUCTEMBI:

®C MTOMOIIBI0 KOMaH bl «BeimonHuTh» MeHio «Ilyck» 3amycTuTh mporpaMmy
pelakTUPOBaHUs CUCTEMHOTO peectpa regedit (regedt32);

ec nomolpi0 kKoMausl «Pa3pemenns» meHio «[IpaBkay penakropa peectpa
ONPENEIUTh U BKIIOYUTh B OTUET CBEACHHUS O MpaBax JOCTyIa MOJb30BaTeliel K
KOPHEBBIM paszjieliaM peecTpa, MX BIAJeNbllax W TMapaMeTpax MOJUTUKHA ayAuTa
(aHanoruyHo 1. 2);

®BKJIIOYUTH B OTYET KOIMUU OHKPAHHBIX (OPM, HCIONB3OBAHHBIX TPHU
BBITIOJTHEHUH JTAHHOTO MYHKTA, U OTBET HA BOIPOC, B YeM OTJIMYUE OMPECIICHUS
IpaB Ha JIOCTYN K pas3jesiaM peecTpa MO CPaBHEHHUIO C OINpeAeSieHHEM IpaB Ha
JIOCTYII K Mankam u ¢aiaam.

6. OcBOUTH cpesicTBa OOecieueHus1 KOHPHUISHIIMATbHOCTH MaoK 1 (aiiios C
oMOIIbI0 mudpyromei hanaToBOl CUCTEMBI:

®BLINIOJIHUTE  KOMaHAy «CBOHCTBa» KOHTEKCTHOTO MEHIO  MAalKHy,
COJIepIKaIIeil OTYETHI O paHee BHITIOJTHEHHBIX JIJA0OPATOPHBIX paboTax, U Ha BKIIATKE

«O0m11e» okHa CBOWCTB HaXKaTh KHOMKY «/lpyrue»;



® BKJTIOUUTH BBIKITFOUaTelh « [ IudpoBath comepkumMoe 1)1 3alUThI JAHHBIX),
HaxaTh KHOMKY «[IpMEHUTH» M B OKHE MOATBEPKICHUS U3MEHEHMs aTpuOyTOB
Ha)kaTb KHONKY «Ok»;

®BKJIFOUUTh B OTYET OTBET HA BOIPOC, KAK BU3YAJIBHO BBIAEISIOTCS MMEHA
3amuGpoOBaHHBIX (HANIOB U MAMOK;

®BBLINIOJIHUTh KOMaHy «CBONCTBa» KOHTEKCTHOI'O MEHIO MAallKh ¢ OTYETAMU
0 paHee BBITIOJIHEHHBIX JIA0OpaTOPHBIX paboTax;

®HaXaTh KHOMKY «/[pyrue» u BKIIOYUTH B OTYET OTBET HA BOIPOC, TOCTYITHA
u kHonka «IToapoOHOY;

® [IOBTOPUTH J[BA NMPEIBIIYIIMX IMyHKTA JJI1 OJJHOTO U3 (ailjioB ¢ OTYETAMH O
paHee BBIIIOJHEHHBIX JJAOOPaTOPHBIX paboTax;

®BBIMTH W3 CHCTEMBI M BOWTH IMOBTOPHO IIOJ MMEHEM HWHIAUBHUIYAIBHON
YYETHOM 3aMKCH, CO3/IaHHOM MPU BBIOIHEHUH J1abopaTopHOK paboThl Nel;

eCO3/aTh TPOU3BOJIbHBIN (aiy (HarmpuMep, ¢ KOMHEH ONMUCaHMS JdaHHOUN
nabopatopHoOi paboThl) B manke «Mou JOKYMEHThI» M 00eCeunTh MU(pPOBaHHE
aTOTO (haitna;

®BBLINTH M3 CUCTEMbI M CHOBA BOWTH IOJ UMEHEM OOIel YyYeTHOHN 3aIucu,
10J1 KOTOPOW paboTain NepBOHAYAIBHO;

® BBLITTOJTHUTH KoMaHay « CBOMCTBA» KOHTEKCTHOT'O MEHIO OJTHOTO U3 (ailioB
C OT4eTaMH O paHee BBHINIOJHEHHBIX JIA0OPATOPHBIX paboTax, HaXKaTh
nocJyeoBaTeIbHO KHOMKY «JIpyrue» u «IloapoOHON;

®B OKHE MOJAPOOHOCTEH MHU(PpOBaHUS HAKATh KHOTIKY «J|00aBUTH» U B OKHE
BBIOOpA MOJIH30BATENS BHIOPATh UM MHAUBU Ty JIbHOW YYETHOM 3aIiCH, CO3aHHON
IIPY BBIMIOJTHEHUU J1a00paTopHOii paboThl Nol;

® [IOBTOPUTH JIBA MPEBIAYIINX IMyHKTA JJIs BCEX (PailyioB ¢ OTYETaMU O paHEe
BBHITIOJIHEHHBIX pa0boTax;

®CHOBA BBIMTH U3 CUCTEMBI M1 BOUTH OBTOPHO MO/ UMEHEM UHAUBHUIY ATBHOMN

YYETHOM 3alKCH, CO3IaHHOM TIPH BBINOJIHEHUH JIabopaTopHOU padboThl Nel;



ey0EAUTHCS, YTO MO WHAMBUAYAJBbHOM YUYETHOM 3alMChI0 MOXHO
POCMATPUBATh M PEIAKTUPOBATH OTYETHI O PaHEE BBITOJIHEHHBIX Ja0OPaTOPHBIX
paboTax;

®BKJIIOYUTH B OTYET KOIMUU DSKPAHHBIX (OPM, HCIOIB30BAHHBIX TpU
BBINIOJIHEHUH JTAHHOTO MMYHKTa, CBEJICHUS O MOPSAKE UCIOIb30BaHUS MU (PpYyIoen
(aitnoBoil cucTeMbI U OTBETHI HA BOIIPOCHI

¢ Kak popmupyercs CMCOK MOJIb30BaTeNlel, U3 KOTOPOTO BO3MOKEH BHIOOD
CyOBEKTOB JJIsl COBMECTHOT'O JIOCTYTA K 3aIM(pOBaHHBIM (aiinam;

¢ CBSI3aH JIM OTOT CHUCOK C 3aperucCTpUPOBAHHBIMM B  CHUCTEME
M0JI30BATENSIMU U TPYNIIAMHU;

¢ KaKOBbI (DYHKIIMU areHTa BOCCTAHOBJICHUS 3aIIU(POBAHHBIX (PailyIoB U Kak
OH MOJKET ObITh Ha3HaueH (Bocmoib3yhtech CripaBkoir Windows).

7. O3HaKOMHUTBHCS C MpaBaMH JocTyna K (aiiaM U ImarnkaMm, Ha3Ha4yaeMbIM
OIIEPALMOHHON CUCTEMOM MO0 YMOJIYaHUIO:

®BLIMIOJIHUTE KOoMaHay  «OOumii noctym u 0e30macHOCTbY (KOMaHIy
«CBOMCTBa») KOHTEKCTHOTO MEHIO OJHOW M3 TMaloK C JOKyMEHTaMu
3apEruCTPUPOBAHHOTO B CHUCTEME TMOJb30Bares (Hampumep, «JlOKyMeHTBHI -
[Tonb3oBaTeNb KOMIBIOTEPHOTO KIIACCa») U OTKPBITh BKJIAAKY «bezonacHocTby;

®BKJIFOYMTh B OTYET CBEICHUS O MPABAX JOCTYIIA MOJIb30BATEIEN K JAHHON
NAIKe U O €€ BIAJIEIBLE;

®[I0BTOPUTH JIBa NPEIbIAYLIUX IyHKTA IS MAOKHA ¢ JOKyMEHTaMH JAPYTrOro
3apEruCTPUPOBAHHOTO NOJIb30BATEIS;

® [IOBTOPUTH JIBA NPEbIAYLIUX MyHKTA s Hanku «O01me TOKyMEHThD;

®BKJIIOYUTHh B OTYET O JIaDOpaTOpHOM pabOTe KOMUU SKPAHHBIX (HOpM,
MCIIOJIb30BAHHBIX MTPHU BBIMOJHEHUH JAHHOTO IMyHKTA, U OTBETHI HA BOIIPOCHI

¢ Kak oOecrieunBaeTCsl ONEPALMOHHON CUCTEMOM pa3rpaHUYEHUE TOCTYTA K
JUYHBIM JOKYMEHTAM I0JIb30BaTeNIeH (110 YMOIYaHHUIO);

¢ 171¢ (110 YMOJTYAHUIO) JOJIKHBI HAXOIUTHCS JOKYMEHTBI, TpeHa3HAUCHHbIE

JJI1 COBMECTHOI'O HCITOJIB30BaHUA.



9. IloaroToBUTH OTYET O BBHIMIOJHEHHE JA0OPATOPHON PabOThI, KOTOPHIMA
JIOJKEH BKJIIOYATh B ce04:

® TUTYJIbHBIN JTUCT

® COJIEp’KaHKE OTYETA C MOCTPAHUYHON Pa3METKOM;

® OTBETHI HA BOMPOCHI, TAHHBIE B X0OJI€ MOJTOTOBKH K BBIMOJIHEHHUIO paOOTHI;

®CBEJICHUS O BBITIOJHEHUH Pa0OThI O MMyHKTaM C BKJIIOYEHHEM COJCPKAHUS
3aJ]aHusl, KOMTUN SKPaHHBIX (POPM U OTBETOB Ha BOMPOCHI.

JlaGopaTopHnas padora Ne 4 Ucnosib30BaHue NPOrPAMMHBIX CPe/ICTB
KOHTPOJISAA M AHAJIM32 BBINOJHEHHS MOJUTHKH 0€30NaCHOCTH HA MpUMepe
onepaunoHHoi cucrembl Windows XP/7

NOJATOTOBUTH JIJISl BKJIFOUEHHS B OTUET O JTaOOpaTOpHOU paboTe OnpeAesieHUs
TTOHATHMN
® Mmampuya 0oCmyna;

® OUCKDEeYUOHHBLU CNUCOK KOHMPOJISl O0OCMYNA;

oomen besonacrHocmiu;

JoHcypHan (¢avin) ayouma,

® 3anucw JHCypHaNa ayouma;

cmanoapm 6e30nacHOCmU.

[ToAroTOBUTH AJIsl BKIIOYEHUS B OTYET O JabOpaTOpHOl paboTe OTBETHI Ha
CJIEIIOLIME BOIIPOCHI:

14)  uto takoe Trusted Computer System Evaluation Criteria (TCSEC)?

15) KkakWe OCHOBHbIE KaTeropuu TpeOOBaHMUW K  3aIIMIIEHHOCTH
KOMIBIOTEPHBIX cucteM rnpennoxeHsl B TCSEC, B uem ux cMbici?

16) kakue TpeOOBaHMS K KOMIBIOTEPHBIM CHUCTEMaM MPEIbSBISIOTCS IO
kiaccy 3amuTel C2 TCSEC?

17) KTO ympaBiseT IHUCKPELMOHHBIM CIIHCKOM KOHTPOJS JOCTyna K
oOBbekTaM B ornepannoHHoi cucreme Windows XP?

18) Kkak AOMKHBI HMCHOJIB30BAThCS 3alMCU JKypHaJlIa ayJIuTa COOBITHIMA

0e3ormacHoOCTH?



19) kakme mpaBa goctyna K (aiimy ayawTa HMEeT IO YMOJYAHUIO
aIMUHUCTPATOP CUCTEMBI?
20) d4To Takoe KOHCOJbHOE mpuiiokeHrne Windows?

[1opsigoK BEINOJHEHUS Da6OTBIZ

2. OcBOUTh UCMHOJb30BAaHUE CHCTEMHOH MpOTrpamMMbl MO YIPABICHUIO
criuckamu koHTpoJist noctyna (CACLS):

® HayaTh ceaHC paboThl B pexume komaHaHOUW ctpoku Windows (ITyck |
[Iporpammsl | Ctannapthbie | KomangHas ctpoka);

® B CTPOKE MPUTJIALICHUSI BBECTH Ha3BaHHUE MPOrPAMMBbl, O3HAKOMUTHCS C €€
Ha3HAUYCHUEM W MapaMeTpaMy M COXPAaHUTh AaHHYI0 HHQOpPMALMIO B OTYETE O
naboparopHoit pabore (duepe3 Oydep oOMeHa ¢ TOMOIIBIO KOMAaHJ IOJAMEHIO
«3MEeHUTH» CUCTEMHOT0 MEHIO OKHAa KOMaHIHOM CTPOKH);

e riepeiTy (¢ MOMOIIBI0 KOMaH bl ¢d MM MTaNKu) B UHIWBU Ty ATbHYIO MAIKY
U C TOMOIIBIO MPOTPaMMbI cacls MOMy4yuTh W COXpaHUTh B (hailie B cBoeH
WHAMBUAYAJIbHON Mamke pa3pelieHus Ha JOCTYN K Mamke ¢ JiabopaTOpHBIMU
paboTamu, BBEs CIEIYIOUTYI0 KOMaHIy

cacls nmst manku ¢ yab.padbotamu >ums gaiina

(711 MIEPEKITIOYEHUST PACKIIAIOK KIIABHATYPhl B PEKUME KOMaHIHON CTPOKHU
UCIIOJIb30BaTh KOMOMHaNMu kiaBuil Alt+npasseiif Shift u Alt+nessiii Shift);

® MPOCMOTPETH CO3/IaHHBIN (paitn ¢ momoristo Internet Explorer u BKirouuTh
€ro COJEpPKMMOE B OTYET O JIabopaTopHOil paboTe, CHAOAUB HEOOXOIUMBIMU
KOMMEHTApHUSAMHU (C yUE€TOM CBEJECHUM, MPUBEICHHBIX B PUIIOKEHHH );

® [epeiTH B CBOIO HHJMBHAYAJIbHYIO0 Manky (C MOMOUIBI0 KOMaH/IbI
KOMaH/JHOM CTPOKH cd) U C MOMOIIBIO0 OJTHOTO BBI30Ba MPOTPAMMBI cacls 3anmpeTuthb
noctyn rpymmne «llonp3oBatenu» ko BceM (ailyiaM U BIOKCHHBIM IarlkaM CBOEH
WHIUBUTy AJIbHON TIATKH;

® TPOBEPUTH PE3YJIbTATHI BHITIOJHEHUS MPEIBIIYIIETO MyHKTa C TTOMOIIBIO
KOoMaHJIbl «CBOMCTBa» KOHTEKCTHOIO MEHIO CBOEH HHAMBUAYAJbHON Mankd U
BKJIFOUUTH B OTUET O JaOOpaTOpHOI paboTe TEKCT BhI30Ba IPOrpaMMBI cacls 1 oTBeT

Ha BOIIpocC, moueMy Aoctyn Bam k ¢aiiinam cBoeil nmanku Tenepb HeI0CTYIICH;



® paspemuTh AOCTyn mo uteHuto rpymme «llomp3oBatenm» k Qaitnam u
BJIO’KEHHBIM IallKaM CBOEH MHIMBUIYAIbHON MalKu C MOMOIIBI0 OJJHOTO BHI30Ba
IporpaMMel cacls, IpOBEpUTh pe3yibTaThl U BKIIOYUTH B OTYET O JIaOOpAaTOPHOM
paboTe TeKCT BbI30Ba porpaMmel cacls;

e 3aBepUINTHh (C MOMOIIBI0 KOMaHIbl €xit) ceaHc pabOThl B pEeXKUME
KOMaH/JHOM CTPOKH U BKJIIOUUTH B OTYET O JJAOOpaTOpHOU paboTe OTBET Ha BOIPOC,
B YeM MPEUMYIIECTBO HCIOIB30BaHUS TporpaMMbl cacls mepen HazHaueHUEM
paspelieHuit Ha JoCcTyM K oObekTaM npu oMoty [Ipoognuka Windows.

3. I3yuuth cpenctBa 3 (PEKTUBHOTO aHANM3a >KypHAJIa ayauTa COOBITHIA
0€30MacHOCTH:

e HayaTh pabory ¢ cuctemMHoil mporpammoit [Ipocmotp coOwituii (ITanens
yOpaBieHUs | AJIMHUHUCTPUPOBAHWE) M OTKPBITh JKypHaJI ayauTa COOBITHI
0e301acHOCTH;

® C MOMOIIbI0 KOMaHAbl «DPUIbTp» MeHIO «Bum» M3y4uTh U OTPa3UTh B
oTdyeTe O J1abopaTOpHOM paboTe CpeacTBa OTOOpa HEOOXOAMMBIX I aHAIM3a
3anuced (Kputepur OTOOpa, MEpexoi OT MPOCMOTpa OTOOpPAHHBIX 3aIlHCcel K
IPOCMOTPY BCETO )XypHalla i HA000POT, U3MEHEHHNE MOPsIIKa COPTUPOBKH 3aIHCEH,
MTOMCK HY>KHBIX 3alMCEeH, N3MECHEHHUE BHAa OTOOPaKEHUS 3aIUCei);

® C IMOMOIIBI0 KOMaHJl MEHIO «/lelicTBHE» W3YyYUTh U OTPA3UTh B OTYETE
CpEICTBAa COXPAHEHHUS W BOCCTAHOBJICHHUS >KypHaja ayauTa (COXpaHUTh KypHal
aynuTa COOBITHMII 0€30MacHOCTH B BHAE TEKCTOBOro (hailla B CcBoeH
WHIUBUTy JIbHOH TIAIKE);

® BKJIIOYUTH B OTYET O JAOOPATOPHON padbOTe KOMUH SKPAHHBIX (OpM,
WCIIOJIb30BAaHHBIX TIPU BBHITIOJIHEHUH JaHHOTO IyHKTA, W 3aBEPIIUTH paboTy ¢
cUcTeMHO nporpammoit [IpocMoTp coObITHI;

3. O3HaKOMUTHCS c BO3MOKHOCTSIMU CUCTEMHOU IPOrpaMMBbl
JOTIOTHUTEIHHOM 3aIUThI 0a3bl YYETHBIX 3aIUCEH C TIOMOIIBIO €€ MU(PPOBaHUS:

® HayaTh paboOTy ¢ MPOTrpaMMou syskey ¢ MOMOIITBI0 KOMaH/bl « BBIMOTHUTE

MeHI0 «Ilyck»;



e HaXaTb KHOMKY «OOHOBUTH», O3HAKOMUTBCA M OTPA3UTh B OTYETE
BAapUAHThI FE€HEPALMK CUCTEMHOIO KJtoua MU@poBaHUs 0a3bl YUETHBIX 3aIMCEH,
Ha)KaTh KHONIKY «OTMeHa» (JIBaXK/ibl);

® BKJIIOYUTh B OTYET O JlabopaTOpHOM padoTe OTBET HA BOIPOC, KaKHe
JIOCTOMHCTBA U HEJOCTATKHU €CTh Y KaXJ0T0 U3 MpeJjiaraéMbIX MporpaMmMoit syskey
BapHAHTOB I'€HEPAIK KPUIITOTPapUIECKOro KItoya.

4. BkaiouuTh B OTYET O JAOOpaTOpHOM paboTe OTBETHI HA KOHTPOJBHBIC
BOIPOCHI:

® [04YeMy KOMIbIOTepHbIE cucTeMbl Ha ocHOoBe Windows XP He MOryT ObITh
cepruduimpoBansl 1o kinaccy 6ezonacHocta TCSEC Boimie, uem C27

® KakoOM KJacCc 3allMUIEHHOCTH AaBTOMATU3UPOBAaHHBIX CHCTEM B
COOTBETCTBUM C TPEOOBAHUSIMU PYKOBOISALIUX AOKYMEHTOB ['ocTexxomuccuu PO
cooTBeTCTBYeT, Ha Bam B3rmsn, kinaccy C2 TCSEC?

® Kakue yrpo3bl O€30MacHOCTH M KaHaibl YTEUKHM KOH(PHIECHIUATbHON
nH(}OpMaIUU MOKET YCTPAHUTD Mporpamma syskey?

9. [loArOTOBUTH OTYET O BBHIMOJHEHHE JTa0OPaTOPHO PabOThl, KOTOPHIN
JOJIKEH BKJIIOYATh B CEOs:

® TUTYJbHBINA JUCT

® cojlep’KaHHe OTYETa C TOCTPAHUYHOUN pa3METKOM;

® OTBETHI HAa BOIIPOCHI, JAHHBIE B X0JI€ MOATOTOBKHU K BBIIOJIHEHUIO PaOOTHI;

® CBECHHMS O BHIOJHEHUH PaOOTHI MO MyHKTaM C BKIIFOUEHUEM COACPKAHHUS
3aJlaHusl, KOTUA SKPaHHBIX (POPM U OTBETOB HA BOIPOCHI;

Ipunoxenue

CrangapTHele THUNBl JOCTyna K OOBEKTaM B OIEPAallMOHHOM CHUCTEME
Windows XP

e SINCHRONIZE — ucnonb30BaTh 00BEKT I CHHXPOHU3AINY;

e WRITE OWNER — n3meHuTh Biaaeibla 00bEKTa;

e WRITE DAC — u3MeHUTh JUCKPEHHOHHBIN CIIUCOK KOHTPOJISA TOCTyNa K

00BEKTY;



e READ CONTROL — mpouuTtarh JaHHbIE U3 JUCKPELMOHHOIO CIHMCKa
KOHTPOJISL IOCTYIIA;

e DELETE — yganuTh 0OBbEKT.

CrennanbHble MpaBa JOCTyNa K 00beKTaM

e READ DATA — npountath AaHHbIE U3 OOBEKTA;

e WRITE DATA — 3anucaTh JaHHbIE B OOBEKT;

e APPEND DATA — 106aBuUTb JaHHBIEC B O0BEKT;

e READ ATTRIBUTES — npountaTh aTpuOyThl 00BEKTA;

e WRITE ATTRIBUTES — 3anucatb atpu0yThl 00BHEKTa;

e READ EA — npountats pacimmpeHsbie aTpuOyThl 00bEKTa;

e WRITE EA —3anucath pacmmpeHHbie aTpuOyThl 00bEKTa;

e EXECUTE — BbINOJHUTH NPOTPAMMHBIN (haill.

PopnoBeie nmpaBa gocTymna kK 00beKTaM

e GENERIC READ - READ CONTROL, READ DATA,
READ ATTRIBUTES, READ EA, SINCHRONIZE;
e GENERIC WRITE - READ CONTROL, WRITE DATA,

WRITE ATTRIBUTES, WRITE EA, APPEND DATA, SINCHRONIZE;
e GENERIC EXECUTE - READ CONTROL, READ ATTRIBUTES,
EXECUTE, SINCHRONIZE.

JlaGoparopHnas pabora Ne S UcnoJsib30BaHMe MPOrPAMMHBIX CPEACTB
KOHTPOJISI M aHAJIN3A BBINOJHEHHS MOJUTHKH 0€30MaCHOCTH HA MpuMepe
onepanuoHHoi cucrembl Windows XP

Llenb paboThl: 0cBOeHHE cucTeMHBIX porpamMM Windows XP, nmporpamm u3

komiuiekta Windows NT Resource Kit u apyrux mnporpaMMHBIX CpENACTB,
npeaHa3HauYeHHbBIX 15

® IPOCMOTpa W  YIpaBJIEHUS  pa3pelleHusIMH  Ha  JOCTYN K
KOH(QUIACHIIMATBEHBIM 00bEKTaM KOMIBIOTEPHON CUCTEMBI;

® MPOCMOTpA M aHAJN3a 3aMMCeH ayanTa;



® aHaIM3a COOTBETCTBHUS PEAUIN3YEMOU B KOMIIBFOTEPHOM CUCTEME TTOJTUTUKHU
0e3omacHOCTH TPEOOBAHUSIM CTaHAAPTOB OE30MACHOCTH;

® JIOTNOJHUTENBHOM 3amuThl 0a3bl YYETHBIX 3alKcel moJib3oBaTesen
KOMITBIOTEPHOU CUCTEMBI Ml HCTIOIB3YEMbBIX UMH PA0OUYNX CTAHITHM.

I[loaroToBka K BBIIOJHEHHUI) Da6OTBIZ o MarcpuajiaM JICKHI/Iﬁ I10

TUCITUTIINHE «3ammTa HOOPMAITMOHHBIX TMPOIECCOB B KOMITBIOTEPHBIX CUCTEMAX)
W U3YYEHHbIM paHee aucuuiuinvHaMm («BBemeHue B crnenuanbHOCTB», «Teopus
UH()OPMAIIMOHHOW 0€30IaCHOCTH W METOJOJOTUsl 3alluThl MH(OpManuu» u
JPYTUM) BCIIOMHHUTHh W TOATOTOBUTH JJISi BKJIIOYEHUS B OTYET O JIAOOpaTOPHOU
pabote onpeieeHus: MOHATUI

® Mmampuya 0ocmyna,

® OUCKPEYUOHHDIU CNUCOK KOHMPOJISi 00CMYNA,

oomen bezonacrHocmius;

JoHcypuan (¢avin) ayouma,

® 3anucw dicypHana ayouma;

cmanoapm 06e30nacHoCmu.

[ToAroToBUTH Ui BKJIIOYEHUS B OTYET O JabOpaTopHO padoTe OTBETHI HA
CJIEYIOIIIKE BOIIPOCHI:

21) urto takoe Trusted Computer System Evaluation Criteria (TCSEC)?

22) Kakue OCHOBHBIE KAaTeropuu TpeOOBaHMM K  3alIMILIEHHOCTU
KOMITbIOTEPHBIX cucTeM npeaioxkensl B TCSEC, B uem ux cMbici?

23) kakue TpeOOBaHHSA K KOMIBIOTEPHBIM CHUCTEMAaM MPEIbSBISIOTCSA IO
kiacey 3amutel C2 TCSEC?

24) KTO YyNpaBisA€T AUCKPELIMOHHBIM CIIMCKOM KOHTPOJIA JOCTyHa K
o0BekTaMm B oreparmoHHoi cucreme Windows XP?

25) Kak JOJKHBI HMCIOJIb30BaThCS 3alMCU JKypHala ayauTa COOBITHIM
6e3onacHoCTH?

26) Kkakue mpaBa JOCTyma K Qaillly ayauTa HMeEeT IO YMOJIYaHHUIO
aIMUHUCTPATOP CUCTEMBI?

27) dTo Takoe KOHCOJbHOE mpuiiokeHrne Windows?



[1opsigoK BEINOJHEHUS Da6OTBIZ

4. TTocne cobecenoBaHus C MPENOJaBaTEIEM U MOTYyUEHHUS JOMycKa K padoTe
BONTH B CHUCTEMY C YKa3aHHBIM OOIIMM HMEHEM YYEeTHOW 3amucH (C mpaBaMu
aJIMUHUCTPATOPA).

5. OCBOUTH HCIIOJNB30BAHME CUCTEMHOW MPOrPaMMbl 10 YINPaBICHUIO
cnuckamu koHTpodst noctyna (CACLS):

® HaAyaTh ceaHC paboThl B pexxume komanaHoi ctpoku Windows XP (ITyck |
[Iporpammel | Ctannaptaeie | Komangnas ctpoka);

® B CTPOKE MPUTJIALIEHUSI BBECTH Ha3BaHHUE MPOrPaMMbl, 03HAKOMUTHCS C €€
Ha3HAUYCHUEM U MapaMeTpaMy M COXPAaHUTh AaHHYI0 MHQOPMALMIO B OTYETE O
nabopatopHoii pabore (uepe3 Oydep oOMeHa € TOMOIILIO KOMaHJ IOJAMEHIO
«/3MEHUTH» CUCTEMHOT0 MEHIO OKHAa KOMaHIHOM CTPOKH);

e mepeiitu (c momouplo KomaHabl cd \YueOHble MaTepuanbl) B MaIKy
«YueOHble MaTEepUaIIb» U C MOMOUIBIO MPOTPAMMBI Cacls MOMYyYUTh U COXPAHUTH B
daitie B CcBoel HMHIMBUIYaJbHOM Manke pa3pelieHus Ha JOCTYN K Iamnke
«K312000», BBeas CIeayOnyt0o KOMaHy

cacls K312000 >ums ¢atina

(711 MIEPEKITIOYEHUST PACKIIAIOK KIIABHATYPhl B PEKUME KOMaHHON CTPOKHU
HCIIOJB30BaTh KoMOMHAIMU KinaBuill Alt+mpassiii Shift u Alt+nessriit Shift);

® MPOCMOTPETH CO3/IaHHbBIN (aitn ¢ moMoristo Internet Explorer u BkirouuTh
€ro COJIEP)KMMO€ B OTYET O JIabopaTtopHOil paboTe, CHAOAUB HEOOXOIUMBIMU
KOMMEHTApHUSAMH (C yU€TOM CBEJCHUM, IPUBEICHHBIX B PUIIOKEHHH );

® [IOBTOPUTH JIBa MPEBIIYIIMX MyHKTA UIsl CBOCH UHIMBUIyalIbHOU MAaIKU;

® [EpEeiTH B CBOIO HHJMBHAYAJIbHYI0 MankKy (C TOMOUIBI0 KOMaH/IbI
KOMaHIHOM CTpoku cd) ¥ ¢ MOMOIIBIO OJTHOTO BbI30Ba MPOrpaMMBbI cacls 3arpeTuThb
noctyn rpymme «[lombp3oBarenn» ko BceM (aiiiaM M BIOKCHHBIM TMarkaM CBOEH
WHUBUTy TbHON TIATKHY;

® TIPOBEPUTH PE3YJIbTATHI BHITIOJHEHUS MPEIBIIYIIETO MyHKTAa C TIOMOIIBIO

KoMaHJbl «CBOMCTBa» KOHTEKCTHOTO MEHIO CBOE€M WHIAWBUAYaJIbHOW MAaNKU U



BKJIFOUHTH B OTUET O JIAOOPATOPHO pabOTe TEKCT BHI30BA MPOrPAMMBI cacls U OTBET
Ha BOIpOC, moueMy AocTyn Bam k Qaitnam cBoeil nmanku Tenepb HeIOCTYIICH;

e paspemuTh A0ocTyn mno yteHuto rpymme «llonb3oBatenn» k Qaitnam u
BJIO’KEHHBIM TallkaM CBOEH MHAMBHUAYAJIbHON MAlKH C TOMOIIBIO OJHOTO BBI30Ba
porpamMmsbl cacls, MpoBEPUTHh Pe3yJIbTAThl U BKIKOYUTH B OTYET O JIAOOpATOPHOU
paboTe TEKCT BBI30BA MPOTPAMMEI cacls;

® 3aBepUINTHh (C TMOMOIIBI0O KOMaHIBI €Xit) ceaHc pabOThl B peXKUME
KOMaHJTHOM CTPOKHU U BKJIFOUUTH B OTUET O JIaOOpaTOpHOU paboTe OTBET HA BOIPOC,
B Ye€M MPEUMYIIECTBO HCIOJBb30BAHMs MPOrpaMMbl cacls mepen HazHaueHHEM
paspenieHuit Ha 10cTyn K o0bekTaM npu nomoiiu [IpoBonnuka Windows.

6. O3HAaKOMUTBCS C BO3MOXXHOCTSMM MPOrpaMM YIpaBJICHUS W aHajIu3a
pa3pelieHuil Ha JOCTYI K 00BEKTaM KOMITBIOTEPHBIX cucTeM Ha ocHOBe Windows
XP:

® HayaTh paboTy C HpOrpaMMoil MPOCMOTpa pa3pelieHuil Ha IOCTyNn K
0o0BbEeKTaM W MapameTpoB NoJIuUTHKU Oe3zomacHoctd DumpACL, pasmemenHoil B
nanke TEMP \ DumpACL na gucke c;

® 03HAKOMHTHCS C IOPSAJIKOM HACTPOMKHU MMapaMeTpoB OTYETA O pe3ysIbTaTax
aHanm3a pasperieHuii (komanga MeHio Report | Permissions Report Options) u
BKJIFOUHMTH 3TU CBEJICHUS B OTYET O J1abOpaTopHO paboTe;

e C nomolplo KoMaHabl MeHI0 Report | Dump Permissions for File System
MOJIyYUTh W BKIIIOUUTH B OTYET CBEACHUS O Pe3yJibTaTaX aHAINW3a pa3pelleHui Ha
noctyn k nanke «K3M2000» u cBoeid MHAMBUAYaIbHOM IMalKe, a TAaKKE OTBET Ha
BONPOC, B YeM pa3HHUIA MEXIy JMAaHHBIMH pe3yJbTaTaMH M CBEACHUSIMH,
MOJTy4YE€HHBIMHU MIPH MOMOIIM KOMaH kI cacls;

® C IIOMOIUIBIO APYTUX KOMaHA MEHIO Report moayduTs U BKIIOYUTH B OTUET
pe3yibTaThl aHAIKM3a paspenieHuil Ha goctyn K peectpy Windows (TobKO pazien
HKEY CURRENT_ USER) u npusnrepy;

® 03HAKOMUTHCS M BKJIIOUUTH B OTYET O JJAOOPATOPHOM paboTe CBEACHUS O
NOpAJIKE TMOJYYEHUsI M COJEpKaHUM UHGOpPMAIUU O 3apErMCTPUPOBAHHBIX

MOJIb30BaTENSIX U rpynnax (koManasl Dump... meHto Report);



® BKIIIOYUTH B OTYET O JIaOOpaTOpHOU paboTe CBEACHUSA O HA3HAUYCHUU U
pesynbratax npuMmeHeHus komang Dump Policies 1 Dump Rights menro Report;

® BKJIIOYUTh B OTYET O JAOOpATOPHON paboTe KOMUHU SKPaHHBIX (GOpM,
UCTIONB3yeMBbIX mporpamMmmoit DumpACL, u 3aBepmnTh paboTy C 3TON NPOTrpaMMON;

e HayaTh paboOTy C MPOrpaMMOil ympaBieHUs pa3peUICHUsIMH Ha JOCTYI K
oobekTaM FileAdmin u3 rpynmnel Administrator Assistant menro [1yck | [Iporpammer;

® [OJYYUTh C MOMOIIbIO JAHHOW MPOrpamMMbl pa3pelieHus Ha JOCTYI K
namnke «K31M2000» u cBoell MHAMBHIyaIbHOU IMANKe U BKIIOYUTh UX B OTYET;

e ¢ momoimbio nporpammbl FileAdmin ocTaBUTh TOJNHBINH JTOCTYH K CBOCH
WHANBHUIYaJIbHOM MaIKe, BIOXKEHHBIM B HEe Mankam u (paiiyiaM ToJIbKO caMmomy cebe
(cBOEH MHAMBUTyaIbHOM YYETHOM 3aIMCH) U MoJb30BaTeNto User (yuecTb Ipu 3TOM
nerctue nepekiouarenen “‘Propagate Through Entire Tree?”), a Bcem ocTaIbHBIM
MOJIB30BATEISIM M TPYIIIIaM — JOCTYI TOJBKO ISl YTEHUS;

e ¢ momornisio mporpammbl FileAdmin (kHomka Clone) pacmpocTpaHuTh
BUJBI JTOCTYNA K CBOE€M WMHJMBHIYalbHOW Marke, YCTAHOBJIEHHBIC ISl TPYMIIbI
«ITonp3oBaTenuy, Ha rpymniy « ONbITHBIE MOJIb30BATEIINY;

® U3y4ynTh Ha3HaueHue KHomku Options mporpammbl  FileAdmin
(ompezneneHre HACTPOEK M TPOCMOTP KypHaja HM3MEHEHUH MpaB JOCTyNa K
00BbEeKTaM);

® BKJIOYUTH B OTUET O JIAOOpATOPHOM paboTe KOMUHU SKpPaHHBIX (HopM,
ncnob3yembix mporpamMmmoit FileAdmin, u 3aBepiuTh paboTy € 3TON IPOrpaMMOi;

e HayaTh paboOTy € MPOrpaMMOM yIpaBieHHs pa3pelIeHUs MU Ha JIOCTYN K
peectpy Windows RegAdmin u3 rpynnbsl Administrator Assistant mento Ilyck |
[Iporpammsi;

e C noMolbio nporpamMmmbl RegAdmin mojayuuTh ¥ BKIIOYUTH B OTYET O
nabopaTtopHOil paboTe CBENCHHUS O pa3pelIeHUs X Ha JOCTYI K pasliesaM peecTpa
HKEY LOCAL MACHINE u HKEY CURRENT USER, a Takxe OoTBeT Ha
BOIIPOC, KaK U3MEHUTH IpaBa J0CTyNa K pasaenam peectpa Windows ¢ moMomibo

nporpamMmMbl RegAdmin;



® BKIIIOYUTh B OTYET O JAOOpaTOpHOM paboTe KOMUHM SKPaHHBIX (opM,
UCIIOJIb3yeMbIX MporpaMMoit RegAdmin, 1 3aBepiinth paboTy € 3TOM MPOrpaMMON;

® HayaTh pabOTy C MpOrpaMMoOl YMIpaBJICHHUS W aHajdu3a pa3pelieHui Ha
noctyn Kk oobektam Security Explorer u3 rpymnmsl Administrative Tools (Common)
Mmenro Ilyck | ITporpaMmer;

e ¢ nomoIkio mporpammbl Security Explorer (komanaa mento Tools | Show
permissions) MPOCMOTPETb W BKIIOYUTH B OTYET O JabopaTopHOil paboTe
pazpemienus Ha aoctyn K nanke «K3M2000» u k cBoeil UHAMBUAYAJIBHOM Manke, a
TaK)K€ OTBET Ha BOIPOC, KaKasl JOMOJIHUTEIbHAs HHPOPMAIIHS O AUCKPEIUOHHBIX
CIHMCKaX KOHTPOJIS TOCTyIa BRIBOAUTCS mporpammont Security Explorer;

® U3YYHTh M BKJIIOUYHTH B OTYET CBEJIEHUS O HAa3HAUYCHUU KHOIIOK
nuanoroBoro okHa Directory Permissions nmporpammsel Security Explorer (Modify,
Grant Permissions u T.11.), a TaK’e OTBET Ha BOIIPOC, BO3MOKHO JIH «KJIIOHUPOBAHHUE)
npaB J0cTyna K o0beKTy B nporpamme Security Explorer;

e ¢ nomoIbio kKoMaHabel MeHIo Tools | Search for Permissions mporpammebl
Security Explorer moiayuuTh, COXpaHuTh B (aiilsie B CBO€H MHAUBUIYaIbHON TarKe
U BKJIIOYUTh B OTYET O JabOpaTOpHON paboTe CBeNEHHs O Malkax AHucKa C, K
KOTOPBIM UMEET JOCTYM (B TOM 4Yuciie OHbIN) rpynmnbl «Ilons3oBaTenu» u «Bceey;

® U3Y4YUTh U OTPA3UTh B OTYETE O JTAOOPATOPHOU paboTe CpefCcCTBA BHI30OBA
¢bynkuuii mporpammbl - Security Explorer ¢ momoip0 KOHTEKCTHOTO MEHIO
[IpoBognnka Windows;

® BKJIIOUUTh B OTYET O JIa0OpaTOpHON padoTe KOMUU JKpaHHBIX (popM,
UCIIOJB3YEeMBIX TporpamMmoint Security Explorer, u 3aBepumuth paboTy ¢ 3TOH
IIPOTrPaMMON;

e HavaTh paboOTy C MPOrpaMMON YIpaBJICHUS pa3peHICHUSIMH HA JOCTYI K
oObekTam Security Manager u3 rpymnmnbsl Admin Tools mento I[yck | [Iporpammer;

® TIOJYYHUTh C MOMOIIIBIO IPOrpaMMbl Security Manager U BKIIFOYUTH B OTUET
0 JlabopatopHoii pabote paspemieHus Ha noctyn k marnke «K31M2000» u cBoei
WHANBUAYAIbHON Tamke (A7 COXpaHEHHS OT4YeTa MpPOrpaMMbl  MOXKHO

BOCIIOJIL30BaThCA kKoMaH 1011 ee MeHIo File | Save Report);



® BBIJICTUTH B JIEBOW YacTH OKHA IporpaMMmel Security Manager umsi cBoeit
WHIUBUYyIbHOM TANKU W Ha €€ MPUMEPE H3YYUTh M BKJIIOYUTH B OTYET O
gabopatopHoii paboTe KOMaHIbl KOHTEKCTHOTO MEHIO W CBSI3aHHBIE C HHUMH
(GYHKIIUM 3TOM MPOrpaMMBI 110 YIIPABICHUIO Pa3peIICHUSIMU Ha JOCTYT K 00bEKTaM
(ocob60 oOpatuTh BHUMaHHE Ha KoMaHay Replace Owner u BKJIIOYHUTH B OTYET O
nabopatopHoil paboTe OTBET Ha BONPOC, B YeM IMOTEHIMAJIbHAS OIMAaCHOCTb
NPUMEHEHUS TOM BO3MOKHOCTH);

® BKIIIOYUTh B OTYET O JAOOpaTOpHOM paboTe KONMUHU SKPaHHBIX (GopM,
UCIIONIb3YEMBIX mporpamMmoin Security Manager, U 3aBepmuTh paboTy C 3TOU
MpOrpaMMONu;

e HayaTh paboOTy C MPOrpaMMoOil ynpaBieHUs pa3pelIeHUsIMH Ha JAOCTYI K
00BEKTaM KOMITBIOTEPHOU CHUCTEMBI TpeAnpusiTus Virtuosity (C MoMOIIbi0 MEHIO
[Tyck | [Iporpammer);

® C TIOMONIbIO Tporpammbl Virtuosity MOJy4UTh W OTpPa3UTh B OTUYETE
paspemienus Ha goctyn K namnke «K3M2000» u cBoelt HHIUBUAY IbHOM MAIKe;

e ¢ nomotbto CripaBku NporpamMmsl Virtuosity H3y4uTh U BKIIOYUTH B OTUET
0 J1JabopaTopHOM paboTe CBeACHUS O HA3HAYCHUHU KOMaH1 MeHI0 Actions | Save into
Database u Actions | Apply from Database;

® BKJIIOYUTh B OTUET O JAOOpPATOPHOM pabOTe KOMUHU SKPAHHBIX (OpM,
UCIIOJIb3YyEMBIX ITporpamMmoit Virtuosity, ¥ 3aBepIuTh pabOTy € ATOM MPOrpaMMON.

7. O3HAKOMUTBCA C BO3MOXHOCTSMU MPOTpaMM aHaju3a BBIOpaHHOM st
KOMIIBIOTEPHOM  CHCTEMbI MOJIMTUKA O€30MacHOCTU M €€ COOTBETCTBHUSA
TpeOOBaHUSIM CTaHAAPTOB B 00J1aCTH MH(OPMAIITMOHHON O€30IaCHOCTH:

® HayaTh paboOTy C MPOrpaMMOI MPOBEPKHU COOTBETCTBUS HacTpoek Windows
XP tpeboBanusim kimacca C2 TCSEC (mporpamma c2config u3 kommiiekta Windows
NT Resource Kit) ¢ momorpro koMaH bl «BBITTOTHUTE» MeHIO «I1ycky;

® O3HAKOMHTBCS C pe3yjbTaTaMU aHajiu3a TOJUTUKH O€30MacHOCTH,
MOJyYEHHBIMU C IOMOIIBI0 Mporpammbl c2config, COXpaHUTh MX B OTYETE O
nabopatopHoil  paboTe M CHaOAUTH  HEOOXOJUMBIMU  KOMMEHTApHUSIMH,

PAaCKpbBIBAIOIMMMKU CYINHOCTb TOI'O HJIM HMHOI'O AHAJIM3HUPYCMOI'O IIapaMcCTpa



(Hanbonee MOAPOOHO NSl TEX MAPAMETPOB, 3HAUECHUS KOTOPHIX HE COOTBETCTBYIOT
TpeboBaHUsIM Kilacca Oe3omnacHocTu C2);

® BKJIIOYUTh B OTYET CBEJIECHUS O CMbICIE H300paKEHUN psAIoOM C
aHAJIM3UPYEMbIM IapaMEeTPOM TMOJUTUKKA O€30MacHOCTH B OKHE MPOTrPaMMbl
c2config (mpu HEOOXOIMMOCTH MOXHO BOCIIOJB30BaThCA pazzaenom List Box
Display CrpaBku 1aHHOM IPOTrPaMMBbI;

® BKIIIOYUTH B OTYET O JAOOpaTOpHOM paboTe KONMUHU HKPaHHBIX (OopM,
UCIIOJIb3yEeMbIX TIporpamMmoit c2config, v 3aBepIIUTh pabOTy C 3TON MPOTrPaMMOii;

® HayaTh palbOTy C JAEMOHCTPAllMOHHOW BepcHel MporpamMMbl aHaIu3a
0e30MmacHOCTH KOMIBIOTEPHBIX cucTeM U cereid Kane Security Analyst u3 rpynmsl
Kane Security Analyst for NT mento [Tyck | I[Tporpammsr;

® C MOMOUIBI0 KHOMOK TIJIaBHOTO OkHa mporpammbl Kane Security Analyst
U3YYHUTh U BKIIIOUYUTH B OTYET €€ OCHOBHBIC (DYHKIIMU (aHAIN3 TOJUTHKU YUETHBIX
3anuceil, BBIOMpaeMbIX MOJIb30BATENISIMU MAPOJIEH, MOTUTUKY ayUTa, IpaB JOCTYIIa
K (ailiaM U mamkam, mpaB JOCTYTIa K peecTpy, COOTBETCTBHS TPeOOBaHMSIM Kiacca
C2, puCKOB NpH KUCIIOIB30BAHUN JAHHOMN MOJUTUKHA O0€30MaCHOCTH U JIp.);

® BKJIIOYUTH B OTYET O JIAOOpaTopHOM paboTe KOMUU SKpaHHBIX (opM,
ucnoip3yemMbix nporpammoit Kane Security Analyst, u 3aBepmmnTs paboTy ¢ 3TOM
IIPOTPAMMOM.

8. U3yuuth cpeactBa 3Q(HEKTUBHOTO aHalv3a >KypHalla ayJauTa COOBITHI
0€301MacCHOCTH:

e Hayarh paboTy ¢ cucreMHOM mporpammoit Ilpocmorp cobbrtuii (ITanens
yopaBieHus | AJAMUHUCTPUPOBAHME) M OTKPBITh >KypHald ayAauTa COOBITHIA
0e30MacHOCTH;

® C MOMOUIbI0 KOMaHbl «DPuiIbTp» MeHI0 «Bum» u3ydnth U OTpa3uTh B
oT4eTe O JIabopaTOpHOM paboTe cpeAcTBa OTOOpa HEOOXOAMMBIX I aHAIM3a
3amuceil (kputepuu OoTOOpa, TMEPEeXo] OT MPOCMOTPAa OTOOPAHHBIX 3amMUCed K
IPOCMOTPY BCETO KypHaja U HA00OPOT, UBMEHEHHE MOPsIIKa COPTUPOBKH 3aIUCEH,

MOMCK HY>KHBIX 3aIllMCel, U3MEHEHUE BUa OTOOpaXKEeHUs 3amnuceil);



® C MOMOIIBKD KOMaHJ MEHIO «/lelicTBHe» M3y4uThb U OTPa3UTh B OTYETE
CpEICTBa COXPAHEHUS M BOCCTAHOBJICHHUS JKypHala ayauTa (COXpaHUTh >KypHAaJ
aynuta CcOOBITUH 0e30macHOCTH B BHUJE TEKCTOBOro (aitnia B cBoel
WHIUBUyJIbHOM NAIKeE);

® BKIIIOYUTh B OTYET O JAOOpaTOpHOM paboTe KONMUHU SKpPaHHBIX (opM,
UCIIOJIb30BAaHHBIX TPHU BBIMIOJHEHUU JAHHOTO MYHKTA, M 3aBEpPUIMTH PabOTy C
cucTeMHOU nporpammoit [IpocMoTp coObITHiA;

® 3ayCTUTh B PEXKHUME KOMAaHIHOW CTpoku mporpammy dumpel wu3
komriekta Windows NT Resource Kit ¢ mapamerpom -?, BKIIOYUTH B OTYET
CBEACHMS O MapaMeTpax 3TOi mporpamMmbl pabOTHI C KypHaJaMH ayauTa;

e ¢ nomoIkko porpammbl dumpel coxpaHuTh B TEKCTOBOM (haiiie B CBOEH
WMHJUBUTyaJIbHOW NANKe BHIOPAHHbBIE 3aIIMCH CUCTEMHOTO JKypHaJla ay/IuTa, BBEIS
CJIEIYIOLYIO CTPOKY

dumpel -1 system —f ums gaiina —e 6005 —e 6006 —e 6009 —m EventLog

Bxomtouuts B oT4eT (pparMeHT co3gaHHOTo TakuM 00pazoM (aiisia u OTBET Ha
BOIIPOC, Kakas JONOJIHUTEIbHAs IO CPABHEHUIO C CHUCTEMHOW IPOrpaMMoun
[IpocMOTp COOBITHIT BO3MOXKHOCTD CYIIECTBYET y nporpaMmmbl dumpel;

® 3aBEpIIUTH padOTy B PEXKUME KOMAHAHOU CTPOKHU.

6. O3HaKOMUTHCS c BO3MOXKHOCTSIMU CUCTEMHOMU IpOrpaMMbl
JOTIOJTHUTENIBHOM 3aIIUThI 0a3bl YUETHBIX 3aMUCEN C TOMOIBIO €€ IU(POBAHU:

® HayaTh paboOTy ¢ MpOrpaMmMon syskey ¢ HoOMOLIbI0 KOMaH bl « BBIMOTHUTE
MeHI0 «lTyck»;

® HaxaTb KHONKY «OOHOBHUTB», O3HAKOMHUTBCS M OTpa3uTh B OTYETE
BapUaHTHl T€HEPALIMU CHUCTEMHOTO Kitoua mu@poBaHUs 0a3bl YUETHBIX 3aIMCei,
Ha)XaTh KHOMKY «OTMEHa» (JIBaX/Ibl);

® BKJIOYUTh B OTYET O JaOOpaTOpHON paboTe OTBET Ha BOIPOC, KAKHUE
JIOCTOMHCTBA U HEAOCTATKH €CTh Y KaXA0T0 U3 MpeJjiaraéMbIX MporpaMMoit syskey

BapUAHTOB T€HEPAIIMU KPUMITOTPa)UUECKOro KITF0Ya.



7. O3HaKOMUTBCSI C BO3MOKHOCTSIMHU JIOMIOJIHUTEIILHOTO XPAHUTENS dKpaHa
u3 komiuiekta Windows NT Resource Kit, ocyIiecTBiasOnero npuHyIMuTeIbHbINA
BBIXO/] U3 CHCTEMBI TI0 UCTCUEHUH 3aJJaHHOTO TIEPHO/Ia BPEMEHHU:

e ckommpoBaTh (Qaitn winexit.scr u3 manku C:\Disrtrib\Resource Kit
2\COMMON\COMMON B manky C:\WINDOWS\system32 (eciu 310 emie He
CIEJIaHo);

® ¢ moMoIIs0 KoMaHIbl «CBOMCTBA» KOHTEKCTHOTO MEeHIO PabGouero croa
(3akyagka «3acTaBKa») YCTAaHOBUTh M HAcTpouTh (kKHomka «llapamerpni»)
xpanuTenb dkpana Logoff Screen Saver;

® 3aKpBITh OKHO CBOWMCTB JKpaHa W TMPOBEPUTH PabOTy yCTaHOBJICHHOTO
XpaHUTENS SKPaHa;

® BKJIIOYUTH B OTYET O JIA0OpaTOpHOU paboTe CBEACHHUS O MapaMerpax U
MOPSIIKE WCIIOB30BAHUS JIOMIOJIHUTEILHOTO XPaHUTENS dKpaHa, a TaKKe KOIMUU
AKpaHHBIX (POPM, UCTIOJIB30BAHHBIX MIPH BBHIMOIHEHUH TAHHOTO MMyHKTA.

8. BKiIIouuTh B OTYET O JIabOopaTOpHON pPabOTe OTBETHl HA KOHTPOJIBHBIC
BOITPOCHI:

® 1o4YeMy KOMIbIOTEpHBIE cucTeMbl Ha ocHOBe Windows XP He MOTyT OBITH
cepruduimpoBansl 1o kinaccy 6ezonacHoctr TCSEC Boime, uem C27

® KakoM KJacc 3allMIICHHOCTH  aBTOMATU3UPOBAHHBIX CHUCTEM B
COOTBETCTBUM C TPEOOBAHUSIMU PYKOBOJIALIMX AOKYMEHTOB ['ocTexxomuccuu PO
COOTBETCTBYET, Ha Bam B3rnsp, knaccy C2 TCSEC?

® TOYEeMy MHOTHE W3 PACCMOTPEHHBIX B HACTOSIIEH JabopaTopHOil paboTe
nporpaMM paboTarOT B pEKHUME KOMaHTHOW CTPOKH?

® Kakasi M3 PAaCCMOTPEHHBIX B JIaHHOW J1abopaTopHOM paboTe mporpamm
VIOpaBJICHUS pPa3pelIeHUs MU Ha JOCTYynm K oOBeKTaMm KaxeTrcs Bam Hambonee
yA0OHOM U 1oyemy?

® COCTaBbTE CTPOKY BBI30Ba CUCTEMHOM MPOTPaMMBbI cacls ajis Toro, 4To0b
00ecTeYnTh JIOCTYII TI0 YTEHUIO KO BceM (aiijiaM U mankam manku c:\students s

BceX wieHoB rpynnsl «IIpenogaBarenny;



e B YeM MPEUMYIIECTBa, HAa Bamr B3risa, AOMOJHUTEIHHOTO XPAaHHUTEINS
IKpaHa winexit.scr mepe CTaHAapTHBIMU XPaHUTEISIMUA dKpaHa?

® KakWe yrpo3bl 0€30MacHOCTH W KaHajbl YTEYKH KOH(HIEHIIMAIBHOM
uH(GOpPMaIIUU MOXKET YCTPAHUTh IIporpamma syskey?

® Kakas M3 PAacCCMOTPEHHBIX B JaHHOM JabopaTopHOIl paboTe mporpamm
yOpaBIeHUS] pa3pelieHUssMH Ha JOCTYyI K OOBEKTaM HMeEEeT HeOe30MacHyIo
GYyHKIIMIO W Kak  MOTYT ObITh ~ HEWTpaTu30BaHbl  MOCIEACTBHS €€
HECaHKIIMOHUPOBAHHOTO MTPUMECHECHHUS?

9. IloAroToBUTH OTYET O BBIOJHEHHE JA0OPATOPHON padOTHI, KOTOPHIHA
JIOJKEH BKJIFOYATH B CEOS:

® TUTYJBHBIA JIUCT C Ha3BaHMsIMU yHUBepcutera (Mockoeckuii
20CY0apCmeEenHblil Coyuanvhulll yYHusepcumem), GaxynbTeTa (ungopmamuku u
ungopmayuonHvlx mexuonoeuti), xadenpsl (urgopmayuonnol 6ezonachocmu),
y4eOHOM AWCHUILIMHBI M Jab0opaTopHON paboThl, GaMWIMAMH W HWHULHAATAMH
CTyZeHTa (CTYJEHTOB) U MPEINOo1aBaTesi, TOpo/ia U To/1a BHIIOTHEHHS pabOTHI;

® COJEpKaHME OTYETA C TOCTPAHUIHOU Pa3METKOM;

® OTBETHI Ha BOIIPOCHI, JAaHHBIE B XOI€ MOATOTOBKH K BBIMOJTHEHUIO PAOOTHI;

® CBEJCHUS O BBITIOJHEHUH PAOOTHI MO IIYHKTAM C BKIIOUEHUEM COJCPIKAHUS
3aJ]aHusl, KOTIUHA SKPaHHBIX (POPM U OTBETOB Ha BOTPOCHI;

® OTBETHI HA KOHTPOJbHBIC BOTIPOCHI.

[Hopsigok 3a1uThI JI&6OD&TODHOI>1 Da6OTBIZ

1. K 3amuTe nabopaTopHOil pabOThI IOMYCKAIOTCS CTYICHTHI, BHITTOJTHUBILINE
€e B KOMITBIOTEPHOM KJacce, TMPEIbIBUBIINE PE3yJIbTaThl CBOEH padOTHI
MIPETOAABATEI0 U MOJATOTOBUBIINE OTYET O BBIOJHEHUHU JTA00pAaTOPHON PabOTHI,
coJiepKaHue KOTOPOTO COOTBETCTBYET I1. 9 MOPsIIKA BHITIOJHEHUS PaOOTHI;

2. Ha 3ammre CTyAeHTHI PEABSBISIOT OTYET O BHIMOJIHCHUH JIA0OPATOPHOM
paboThI, MAIOT MOSICHEHHWS MO JETajsM BBHITIOJHEHHs 3aJaHus W OTBEYAIOT Ha

BOIPOCHI IPENOAABATEIIS.



3.1Io pe3ympraramM  3alIUTBl  KaXAOMY  CTYIEHTY  BBICTABIISICTCS
muddepeHIMpOBaHHAs OLICHKA, YYUTHIBaeMasi B IPU OINPEAEIECHUN €r0 UTOTOBOTO
pENTHHIA 3a CEMECTP.

4. B ciyyae HEyIOBJIETBOPUTEIBHOM OLEHKHM II0 pe3yJIbTaTaM 3allUThI
1a0opaTtopHOil pabOTHl WM MPOMYCKa COOTBETCTBYIOLIEIO 3aHATHUS CTYACHT
JIOJKEH 3alllUTUTh paboTy MOBTOPHO B JIPYTO J€Hb.

Ipunoxenue

CranaapTHble THIBI J0CTyNa K 00beKTaM B ONEPAllMOHHON cucTeme
Windows XP

e SINCHRONIZE — ucnonb30BaTh 00BEKT JIsl CAHXPOHU3AIINH;

e WRITE OWNER — u3meHutsb Biajaenblia 0ObeKTa;

e WRITE DAC — u3MeHUTh AUCKPEUUOHHBIN CIUCOK KOHTPOJIS 10CTyNa K
00BEKTY;

e READ CONTROL — npouuTaTh JaHHbIE W3 AUCKPEIIMOHHOTO CIHCKA
KOHTPOJISL JOCTYIIA;

e DELETE — ynanutb 00beKT.

CrnenuajibHble IpaBa 10CTyNa K 00beKTaM

e READ DATA — npouuntath JaHHBIE U3 O0BEKTA;

e WRITE DATA — 3anucaTh JaHHbIE B OOBEKT;

e APPEND DATA — 106aBUTb JaHHBIEC B OOBEKT;

e READ ATTRIBUTES — npounrtath aTpuOyThl 00bEKTA;

e WRITE ATTRIBUTES — 3anucats atpu0yThl 00BEKTa;

e READ EA —npouuTaTh paciuimpeHHbie aTpuOyThl 00BEKTA;

e WRITE EA —3anucarb pacuimpeHHble aTpuOyThl 00bEKTa;

e EXECUTE — BbINOJIHUTH IPOTpaMMHBIH (aii.

PoxoBbie mpaBa nocryna kK 00beKTam

e GENERIC READ - READ CONTROL, READ DATA,
READ ATTRIBUTES, READ EA, SINCHRONIZE;



e GENERIC WRITE - READ CONTROL, WRITE DATA,
WRITE ATTRIBUTES, WRITE EA, APPEND DATA, SINCHRONIZE;

e GENERIC EXECUTE - READ CONTROL, READ ATTRIBUTES,
EXECUTE, SINCHRONIZE.
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