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1. He.ﬂl/l H 3a1a4Y1 OCBOCHHUSA NUCHHUITINHBI

Heabro u3yyeHHs TUCHMIUIMHBI SBISETCS O3HAKOMIIGHHWE CTYAEHTOB C OCHOBHBIMHU
HOHATHUAMHU M ONpEACICHUSIMA MH(POPMAIMOHHONW 0€30MacHOCTH; HMCTOYHHUKAMH, PHUCKAaMH H
dopmamu arak Ha uWHGPOpPMAIMIO, Yrpo3aMH, KOTOPBIMH MOJBEpraercs HHGOpMAIHs;
BPEIOHOCHBIMH ITPOTPaMMaMH; 3alIUTONH OT KOMIBIOTEPHBIX BHPYCOB U JPYTHX BPEIOHOCHBIX
nporpaMMaM; METOJaMH M CpPeACTBaMHU 3allUThl WHGOpPMAlMU; TOJUTHKONW Oe30macHOCTH
KOMIIAHMM B 00JacTé WH(POpMAIMOHHOW OE30MacHOCTH; CTaHAapTaMH HH(MOPMAMOHHOH
0€3011aCHOCTH; KPUNTOTpapUUECKUMH METOJAaMU M ITOPUTMaMH IU(PpPOBaHUS WH(POPMALINY;
QITOPUTMaMH ayTeHTU(HUKAIMU TI0JIb30BATEINCH; 3aUTON HH(POPMALH B CETSIX; TPeOOBaHUSIM
K CHCTEMaM 3aluThl HH()OpMAaIIH.

3agaya AUCHUIUIMHBL O3HAKOMHUTH CTYACHTOB C TCHIACHLUMSMH DPAa3BUTHS 3aIlUTHI
UHPOpPMALIUK C MOJEISIMU BO3MOXHBIX YIpo3, TEPMHHOJIOTUEH W OCHOBHBIMH IOHSTHUSMHU
TEOPUH 3alUTHl UH(POpMANNK, a TAaK )K€ ¢ HOPMAaTUBHBIMU JOKYMEHTaMHU U METOJaMU 3alUThI

KOMIBIOTEPHON MHPOPMAITHH.

2. MecTO TUCUMIIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

HI/ICHI/IHHI/IHa 110 BBI60py BTOpPOIO0 MOAYJIsI, OTHOCHUTCA K YaCTU

bopmupyemoii

YY4aCTHHUKaMU OOpa30BaTENbHBIX OTHOIICHUU. [ wu3yueHus kypca TpeOyeTcsi OCBOEHUE
cnenyromux aucuuiuing: «Madopmartukay, «CTaTUCTUYECKUI aHATTU3)»

3. IlepeyeHb IUIAaHUPYEMBIX pe3y/abTATOB O0y4eHHs MO AUCHMILINHE (MOAYJI0),
COOTHECEHHBIX C HHANKATOPAMM JOCTHKEHHUS] KOMIIeTeHIHi

Taoauna 1
Kox no ®1OC NHauKkaTOpbl 10CTHKEHUS IInanupyemble pe3yjbTaThl 00yYeHHS IO
aucuuniune (3YB)
OomenpodgeccuoHaIbHbIE
OIIK-5.3. ®opmynupyer 3HaTh:
NPUHIUITEL, METOBI U CPEACTBA - Byl yrpo3 MC n MeTozbl obecnieueHnst
OIIK-5 peLIeHNs CTaHIAPTHBIX 3a1a4 MH()OPMALIMOHHOI 0€301TaCHOCTH; TIPaBOBBIE
CriocobeH po(heCCUOHAIBHOMN JIEATEIIbHOCTA | OCHOBBI 3aIUTHI KOMITBIOTEPHOM
UCIIOJIb30BaTh Ha OCHOBE MH(OPMAIMOHHOH U uH(popMaIuK; CTaHIapTHI;
COBpEMEHHBIE oubnmorpaduyeckoi KynmbTypel ¢ | YMeThb:
UHQOPMaIOHHEIE npUMeHeHueM HHPOPMAITMOHHO - BBISIBIISITH U OLIEHUBATH YTPO3BI
TEXHOJIOTHHU U KOMMYHHKAIIMOHHBIX TEXHOJOTHH | WHPOPMAIMOHHON O€30MacHOCTH,
porpaMMHbIE U C YYE€TOM OCHOBHBIX TPEOOBaHMI | OOOCHOBBIBATH OPraHH3ALMOHHO-
CpeZIcTBa MpH WHQOPMAIMOHHOHN 0€30MaCHOCTH | TEXHHUYECKHE MEPOTIPHUSATHS 110 3alUTe
peleHnu nHpopmaimu B 1C;
npodeccuoHaIbHBIX Baaners:
3ama4y - HaBBIKAMU PabOTHI C Pa3INIHBIMH

WUCTOYHUKAMH WHPOPMAIIUH;

OIIK-5.4 Pemaet ctannapTHble
3a1a4u npoecCHOHAIBHOI
JeSITeIbHOCTH Ha OCHOBE
UHPOPMAIMOHHOHN H
OoubnmorpaduuecKon KyabTyphl C
NpUMEHEeHueM HHPOPMALTHOHHO
KOMMYHHKAITMOHHBIX TEXHOJIOTHI
Y C y4ETOM OCHOBHBIX TpeOOBaHUHN
WH(POPMAITMOHHOM O€301MacCHOCTH

3HaTh!

- TpeOoBaHUs HHPOPMAITHOHHBIX CHCTEM
YmMmern:

- IPOBOAMTD aHAJIN3 HHGOPMAIIMOHHOM
0e3onacHOCTH 00BEKTOB HH()OPMATH3ALUH
Ha COOTBETCTBUE TPEOOBAHUAM CTaHAAPTOB
B 00J1acTH HH(POPMAIIMOHHON 0€30MIaCHOCTH;
Baagers:

- HaBBIKAMU TTOCTPOCHUS CUCTEMBI
MHGOPMAITMOHHOM 0E30MMaCHOCTH B
YCIOBHSIX JEHCTBYIOIIUX yTPO3,
(hopMHPOBaHMSI KOMILJIEKCA CPEACTB 3aILUTHI




4. O0beM TUCHUILVIMHBI U BUIbI Y4eOHOH padoThI

Taoauna 2
Bcero
Cemectpsl
4acoB/3.e.
Bun yueOHo# padoThl 7 8
(01010) 0300
(01010 0390
KonrakTHas padora (Bcero) 60/1.6 32/0.8 60 32
B Tom uncine:
Jlexuuu 24/0.6 16/0,4 24 16
[TpakTHYyecKHe 3aHATHS 36/1 16/0,4 36 16
CamocrosiTesibHas padora 84/2 3 112/3.1 84 112
(Bcero)
B Tom uncie:
JloKmae! 28/0,7 40/1,1 28 40
U (unu) opyeue 6uovi
CaMoCmosmenbHoU pabomol
[ToaroroBka Kk NpakTUYECKUM 20/0,5 36/1 20 36
3aHSTUSIM
IToAroTroBKa K 3a4eTy 36/1 36/1 36 36
Buja otyeTHOCTH 3ayer 3ayer 3ayer 3a4er
Oomas BCEI'O » 144 144 144 144
TPYAOEMKOCTh Jacax
AMCUUTNIMHBI BCEI'O » 4 4 4 4
3a4. ell.
5. Conepixanue TMCHUNIMHBI
5.1. Pa3nesibl AUCHUNIUHBI M BUABI 3aHATHH
Ta6auna 3
Ne HaunMeHoBaHue pasaeiia Jlekn. IIpakr. Bcero
n/n JAUCHMILIMHBI 0 ceMeCTpam 3aHATHS | 3aHATHSA | 4YacoB
1 Beenenne B nH(pOpManMmoHHYIO 6€301aCHOCTh 2 2 2
2 3anaun ¥ MeTOABl THPOPMAIIMOHHON 0€30MTaCHOCTH 2 2 2
3 Yrpo3sl nHpOpMaMOHHON 0€30acCHOCTH 2 2 2
4 IloTreHnmanbHple IPOTUBHUKHU U aTakU 2 2 2
5 Crangaptel obecnieuenus b 2 2 2
5 OpraHu3aiMoHHO-TIPABOBbIE METO bl UHPOPMAITHOHHO 2 2 2
Oe3omacHoCTH
7 3aKoHOAATEIbHBIN YPOBEHb HH()OPMAIIMOHHON 0€301aCHOCTH 2 2 2
8 AJMUHUCTPATUBHBIN YPOBEHb HHPOPMAIIMOHHOH 0€30MacCHOCTH 2 2 2
Bcero 16 16 32




5.2. JIeKIIMOHHBIE 3aHATUSA

Taoauna 4
No HaumenoBanme pa3jaena
Copaeprxanue pasnena
/1 JTUCIHHUIIINHEI
8 cemecTp
Benenue B nH(GOpMAIMOHHYIO [Monstue "NHpopmanronHas 6€30MacHOCTb'
0e301acHOCTh 1. ITpoGema nHGOpMaITMOHHOHN O6€30IMACHOCTH
of1mecTBa
1' n
2. Onpenenenue nousatus "MuapopmannonHas
0€301macHOCTb"
3. Cocrapsionue HHOOPMAIIMOHHON O€301TaCHOCTH
3amauu U METOIbI 1. 3agaun nHGOPMALMOHHON 6E30MACHOCTH
2 nH(pOpMaIMOHHOM 0€30MacHOCTH | 00IIeCTBa
' 2. YpoBHH (popMuUpOBaHHS peKUMA HHPOPMALTTOHHOM
0€30MacHOCTH
Yrpo3bl HHPOPMAITMOHHON .
3. p $op YTrpo3sl nHpOpMAITOHHOK 6€3011acCHOCTH
0e30MacHOCTH
[ToTeHnManbHBIC TPOTUBHUKH U
4. [ToTeHnManbHBIC TPOTUBHUKA U aTaKU
aTaKu
Crannaptel ooecnieuenus b CrannapTbl HHGOPMAITMOHHON OE30MTaCHOCTH
1. OOGmme kputepun
S. 2. Crangaptsl HHQOPMAIMOHHOHN 0€301MacHOCTH
pacnpeieieHHbIX CUCTEM
3. Cranmaptsl HHGOPMAIIMOHHOW Oe30macHOCTH B PO
Opranu3anoHHO-IIPABOBHIE
. Opranu3alioOHHO-TIPABOBbIE METO/IbI
6. MeTO/1bl HH(OPMAITMOHHOM o
MH(POPMAIIMOHHOHN 0€30MacHOCTH
0€30MacCHOCTH
3aKOoHOJATENbHBIN YPOBEHB 1. IIpaBoBBIE OCHOBBI HH(GOPMAITIOHHOM
MH(pOpPMaLOHHON 0e301macHOCTH 0011IecTBa
0e30MacHOCTH 2. OCHOBHBI€ MTOJIOYKEHHUS BAKHEHIIINX 3aKOHOIATETbHBIX
7. axtoB P® B obnactu nHGOpMaIMOHHON O€30MaCHOCTH 1
3aIUThl UHOPMAITU
OTBETCTBEHHOCTH 32 HApYIIEHUs B cpepe
MH(POPMALIOHHOM 0e30MaCHOCTH
AJMUHUCTPATUBHBIA YPOBEHB 1. Lenwn, 3amaun 1 copiepKaHue aIMUHUCTPATHUBHOTO
8 UH(OPMAIIMOHHON 0€30MaCHOCTH | YPOBHS

2. Pa3paboTka nonuTUKN UHPOPMALIMOHHON
0e30MmacHOCTH




5.3. JIaGopaTOpHBIX 3aHATHII- HET

5.4 llpakTHYecKkne 3aHATHSA

I‘D‘i HaunmenoBanmue pa3aena HaumenoBanue 1a0opaTopHbIX padoT

1. | Ipakruueckas padora Nel. PaGora co cnpaBkoii: cepTrudukatsl, 6e30macHbe

YcraHoBKa U yaajeHue cepTuhUKaTOB. y3I1bl. Y CTaHOBKA U yAajeHue ceptuukaTon. [lonrotoBka
oTyera

2. | IIpakTHueckass padora Ne2. IlepBuuHbIe HACTPOIiKK 0003peBaTeJisi, Ha3HAYEHHE
Hacrpoiika ypoBHs 6e30macHOCTH, Be0-y3J1y 30HbI 0€30MACHOCTH, HACTPOIiKH
KOH(QUACHLINATBHOCTH U aBT03aM0JHEHHSs1, CPeCTB 0€30MacHOCTH
3 PeKTHBHOCTH PAOOTHI TPOTPAMMEBI
INTERNET EXPLORER.

3. | TlpakTuueckasi padora Ne3. AHayiu3 Buael yrpo3 u XxapakTep OpoucX0kKAEHUS yTPo3
YIPO3 M 3alIUIIIEHHOCTH 00bEeKTA

4. | IlpakTnyeckas padora Ned OcBoeHHE CPEICTB aJAMHUHHUCTpAaTOopa  OIEPAOHHON
PasrpanuuyeHue npas nojb3oBarenei | cucremb Windows.
B 3aIIMIIEHHBIX BEPCHSIX
onepaunuoHHoii cucrembl Windows

5. | IlpakTHyeckas padora Ne5 OcBoeHHs CPEICTB agMUHHCTPATOpa W ayluTOpa BEpCUi

omnepannonHoi cuctembr Windows, ripeiHa3HaYEeHHBIX 1S

Peanu3auusi noIMTHKH 0€30MACHOCTH ® OIpeaeNeHHs apaMeTPOB OTUTHKHN 0€30TIACHOCTH;
B BEPCHsIX ONEPANHOHHON CHCTEMbI ® OIpeaEIICHUs ITapaMETPOB MMOJIUTHKHU ayIUTa;
Windows ® [IPOCMOTpPA M OYKCTKH KypHAJIa ayanuTa.

6. | IlpakTuueckasi padora Ne6 OcBoeHne cpencTs omneparuoHHoi cuctembl Windows,

Pasrpannyenue 10CTyna K pecypcam B
BepPCHUAX ONePALMOHHOM CHCTEMbI
Windows

MpeIHa3HAYCHHBIX JJIS:

® pasrpaHWuYCHUs JOCTyla CYOBEKTOB K TamnkaMm |
(hatinmam;

® pasrpaHUYCHUs IOCTyNa CyOhEKTOB K MPUHTEPaM;

® pasrpaHUYCHUS JIOCTyIA K pa3JiesiaM PeecTpa;

e oOecrieueHus1 KOH(UACHIMATBHOCTH AroK U (aiijioB C
TOMOIIBI0 mupyromnieil GpaiaoBoil CHCTEMBI.

6. CamocTosiTeIbHAsI paGoTa CTYA€HTOB

6.1. Bonnpocsl 1J1s1 10K/1a12

Ne TeMbl 1JI51 CAMOCTOATEIHLHOTO H3YUYEeHH S
n/n
1. Ob6ecnevenne nHGOPMAITMOHHON O€30MTaCHOCTH B OAHKOBCKHUX U (DMHAHCOBBIX
CTPYKTypax
2. AHanu3 MUPOBOTO PhIHKA OMOMETPUIECKIX CHCTEM, UCIIOJIb3yEeMbIX B CUCTEMAX

obecniedeHrs HH(HOPMAIIMOHHON 6€30MacCHOCTH

Ananuz MHPOBOI'O pPbIHKA AHTUBHUPYCHOI'O IPOTPAMMHOTI'O obecrneueHUs

DnexTpoHHas ¢ poBas MOANHUCE.

KomnerorepHas npectynHocts B Poccun

Anroputmsl IM(POBOI MOANUCH

CrocoOs1

3allIMTBI ONTICPAIMOHHBIX CUCTEM

3
4
S.
6. Monens yrpo3 uHbopMaiuu Ha Tepputopuu PO
7
8
9

DKOHOMHYECKHE OCHOBBI 3alllUThl KOHGUACHIMAIHLHOW HHGOpMaluu

10. | AHanu3 MUPOBOTO PhIHKA aHTUBUPYCHOT'O IPOrPAMMHOT0 00eCTIeUeHHSI

11. | Ayaut 6€30MacHOCTH KOPHOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEM

12. | be3onacHOCTh 3JIEKTPOHHOM MouThl U IHTEpHET

13. | Buabl u Ha3Ha4eHHWE TEXHWYECKHX CPEICTB 3allUThl MHPOPMALUHU B
IIOMEUICHUAX, UCIOIb3YEMBIX U BEICHMs IEPErOBOPOB M COBEIAHUM




14. | Buasl aynuTa uHhOpMaIMOHHON 0€301MacHOCTH

15. | Boibop nokasaTeneit 3alUIeHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JTOCTYMA K
uHpopMaIU

16. | l'ocynapcrtBenHas cuctema 3auThl HHGpopmaru PO

17. | MeTonpl 3alMThl aylMO M BU3YAJIbHBIX JOKYMEHTOB

18. | Meronpl 3amMThl JTOKYMEHTOB Ha OYMa)KHBIX HOCHTEISIX

19. | Metons! u cpenctBa obecneuenus 6ezomnacuoctu [10

20. | Meronbl CKpbITOM NIepeaayn HHGOpMAIHU

21. | Merosbl 5KOHOMHUYECKOI0 aHall3a CUCTEM MH()OPMAIMOHHOM 6€300aCHOCTH

22. | IIpoGaembl 0€30MaCHOCTH | IYyTH UX PEUICHUSI B COBPEMEHHBIX KOMITBIOTEPHBIX
CeTsIX

23. | CoBpeMeHHbIE TEXHOJIOIMH apXUBUPOBAHUS IAHHBIX

24. | TexHOJIOru: pe3epBHOT0 KOMMPOBAHUS JAHHBIX

25. | YopaBnenue 6€30MacHOCTBIO MPUIIOKEHUH (Ha TPUMepe KOMITAHHH. . ..)

6.2. Bonpochl /151 cAMOCTOATEIBLHOTO H3yUeHus 8 cemecTp

Ne

u/n TeMbl /151 CAMOCTOAITEIHLHOTO H3YYEeHH S

1. [Tpo6eMb1 6€30MaCHOCTH B JIOKAJIBHBIX CETSIX

2. Texnonoruu 3anmuTel Web-pecypcoB OT B3JI0Ma U XaKEPCKHX aTak

3. [Tpo6semMbl 6e30macHOCTH B TI100aTBHBIX CETAX

4, [Tonmtuka nadopmanmonHoi 6e3omnacHoct B PO

5. [Tonutuka nndopmannonnou 6e3omnacuoctu B CIIIA

6. KoHnuenmus 31eKTpoOHHOro T0KyMEHTa U IPO0OJIEMbI IPAaBOBOTO PETYJIUPOBAHUS
ANEKTPOHHO-IIUGPOBOI MOAIUCH

7. Cranpmaptsl mudpoBaHus

8. MeTo/1b1 3a1IMTHI peueBOi HHPOpMAIUU

9. Buibl KOMIBIOTEPHBIX PABOHAPYIICHUM.

10. | MeTo/ibl 3aIMTHI ayTMO U BU3YaIbHbIX JOKYMEHTOB

11. | Merojbl 3alMTHI JOKYMEHTOB Ha OYMa)KHBIX HOCHTEJSIX

12. | Meto/ibl BHEJIpEHHsI IPOTPAMMHBIX 3aKJIaJI0K

13. | Merojpl 3amuThl nHGopManuu B MIHTEpHET.

14. | MeToib! 3a1IMTHI OT MaKpO-BUPYCOB

15. | MeTo/ibl 3alMThI IPOrpaMM OT HECAHKIIMOHUPOBAHHBIX M3MEHEHUI

16. | MeTo/bl 3a1IMTHI peueBOi HHPOpMAIUN

17. | Metonp! u cpeacta 60pbObI CO ClTaMOM

18. | Metons! u cpenctBa obecnedenus 6ezomacuoctu [10

19. | Metobl nepexBara U HaBsI3bIBAaHUSI HHPOpMAIIU

20. | Meronbl nmoucka u cOopa MH(GOpMAIUH.

21. | Merobl CKpbITOM NIepeaayn HHGOpMaIUU

22. | Merosipl 5KOHOMUYECKOI0 aHaJl3a CUCTEM MH(OPMAlMOHHOW 06€301aCHOCTH

23. | Meronpl 3alMThl ayH0 U BU3YaJbHBIX JOKYMEHTOB

24. | Meroapl 3aluThl TOKYMEHTOB Ha OyMa)XHBIX HOCHTEISX

25. | Meronpl BHeIpeHHs MPOrPaMMHBIX 3aKJIa/10K

26. | Meronpl 3aumTsl nHGopMaiu B HTepHeT.




7.

OuneHouHble cpeacrsa

7.1. Bonpocskl k nepBoii py0e:kHOii aTTecTauuu

ook wdE

Beenenue B uHbopManimoHHyr0 6€301MacHOCTb

3amaun 1 MeTOo 16l HHPOPMAIIMOHHOW 0€30IaCHOCTH

VYrpo3bl UHPOPMALIMOHHON 6€30MaCHOCTH

[ToTeHnManbHbIe TPOTUBHUKH U aTaKU

Crannmaptel ooecnieuenus b

3akoHOAaTENbHBIN YPOBEHb MH()OPMAIIIOHHON 0€3011acHOCTH

7.2. Bonpochl KO BTOPO#i py0e:KHOM aTTecTanNu

1.
2.

AJIMHHUCTPATHUBHBIN YPOBEHb HH(OPMAIIMOHHOHN 0€3011acHOCTH
OcHOBHBIE TIOJIOKEHUS TEOPHH HH(DOPMAIIMOHHON OE30MTaCHOCTH

HH(bOpMaI_[I/IOHHBIX CHCTEM

3.

OCHOBHBIC TEXHOJIOTUH MMOCTPOCHUA 3allIUIIICHHBIX 9KOHOMHWYCCKUX

HH(bOpMaHHOHHBIX CHCTCM.

4

S.
6.
7.

Mognens yrpo3 napopmanuu Ha Tepputopun PO

CriocoObl  3aIIUTHI ONEPALUOHHBIX CHCTEM

AHanau3 MUPOBOTO pPbIHKA AHTUBUPYCHOI'O IIPOIPaMMHOTO 00€CTIEUEHUS
KomnerorepHas npectynHocts B Poccun

Obpaszey dbunema pybexcHou ammecmayuu

T'PO3SHEHCKHUM T'OCYJAPCTBEHHBIN HE®TSIHOM TEXHUYECKHUI
YHUBEPCUTET

HMHcTuTyT HMdPOBOii FIKOHOMHKH H TEXHOJIOTHYECKOro MpeANPHHIMATEIHCTBA
I'pymna «9HI'-21(BOHI'-21)» Cemectp _8

Kadenpa «ubopMaiinoHHbIe CUCTEMBI B 9)KOHOMHUKE»
Jucunmumna UHdopmaimonHas 6€301macHOCTh

1. CucreMa 11eH B IPOMBIIUIEHHOCTH
2. Metoabl onpeiesieHHs BEIPYUYKH, (PAKTOPBI, BIUSIOIINE HA €€ BETHUUHY
3. HanpaBnieHust UCIIOJIb30BaHUS BEIPYUKH MIPEATIPUATUS

[Toamuces nmpenoaaBaresns [Toamuce 3aB. kadenpoit

7.3. Bompocsl Kk 3aueTty

NoabkowhE

Beenenue B nHGOpMaIMOHHYIO 6€3011aCHOCTh

3agauu ¥ MeTO/Ibl MHPOPMAITMOHHOW 6€30M1aCHOCTH

Yrpo3sl nHPOpMAITMOHHOW 0€30MMacHOCTH

[ToreHnuanbHbIE TPOTUBHUKHU U aTaKH

Crannmaptel ooecnieuenus b

3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHOMN 0€301MacHOCTH
AJMUHUCTPATUBHBIN ypoBeHb HH(POPMALIMOHHOM 0€30M1acHOCTH



8. OcHOBHBIE TIOJIOKEHUS TEOPUU MH(POPMAITMOHHOM 0€30MMacHOCTH
MH()OPMALIMOHHBIX CUCTEM

9. OcHOBHBIE TEXHOJIOTUN OCTPOCHUS 3ALTUIIEHHBIX YKOHOMUYECKUX
MH()OPMAIIMOHHBIX CHCTEM.

10. Mogens yrpo3 uHdopmaruu Ha Tepputopun PD

11. CrocoObl  3alMTHI ONEPALIMOHHBIX CUCTEM

12. AHanu3 MUPOBOTO PbIHKA AHTUBHPYCHOT'O IPOrPaMMHOT0 0OecTeueHus

13. KommbroTepHas npecTynHocTh B Poccun

Obpaszey bunema x 3auemy (8 cemecmp)
I'po3HeHckuii rocynapcTBeHHbIH HeTAHONH TeXHMYECKHIl YHMBEPCHTET
HNucTuryT undpoBoii IKOHOMHKH U TEXHOJIOTHYECKOT0 MPeINPUHIMATEIbCTBA

Kadenpa «3xkoHOMUKA U yIIpaBICHUE HA TIPEIIPUSTHI
I'pynna "JHI'-21 (BOHI'-21)" CemecTp " 8 ™
Jucuumiamna "UudopmannonHas 6e30nacHOCTh
Buier Ne 1

1. VYrpo3ssl uabopManmoHHO# O6e30MacHOCTH
2. TloreHunaabHBIC TPOTUBHUKU U aTaKU

Ilpenooasamens Ab60dynaee M.K.

3as. kagheopou «HCI» JI.P. Mazomaesa

7.4. Tekymuii KOHTPOJIb

IIpakTuyeckass padora Nel.
VYcraHoBKa U yaaneHue cepTU(UKATOB.

IIpakTuueckass padora Ne2.
Hactpoiika ypoBHs 0e€30MacHOCTH, KOH(PUACHUMUAIBHOCTH U 3()PEKTUBHOCTH

pa6oter mporpammbel INTERNET EXPLORER.

IIpakTnueckas padora Ne3.
AHanu3 yrpo3 ¥ 3alUIeHHOCTH 00BEeKTa.

IIpakTnyeckas padora Ned
Coznanne caMONOAMUCaHHBIX CEPTU(PUKATOB.

IIpakTnueckas padora NeS
Peanu3anus monmTHKM 6€30MaCHOCTH B BEPCHSX OnepainoHHoit cucrembl Windows

IIpakTnueckas padora Ne6
Pasrpanndenue goctyma K pecypcam B BEpCHsX ornepannoHHoi cucremsr Windows



Oopasey npakmuueckoii padbomut
IIpakTnyeckas padora Ne4.
Co3nanue caMONOANMUCAHHBIX CePTUPUKATOB.
1. Pacniucats: Onucanne SSL-cepTudukaros, i 4ero OHU MPUMEHSIOTCS, KaKUX
BUJOB ObIBatoT. Onucanue .pem, .crt, .cer, .key, .csr kiarouei.
2. Haiitu B cetun Uuteprer 3 pecypca mis nokynku Wildcard SSL-ceptuduxatos ¢
HauOoJiee HU3KOU 1IeHOH. B 0TyeT BHECTH CKPUHILIOTHI C YKa3aHUEM LIEH.
3. Ckayatp ¥ YCTaHOBHUTH MOJHYIO 32-OuTHYI0 min 64-6utHyto Bepcuto OpenSSL
(EXE) B 3aBucHMOcCTH OT paspsaHocty Bamieir OC.

Ccouika Ha ckauuBanue https://slproweb.com/products/\Win320penSSL.html

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of OpenSSL). Only installs on é4-bit versions

EXE | MSI (experimental) of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

Winé4 OpenSSL v1.1.1d 43MB Installer | Installs Winé4 OpenSSL v1.1.1d (Recommended for software developers by the creators of OpenSSL). Cnly installs on 64-bit versions of Windows. Note that

EXE | MSI (experimental) this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default

EXE | MSI (experimental) build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.I.Id 30MB Installer | Installs Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local

EXE | MSI (experimental) [and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL v1.1.0L Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of OpenSSL). Only installs on &4-bit versions
of Windows. Note that this is a default build of OpenSSL and is subject ta local and state laws. More information can be found in the legal agreement of the
installation.

[Ipu ycraHOBKe Ha IMyHKTE BEIOOpa MecTa KonupoBanusi DLL-aiinos,
OBA3ATEJIBHO BBIOpath qupexropuio /bin

f[E! Setup - OpenSSL 1110 (7 270 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then click Next.

Copy OpenS5L DLLs fo:
() The Windows system directory

(® The OpenSSL binaries (/bin) directory

3armycTuTh MporpamMmy openssl.exe OT UMEHH aJMUHUCTPATOPA U3 TIAITKH
C:\Program Files\OpenSSL-Win32\bin (B 64-6uTHO#1 Bepcru BO3MOKHO
pacnionoxenue C:\Program Files (x86)\OpenSSL-Win32\bin).

4. Co3naTh caMOIOITMCAHHBINA CepTU(HKAT ClIeays HHCTPYKUUAM. B oTueT BHECTH
CKPHHIIIOTHI IO KaX/IOMY BBITIOJTHSIEMOMY IIary. B HanmMeHoBaHUM (paiiiioB BMECTO
“domain” ucnonb30BaTh Bally (HaMUINIO JATUHCKUMH OyKBaMHU.

Co3anne 3aKphITOrO KITF0Ya M 3a1mpoca Ha MOJIIMTUCh.

YroObl cO3/1aTh 3aKPHITHII KJIIOY M 3aIIPOC HAa MOJMHUCH OTKPBITOTO KITFOYa


https://slproweb.com/products/Win32OpenSSL.html

BBIMIOJTHUTE TaKyl0 KOMaHAY:

[Tocne yero He0OXOIMMO yKa3aTh CICAYIOIINE CBEICHUS Ha JTATHHUIIC:
[] 2x byxeennoe 0b03HaueHue Cmpambl

[ Pecnybnuky

] Hacenennwiti nynkm

[ Hazeanue opeanusayuu — Ceoro pamunuio

(1 Omoen — IT

[ Homennoe ums, uoa «umsn.ru

1 Ceou email

[ Vkazamo kakoti-nubo napons

O Hononnumenvho nazeéarnue komnanuu — Ceoe
UMSL.

req -newkey rsa:2048 -nodes -keyout domain.key -out domain.csr

Country Name (2 letter code) [AU]:RU
State or Province Name (full name) [Some-State]:Chechen Republic
city) []:Grozny
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Zaurbekov
Organizational Unit Mame (eg, section) []:IT
Common Name (e.g. server FQDN or YOUR name) []:rizvan.ru
]

Email Address []:rizvan@mail.ru

n

An optional company name []:Rizvan
( SSL:

[Tonmnuck ceprudukaros.

BrInonHuTe KOMaH/1y /Tl HOAMUCAHHs cepTH(UKaTa cpokoM 365 mHEi:

BHectu B oTuer ckpuHIIOT coaepxkanus manku C:\Program Files\OpenSSLWin32\
bin , r/ie M0 yMOTYaHUIO CO3IAIOTCS KITFOYH.



7.5. Onucanue nmoka3sarejieii 1 KpUTepHeB OLEHUBAHMS KOMIIETEHIMH HAa Pa3jMYHBIX 3Tanax uX (GoOpMUPOBAHUS, ONMUCAHHME HIKAJbI

OlICHUBAaHUA.
Taoaunma 7
Kpurtepuu oneHMBaHus Pe3yJILTATOB 06yYeHHUsT HauMeHoBaHHE
ILiaHupyemMble pe3yJbTaThl 0CBOEHHS KOMIIETEHIHH OLEHOYHOI0
Memnee 41 6aj11a (He 324TEHO) Bouee 41 6a1a (3a4TeHo) cpencTBa

OIIK — 5.3. ®opMynupyeT MPUHITUIIBI, METOIBI U CPEACTBA PEIICHHUS CTAaHAAPTHBIX 3a7a4d MPOo(hecCHOHATBLHOM AeATEIPHOCTH Ha OCHOBE HH(OPMAIIMOHHOK U OHOIHMoTrpaduaecKom
KYJIBTYPBI C MPUMEHECHHEM UH(POPMAITUOHHO KOMMYHHKAIIMOHHBIX TEXHOJIOTUH M C YI€TOM OCHOBHBIX TPEOOBaHMI HHPOPMAIIMOHHON 6€30MaCHOCTH

3HaTh: Buapl yrpo3 C u MeTonbl oOecnieueHus
MHPOPMALMOHHOW 0€30MaCHOCTH; IPABOBBIC OCHOBEI
3aIIUTH KOMIIBIOTEPHOI HH(OpPMAIUN; CTaHIAPTHI

<I>parMeHTaprle 3HaHuA

Henonneie 3nannsa. ChopmMupoBaHHBIE, HO
coZieprKalliie OTAeIbHBIE POOEITHI 3HAHUS.
CopMHupOBaHHBIC CHCTEMATHIECKHE

3HaHUA

Henomnasie YMCHUA. Vmenns IIOJIHBIC,

3amaHus K TeKyuien

aTTeCcTaluu

'YMeTh: BBISIBIATH M OLICHHBATH yIpO3bl HHPOPMAIMOHHOMH

6630HaCHOCTI/I, 000CHOBEIBATh OpraHrU3alMOHHO-

TeXHUYECKHE MEPONpHsITHs N0 3aumre nHpopmarmu B IC

YactuaHbie YMCHUA

JIOITYCKAIOTCST HEOOIBIIINE OIIHOKH.

CdhopMupoBaHHbIC YMEHUS

(KOHTpOJ'ILHBIe BOIIPOCHI,
MMPAKTUYCCKUC SaZ[aHI/ISI),

BJ'I?I)ICTL: HaBbIKaMHU pa60T1>1 C pas3sjiIndYHbIMU UCTOYHUKAMU]

nH(opManum

Yactuaaoe BJIaACHHUEC HAaBBIKaMU

Hecucremarnueckoe MNPUMCHCHUC HABbBIKOB. B
CUCTECMATUYCCKOM NPUMCHCHNHU HABbBIKOB

JAOITYCKAKOTCA np06em,I. VcenemHoe u

CUCTEMATHUYICCKOC ITPUMEHCHUC HABBIKOB

OMIIETHI TPOMEKYTOUHON

aTTeCTalun

OIIK-5.4. YMmeer pemiath cTaHAapTHBIE 33a4k NPO(eCCHOHAIBLHOM NeaTeIbHOCTH Ha OCHOBE HH()OPMALIMOHHOH U O1Onorpadguieckoi KyIbTyphl ¢ IpUMeHeHHEM HHPOPMAIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI M C y4ETOM OCHOBHBIX TpeOOBaHHH MH(POPMAIIMOHHOW 0€30MaCHOCTH.

CcopmupoBaHHbIe, HO CcopmupoBaHHbIE
3HaTh: TpeOOBaHNS HHPOPMAIMOHHBIX CHCTEM ®parmMeHTapHbIC 3HAHUS HemnonHble 3HaHUS | copepxkalye oT/ENbHBIE CHCTEMAaTHYECKHUE
po0eITbl 3HAHUS 3HaHUs
YMeTh: nCronb30BaTh HHYOPMALMOHHEIE, YMeHus NoJHEIE,
KOMIBIOTEPHBIE U CETEBbIE TEXHOJIOTHH B YactuuHble yMEHUs Henonnele yMEHHS | nomycKaroTCs HEQOJIbIIHME CoopmupoBaHHbIe
poeCCHOHATBHOI NesITeTPHOCTH OIUOKH YMEHUs

3a0aHus 011
KOHMPOLHOU

BiageTs: HaBbIKAMH IOCTPOEHUS CHCTEMBI
nH(pOpMaMOHHOI 0E30IaCHOCTH B YCIOBHUSX
ImeficTByrOINX yrpo3, GOpMHUPOBAHUS KOMIUIEKCA
CPEIICTB 3aIUTHI

YactuaHoe BJIaaCHUC
HaBbIKaMH

Hecucremarnueckoe
MIPUMEHEHHUE HABBIKOB

B cucremarnueckom
MNPUMCHCHUU HABBIKOB
JOITYCKAIOTCA HpO6€J’ILI

VYcnenHoe u
CHCTEMATHYECKOE
MIPUMEHEHHE HABBIKOB

pabomol, mecmogule
3a0anus, bunemol
pyoedicHbIX

ammecmauuz}, memabwl

pedepamos




8. OcodeHHOCTH peanusanv TUCHMILIMHBI AJIl HHBAJIHU/I0B U JIMIl ¢ OrPAaHUYICHHBIMH
BO3MOKHOCTSAMH 3/1I0POBbS

JInst  ocymiecTBIEHHMSI TPOLEAYpP TEKYHIEro KOHTPOJS YCHEBAEMOCTH M IPOMEXKYTOYHON
aTTeCTaluu 06yan0Luch;1 CO31aHbI (1)OHI[BI OIICHOYHBIX CPCACTB, aAallTUPOBAHHLIC IJI1 MHBAJIWIOB U
JHUIl C OrPAaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI W TIO3BOJISIIOIIME OLCHUTh JOCTHXKCHHUE HMH
3aIlJJaHUPOBAaHHBIX B OCHOBHOM 00pa30BaTeNbHONW MpOrpaMMe pe3yiabTaTOB OOyYeHHs W YPOBEHb
c(OPMUPOBAHHOCTH BCEX KOMIICTCHIMH, 3asBICHHBIX B oOpa3zoBaresbHON mporpamme. dopma
IMPOBCACHUA TCKyH_[eI\/JI aTTecranuu JJIsL CTYACHTOB-UHBAJIN 0B YCTaHaBJIMBACTCA C YUeTOM
VHJIMBHYIBHBIX TMCUXO(U3NYECKHNX OCOOCHHOCTEH (YCTHO, MMCBMEHHO Ha Oymare, MHUCbMEHHO Ha
KoMmIbioTepe, B (opme TecTupoBaHuss W T..). [Ipu TecTupoBaHMM Ajsl CIA0OBHUIAIINX CTYACHTOB
UCTIONB3YIOTCSI (DOHABI OLIEHOYHBIX CPEACTB C YKPYMHEHHBIM mpudToM. Ha sKk3amMeH mpwuriamaercs
COIIPOBOXKIAIOIINKM, KOTOpPBIM  oOecreynBaeT TEXHUYECKOE CONMPOBOXKJIEHHE CTyaeHTy. [lpu
HEOOXOIMMOCTH CTYJCHTY-UHBAIHIY MPEAOCTABISIETCS TOMOJHUTEIFHOE BPEMS sl IIOATOTOBKU OTBETA
Ha »JkK3aMeHe (wim 3adere). OOywaromuecs ¢ OrpaHMYEHHBIMH BO3MOXHOCTSMHU 3J0pOBbS U
oOydJaromuecs: WHBAIHIBl O00ECHEYMBAIOTCS IEYAaTHBIMH M DJEKTPOHHBIMH  00Opa30BaTEIbHBIMU
pecypcamu (TporpamMmbl, ydeOHBIC IOCOOHMS JUIsi CAMOCTOATEIbHOW paboTel W T.O0.) B ¢opMax,
alalTHPOBAHHBIX K OTPAaHMYCHUSAM X 3[J0POBBS U BOCHPHUATHS HH(OPMALIUH:

1) AJI1 UHBAJIMAOB U JIMI C OrPaHUYCHHBIMH BO3MOKHOCTSAMU 3JOPOBLA MO 3PCHUIO:

- JAJAS  CcJembIX: 33JaHUS JUIA BBINOJHEHHWS HA CEMHHApaX W TPAKTUYECKHX 3aHATHIX
oopmisitoTest  penbedHO-TOUeYHBIM mpudTOoM bpaiinsg uam B BUAE 3JIEKTPOHHOTO JIOKYMEHTA,
JOCTYITHOTO C TIOMOIIBIO KOMITBIOTEpA CO CIEIHATM3UPOBAHHBIM IIPOTPAMMHBIM OOECIIeYeHUEM JUIS
CJICTIBIX, JIM0O0 3aYUTHIBAIOTCS ACCUCTCHTOM, IITMCbMCHHBIC 3alaHUA BBIIIOJIHAOTCA Ha 6YMaF€ peJII)GCpHO-
ToYeyHbIM mmpudToM bpainis WM Ha KOMIBIOTEpE CO CHEHUATU3UPOBAHHBIM IPOTPAMMHBIM
oOecrieyeHreM ISl CIENbIX OO HAaTUKTOBBIBAIOTCS ACCHUCTEHTY; OOYYAIOIIUMCS ISl BBITOJHEHHS
3a7aHusl IPU HEOOXOAMMOCTH TPEIOCTABIISCTCS KOMIUIEKT NMHUCHMEHHBIX MPUHAIICKHOCTEH 1 Oymara
UIST  TUChbMa  penbedHO-TOYCeYHBIM mpudToM bpaiinsg, KOMObBIOTEp CO CHENUATH3UPOBAHHBIM
POTrPaMMHBIM 00€CIICYCHHEM ISl CIICTIBIX;

- VI cAa00BHASAIIMX: 00eCTieunBaeTCs MHIUBUAYAIbHOE PAaBHOMEPHOE OCBEIICHHE HE MEHEe
300 mrokc; oOywaromMcs Ui BBIIOJHEHUWS 3aJaHusl NpU HEOOXOAWMOCTH MPEIOCTaBISACTCS
YBEIMYMBAIONIEE YCTPOWCTBO; BO3MOXKHO TAaK)K€ MCIIONB30BaHUE COOCTBEHHBIX YBEIMYHBAIOIINX
YCTPOWCTB; 3alaHMsI AJIsI BBITIOJITHEHNUS 3aJlaHUH O(OPMIISIFOTCSL YBEJIMYEHHBIM MIPH(PTOM;

2) IS THBAJIWJIOB U JIIl C OTPAaHUYEHHBIMH BO3MOKHOCTSIMU 3/I0POBbS MO CJIYXY:

- VISl TUIYXUX U CJIa00CabIAIMX: 00eCcIIeuyBaeTCsl HaIMYUe 3BYKOYCHIIMBAIOIIECH anmnaparypsl
KOJIJIEKTHBHOTO MIOJIb30BAHMUS, npu  HEOOXOAMMOCTH o0yJaromuMcsi  TPEAOCTaABISAETCS
3BYKOYCWJIMBAIOLIasl — anmaparypa HWHAWBUIYAJbHOTO TIOJb30BAaHUS; MPEJOCTAaBISAIOTCA  YCIYTH
CYpJIOTIEPEBOTUNKA;

- NI CJeNorJyXHX JIONyCKaeTcs TMPHUCYTCTBHE AaCCUCTEHTa, OKAa3bIBAIOLIETO YCIYTH
TudIoCcypaonepeBoiUMKa (MIOMUMO TpeOOBaHMI, BBIMOIHAEMBIX COOTBETCTBEHHO [UIsl CHENbIX U
TIIyXUX);

3) AJid A C TSOKCJIBIMU HAPYIICHHUAMU PEUH, TIIYXHUX, cna6ocm)1manmx JICKOUU U CEMHHAPHbI,
POBOJUMBIE B YCTHOM (hopMe, MPOBOAATCS B MUCbMEHHOH (opme;

4) nJisi UHBAJUJOB U JIUI C OTPAHMYECHHBIMU BO3MOYKHOCTSAMU 30POBbS, HMEKOIINX HAPYIIECHH I
ONOPHO-IBUIATEIbHOI0 aNNapara:

- IJid JIM ¢ HAapYWICHUAMH OIOPHO-ABUTAaTCIIBHOI'O allmapara, HapymICHHUAMHW JABUTATCIIBHBIX
(GYHKUIMH BepXHMX KOHEYHOCTEW WM OTCYTCTBHEM BEpPXHHUX KOHEYHOCTEH: NHCbMEHHBbIE 3aJaHUs
BBITIOJIHAIOTCA Ha KOMIIBIOTEPE CO CICHUAIM3UPOBAHHBIM IMIPOrpaMMHBIM oOecrieyeHrEM WU
HA/IMKTOBBIBAIOTCSl ACCHUCTEHTY; BBIMOJIHEHUE 3a/laHUil (TECTOB, KOHTPOJBHBIX padoT), MPOBOAMMBIE B
nuchbMeHHOU (hopMe, IPOBOJATCS B YCTHOM (popMe ImyTeM orpoca, 6ecebl ¢ 00ydaroumcs.



9. YueOHO-MeTOqHIECKOE U HH(POPMALHOHHOE 00ecTeYeHne TUCIUIITMHBI

9.1. JIutepaTtypa:

1. 3amura uHGOpMAIK B KOPHOPATUBHBIX MH(OPMAIIMOHHO-BHIUUCIUTENbHBIX ceTsax/ rHarbes
B.A.,2013 — bu6moreka ITHTY;

2. Beenenue B nunpopmannonnyto 6ezonacHoctb/Mamok A.A.-2011. — bubmmoreka ITHTY;

3. Uadopmarnmonnas 6e3omacHocTh U 3ammra uaHGopmarmu/I'pomos F0.10.,2017. — bubnuoreka
I[THTY;

4. Bacunbes, B.W. NHTenneKTyanbHble CUCTEMBI 3aIIMThl HHGopManuu /MamuHoctpoenue, 2019
— ObC «JIanbpy;

5. ®omun [1.B. MadopmanmonHas 6€30macHOCTh [ DNEKTPOHHBIN pecypc]: y4eOHO-METOUIEeCKOe
nocobue mno aucuuiimHe «HHpopMannonHas 0€30MacHOCTb» JJisi CTYJEHTOB 3KOHOMHYECKHX
crienuanbHOCTE! 3a09HO opmbl 00yuenus/ @omun [1.B.— DnexTpoH. TekcToBbIe AanHble.— Caparos:
BysoBckoe o6pazoBanue, 2018.— 54 c¢.— Pexum pocryna: http://www.iprbookshop.ru/77320.html.—
OBbC «IPRbooks»

6.AaucumoB A.A. MenemxMeHT B cdepe HHDOpPMAIMOHHOW O€30macHOCTH [DIEKTPOHHBIN
pecypc]/ AnucumoB A.A.— DIEKTpOH. TEKCTOBbIe JaHHbIe.— M.: HHTepHeT-YHHUBEPCUTET
Nudopmanmonnsix  Texnomormii  (MHTYUT), 2016.— 212 c¢—  Pexum  pgocryna:
http://www.iprbookshop.ru/52182.html.— 3bC «IPRbooks»

HNHaTepHeT-pecypcesbi:

1. http://internetsecure.ru/ InternetSecure.ru — 6e30MacHOCTh B UHTEPHET — HAOOP TEXHOJIOTHI
U POrpamMM JiIsl pabOTHI B CETH U C KOMITBIOTEPOM

2. http:/lwww.securityportal.ru/ Security Portal .RU — cBenenus no 3amure nHbopmaruu,
3alIUTe IPUBATHOCTH, OE30MIACHBIM CETEBBIM B3aUMOJICHCTBUSAM, KPUIITOTPAPHH.

3. http://www.oszone.net/6213/ Obecnieuenue 6e30mMacHOCTH eTei mpu padore B UHTepHET
(cTaThs, CCHIIKH, MaTEPHAIIBI)

10. MaTepuaabHO-TEXHUYECKOE o0ecniedeHue TucHUMIUHbI «UHpopManuoHHas 6€30MacHOCTb

10.1. Jlns mpoBeneHHsI KadyeCTBEHHOTO OOYYCHHS B JIa0OpaTOPHM  MCIIOJIB3YETCS MPEIOCTABICHHOE
BeIyIINMH (pUpMaMH-pa3paboTINKaMU COBPEMEHHOTO YPOBHS MPOTPAMMHOE 00ECTICUCHHE.

1. Google Chrome.

2. TIpasosas C «I'apanTt +», «KoHCynbTaHT»

3. Dnexrponusi 3aMok "Co60s"

4. (C3HU or HCJI Secret Net

B nabGopatopuu copepikaTcs dNEKTPOHHBIE BEPCHHU METOAMYECKUX YKa3aHUH K JTaOOpaTOpHBIM paboTam,
BOTIPOCHI K IK3aMEHY.

10.2. llomenienue 1iist caMmoctosTenbHOM padoTh! (I'MaBHbI yueOnsblit kopiryec @T'BOY BO «I'po3nenckuit
TOCY/IapCTBEHHBIN HEPTSIHONW TeXxHW4YecKuil yHuBepcuteT» 364902, YeueHnckas pecmyOnmka, T. ['po3HBIH,
npocnekT nM. X.A. Hcaera, 100.

Aynutopus ocHaleHa HeoOX0AMMOH KOMITBIOTEPHON TEXHUKOM, B HATMYUH ecTh HeoOoxoaumoe [10:

WinPro 10 RUS Uprgrd OLP NL Acdmc;

OfficeStd RUS OLP NL Acdmc (mpaBo Ha ucmonb3oBaHue corsacHo Kontpakty Ne 267-DA/19 or
15.09.2019 r.) Cucrema 'APAHT (nponuerapHas JUIIEH3U)

Visual Studio-(Freemium)

1C Ilpeanpusarue morosop ot 02.12.2020 perucrpanioHHble HOMepa NpoaykToB (9334859; 9334952)
Sublime Text- (oTKpbITHII 1OCTYIT)

Notepad-++ (OTKPBITHIH JOCTYTI



Ipuioxxkenue
MeToanuyeckne yKa3aHus 10 OCBOCHUIO TUCUUILIMHBI AAHpopMannoHHasi 0e30IIACHOCTD)

1. Meroauyeckue yka3aHusi il OOyYAIOIIMXCS MO IUIAHUPOBAHUIO W OPraHU3ALMHU
BpeMeHH, He00X0AMMOro0 /IJIsl 0CBOEHUS! THUCHUIIMHBI.

N3yyeHne pekoMeHIyeTcs HadaTh C O3HAKOMJICHHS C pabodeld NporpaMMol JWCIMIUIMHBI, €€
CTPYKTYpOHl M coJepXaHHeM pa3ieiaoB (Monyneil), (OoHIOM OLEHOYHBIX CPEICTB, O3HAKOMHUTHCS C
y4e0HO-METOJMUECKUM M HH(POPMAITMOHHBIM 00eCTIeYeHUEM JANCIUITIIHHBL.

Hucuumumna «MHpopmanronHast 6€30IaCHOCTB» COCTOUT M3 6 CBSI3aHHBIX MEXKIYy COOOI0 TeM,
o0ecIeunBarONINX MOCIIEI0BATEIFHOE H3YUYEeHHE MaTepuraa.

Oo6yuenne no gucuuiumHe «MHbopManonHas 6€30MaCHOCTbY» OCYIIECTBIISIETCS B CIEIYIOLINX
dbopmax:

1. Aypuropssle 3aHsaTHS (Jekuuy, [IpakTuueckue 3aHsTHs).

2. CamocrosTensHas padoTa cTyaeHTa (MIOArOTOBKA K JICKLHUSAM, JTa0OPAaTOPHBIM 3aHSATHAM,
pedepatam u HHBIM (popMaM MHCbMEHHBIX padoT, MHIUBUAYaIbHAsI KOHCYJIbTALNS C IPETOAABATEIIEM).

3. UutepakTtuBHBIC (OPMBI TPOBEACHUS 3aHATUH (JIEKIMSA-AUCKYCCHS, T'PYIIIOBOE PpEIICHHE
Keiica u 1p. GopMBbI).

VYueOHBIli MaTepuall CTPYKTYPUPOBAaH M U3yYCHUE AWCIMIUIMHBI IPOM3BOAMUTCS B TEMATHUECKON
nocienoBarenbHOCTH. KakoMy 1abopaTOpHOMY 3aHATHIO M CAMOCTOSITEIIbHOMY HM3YYEHHUIO Marepuasa
IpeNIeCTBYET JEeKIUs 0 JAaHHOH Teme. O0ydaronecss caMOCTOSATEILHO POBOJST MPEIBAPUTEIHHYIO
MOJTOTOBKY K 3aHATHIO, IPUHUMAIOT aKTMBHOE M TBOPYECKOE y4acTHE B OOCYXKIECHHH TEOPETHYECKUX
BOIIPOCOB, pa30ope MpoOJIEMHBIX CHUTYallMii W TIOMCKOB NyTeld HX pemeHus. MHorue mnpoOiIeMsl,
U3ydaeMble B Kypce, HOCSAT IMCKYCCHOHHBIM XapakTep, YTO HPEIIoiIaracT WHTEPAKTUBHBIA XapakTep
IPOBEJICHUS 3aHATHI Ha KOHKPETHBIX IPUMEpax.

Ornucanue mociieI0BaTeIbHOCTH IEHCTBUM 00y4aroerocs:

[lpy w3yyeHMH Kypca ClAyeT BHUMATENBHO CIYIIaTh W KOHCIEKTHPOBaTh Marepual,
U3JIaraeMblil Ha ayUTOPHBIX 3aHATHAX. /)1 €ro MOHMMAaHus M KAaY€CTBEHHOTO YCBOCHHS PEKOMEHTYeTCSI
ClIeIyIoIIast MOCIeA0BaTEeIbHOCTD ICHCTBUIA:

1. Tlocne okoHYaHMS Yy4eOHBIX 3aHATUH IJIsl 3aKPEIUICHHs MaTepraja IMPOCMOTPETh U 00ayMaTh
TEKCT JIEKI[UH, IPOCTYIIaHHON CEroHsl, pa3oOpaTh paccMoTpenHbie mpumMepsl (10 — 15 MunyT).

2. Ilpu moAroTOBKE K JIEKIIMU CIEAYIOIIEro JHS IOBTOPHUTH TEKCT MPEIbIIyIIeH JIeKIHH,
HO/yMaTh O TOM, Kakasi MOXKeT ObITh crieyromas Tema (10 - 15 munyT).

3. B rteuenme Hemenu BBIOpPATH BpeMs ISl paOOTHI C TUTEpaTypoil B Oubmuoreke (mo 1 gacy).

4. Tlpu moAroToBKE K J1aOOPaTOPHOMY 3aHSATHIO TOBTOPUTH OCHOBHBIE MOHSATUS IO TEME,
U3Yy4UTh NPUMEpHI. Pelasi KOHKPETHYIO CUTYaIHIo, - TMPEABAPUTEIBHO TOHATh, KaKOW TEOPETHUECKUI
MaTepHal Hy>KHO MCIOJIb30BaTh. HaMeTuTh miiaH peueHus, nonpodoBaTh Ha €ro OCHOBE peuuTh 1 - 2
NPaKTUYECKHE CUTYaIlHH.

2. Meroanyeckne yKazaHus 10 padoTe 00y4aommXxcsi BO BpeMsi IPOBEICHHU JTeKIH .

Jlekuy JaroT 00YYarONUMCSI CHCTEMAaTU3UPOBAHHBIE 3HAHUS 1O TUCHUIUTMHE, KOHIIEHTPUPYIOT
UX BHHMMaHHE Ha Haubojee CIOXKHBIX M BaXHBIX Bompocax. Jlekuun OOBIYHO H3JIArarTcs B
TPaIUIIMOHHOM WJIM B MPOOJIEMHOM cTmiie. J[si cTyneHTOB B OOJBIIMHCTBE CIydaeB B MPOOJIEMHOM
crune. [IpoGieMHBI CTUIL MO3BOJIAET CTUMYJIMPOBaTh AKTUBHYIO ITO3HABATENbHYIO ESITEIbHOCTD
o0yJaromuxcst U HMX HHTEpeC K IUCHUIUIMHE, (OPMUPOBATH TBOPUECKOE MBINIICHHE, NMPHOErate K
IPOTHBOIOCTABIEHUSIM M CPaBHEHMSM, JelaTh 0000IIEHHs, aKTUBU3UPOBAaTh BHUMaHUE OOYUYaIOIIMXCs
IyTEM ITOCTaHOBKH MPOOJIEMHBIX BOIIPOCOB, TIOOMIPATH JIUCKYCCHIO.

Bo Bpems JIEKIIMOHHBIX 3aHATHIA PEKOMEHIYeTCsl BECTH KOHCIIEKTHPOBAaHUE yUeOHOTO MaTepHara,
oOpamiath BHUMaHHe Ha (OPMYJIMPOBKH M KaTErOPWH, PACKPHIBAIOIINAE CYTh TOTO WJIM WHOTO SIBJICHUS,
WY TIPOLIECCOB, BBIBO/IBI M MPAKTUYECKHE PEKOMEH/IAIUH.

KoHcmiekT neknum Jydine moapasfessaTh Ha IyHKTBI, COOJNOJas KPacHYI CTPOKY. DTOMY B
OONBIION CTENeHW OYAYT CIOCOOCTBOBATH BOMPOCH IUIaHA JICKIUH, TPEAIOKEHHBIE MPETO1aBaTelIsIM.
Crnenyer oOpamaTh BHMMaHME Ha AaKIIEHTBI, BBIBOJIbI, KOTOpBIE JeNaeT NpenojaBaTeib, OTMedas
HanOoJiee Ba)KHbIE MOMEHTHI B JICKIIMOHHOM MaTepHalie 3aMeuaHusIMH

«BAXHOY», «XOPOIIO 3allOMHUTH» MU T.NM. MOXHO JenaTh 3TO U C TOMOIIbI0 Pa3HOLBETHBIX
MapKepOB WIIH Py4YeK, O JICPKUBAsi TEPMHUHBI U OTIPEICIICHHSI.

Ienecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHCTEMY COKpalleHui, abOpeBHaTyp M CHMBOJIOB.



OpHako mpu JanbHeime paboTe ¢ KOHCIIEKTOM CHMBOJIBI JIy4Ile 3aMEHUTh OOBIYHBIMU CIIOBAMH JIJIS
OBICTPOrO 3pUTELHOTO BOCIIPUITHS TEKCTA.

PaboTast Hag KOHCIIEKTOM JIEKIUH, HE0OX0AUMO UCIIOIB30BATH HE TOJIBKO OCHOBHYIO JIUTEPATYDY,
HO W Ty JHUTEpaTypy, KOTOpPYIO JOIMOJIHUTEIbHO PEKOMEHIIOBaN IpernojaBaTenb. VIMEHHO Takas
cepbe3Has, KpomoTiuBas paboTa C JEKIUOHHBIM MaTepHUajoM TIO3BOJIUT TIIYOOKO OBIAJCTh
TEOPETUUYECKUM MaTEPHATIOM.

Temaruka nekuuil gaercs B paboueil mporpaMme JTUCHUIUIMHBIL.

3. MeToanueckue ykazaHusi 00y4arOIMMCsl M0 MOAT0TOBKE K NMPAKTHYECKUM/CEMUHAPCKUM
3aHATHAM.

Ha nmpaktuueckux 3aHATUSAX NPUBETCTBYETCS AKTUBHOE Y4acTHe B OOCYXJACHUM KOHKPETHBIX
CUTYyalMid, CHOCOOHOCTh HA OCHOBE TOJYYEHHBIX 3HAHUM HAXOIUTh HanOosee 3((EeKTUBHBIC PEIICHHS
MOCTaBJICHHBIX MpoOJeM, yMeTh HaXOAWUThb TIOJE3HBIM JOMOJHUTENbHBIA MaTepuaa IO TeMaTHKe
CEMHHAPCKHUX 3aHATHI.

CryneHTy peKOMeHIyeTcs CeIyromiasi cxema MoArOTOBKM K CEMUHAPCKOMY 3aHSTHIO:

1. O3nakomyieHHME C IUIAHOM IIPAaKTHMUYECKOTO 3aHATHSA, KOTOPBIM OTpa)kaeT coJepiKaHue
MPEIOKEHHON TEMBIL;

2. TlpopaboTaTh KOHCHEKT JIEKIIUN;

3. ITlpounTtaTh OCHOBHYIO U AOMOJHUTEIBHYIO IUTEPATYPY.

B npouecce noAroToBKy K NpakTUYECKUM 3aHATUSAM, HEOOXOUMO 00paTUTh 0COOOEBHUMAaHUE Ha
CaMOCTOSITENIbHOE H3Y4YeHHE PEKOMEHJOBaHHOW JuTeparypbl. [Ipu Bcell MOTHOTE KOHCHEKTUPOBAHUS
JEKIMU B HEW HEBO3MOXKHO M3JI0XKHUTh BEChb MarepHuall HM3-3a JIMMHUTA ayJUTOPHBIX 4acoB. [loatomy
camocrosTenbHas paboTta ¢ yueOHUKaMH, Y4eOHBIMH MOCOOUSAMH, HAYYHOH, CIIPAaBOYHON JUTEPaTypOH,
MaTepuajaMH TEepHOANYecKuX u3manuii u WHTepHera sBisietrcss Hamboiee 3((EeKTHBHBIM METOIOM
MOJTyYeHUs! JTOTIOJHUTENbHBIX 3HAHWM, MO3BOJISET 3HAYMTEIHHO AaKTUBU3MPOBATH IMPOLIECC OBIAJACHUS
uH(popMaIie, crmoco0cTByeT Oosee TIIyOOKOMY YCBOCHHIO H3y4aeMOro marepuana, (GopMUPYeT Yy
CTYJECHTOB OTHOIIIEHHE KKOHKPETHOM mpobiieMe. Bce HOBbIE MOHATHS M0 U3y4aeMON TeMe HE0OXOIUMO
BbIYYUTh HaU3yCTh U BHECTH B IJIOCCAPHl, KOTOPBIH 11€1€CO00pa3HO BECTH C CaMOT0 Hauyajia U3y4eHHs
Kypca;

4. OTBeTUTh Ha BOIPOCHI IJIaHA PAKTUUECKOTO 3aHATHUS;

5. BBINOIHUTH JOMAITHEE 3a/1aHuE,;

6. IIpopaboTtaTh TecTOBbIC 3aJaHHS U 33/1a4H;

7. Tlpu 3aTpyaHeHusix chopMyIupoBaTh BOMPOCH! K MPENOAaBaATEIIIO.

Pe3ynbrar Takoi paGoThl TOJKEH NMPOSBUTHCA B CIIOCOOHOCTH CTYJEHTa CBOOOJIHO OTBETHUTh Ha
TEOpPETUYECKHE BOIMPOCHl NPAKTUKyMa, BBICTYNATh W YYacTBOBaTb B KOJUIEKTUBHOM OOCYKIEHUU
BOIPOCOB M3Y4aeMOM TE€Mbl, IPABUJILHO BBIMOIHATH MPAKTUYECKUE 3a/1aHNs UM WHbIE 33JJaHUs, KOTOphIE
JaroTcs B (POHJIE OLIEHOYHBIX CPEICTB AUCIUIIUHBI.

4. MeToauyeckne yKazaHusi 00y4arIMUMCs M0 OPraHUu3alui caMOCTOATEIbHOI padoThl.

Ilenp  opraHu3alMu  CaMOCTOSTENbHOM  paboThl 1o  aucuuiuinHe  «MH(popMmaroHHas
0€30MacHOCTh B 3KOHOMHUKE» - 3TO yIIIyOJIEHHE U PACIIMpPEHNEe 3HAaHUI B 00J1aCTH T'YMaHUTAPHBIX HayK;
(dopMHpOBaHUE HABBIKA U HHTEPECA K CAMOCTOATENIbHOM 1M03HaBaTEIbHOMN 1€ TEIbHOCTH.

CamocrosiTenpHas paboTa 00ydJarOImMXCs SIBJSETCS BAXKHEUIIUM BUIOM OCBOCHHS COACPIKAHUS
JUCLUIUIMHBL, TTOATOTOBKHU K MPAKTHUYECKUM 3aHATHAM M K KOHTpOJIbHOU pabote. CroJa e OTHOCATCS U
CaMOCTOSITENIbHOE YINyOJEeHHOE U3Yy4YEeHHE TeM IUCHUILUIMHBL. CaMocTosdTenbHas pabdoTa MpeicTaBIseT
CcOOOH TOCTOSSHHO JEHCTBYIOIIYIO CHCTEMY, OCHOBY OOpa30BaTeIbHOTO TMpolecca M HOCUT
UCCJIEIOBATEIbCKUNA XapakTep, YTO MOCIYXHUT B OyJIyllleM OCHOBAHHMEM JMJI HAlUCAHMs BBITYCKHOM
KBAJTM(PUKAIIMOHHOHN paboThl, MPAKTUYECKOTO MPUMEHEHHUS OJTYYEHHBIX 3HAHUH.

Opranu3zaiys caMOCTOSITENIbHON paboThl 00y4alOUIMXCsSd OPUEHTUPYETCS] HAa aKTUBHBIE METObI
OBIIQJICHUSI 3HAHUSIMM, pa3BUTHE TBOPUYECKMX CHOCOOHOCTEH, MmepexoJ] OT MOTOYHOIO K
VHAMBUAYAIM3UPOBAHHOMY 00YYEHHIO, C YUETOM NMOTPeOHOCTEN 1 BO3MOXKHOCTEHN JINYHOCTH.

[IpaBunbHass oOpraHu3alsl CaMOCTOATENBHBIX YYE€OHBIX 3aHATHH, HX CHCTEMaTHUYHOCTb,
1esnecoo0pa3Hoe MIaHuPOBaHHE pabovyero BpeMeHH MO3BOJIET CTY/IEHTaM pa3BUBATh YMEHUS M HaBBIKU
B YCBOGHHHM U CHCTeMaTH3allMl NpuoOpeTaeMbIX 3HaHHM, oOecrneynBaTh BBICOKUH YpOBEHb
yCIIEBAEMOCTH B MEPHO 00yUEHUs, TOJTyYUTh HAaBBIKH MMOBBIIICHUS TIPOPECCUOHATBHOIO YPOBHSI.

[loaroroBka K MpPakTHUYECKOMY 3aHSATHIO BKIIOYAET, KpPOME TMpOpabOTKH KOHCIEKTa W
NpPE3CeHTAllMK JIEKLWH, TOMCK JHUTeparyphl (MO pPEKOMEHJIOBAHHBIM CHHCKaM W CaMOCTOSTEIbHO),
MOJIFOTOBKY 3arOTOBOK ISl BBICTYIUIEHHH MO BOIIPOCAM, BBIHOCUMBIM ISl OOCYX/I€HUS MO KOHKPETHOM
teme. Takue 3aroTOBKM MOTYT BKJIIOYATh LUTATHl, (DAKThl, COMOCTABICHHE PA3JIMYHBIX IO3ULIHMA,



coOcTBeHHBIe MbIcHU. Ecnm mpobiema 3amHTepecoBana oOOy4aroIlerocsi, OH MOXET MOATOTOBUTH
pedepar U BBHICTYIUTH C HUM Ha MPAaKTUYECKOM 3aHATUH. [IpakTHueckoe 3aHsATHE - 3TO, MPEXKIE BCETO,
TUCKYCCHsI, 00CYKJIEHUEe KOHKPETHOW CUTYallid, TO €CTh MPEAnoiaraeT yMeHNe BHUMATEILHO CIYIIATh
YWICHOB MaJOM Tpymnmbl U MOJAEpaTopa, a TaKKe cTapaThCsl BhICKa3aTh CBOE MHEHHE, BBICKA3bIBATH
COOCTBEHHBIE UJIEU U MPEUIOKEHNUS, YTOUHATHU 337aBaTh BOMPOCH KOJIJIETaM 10 00CYKICHHIO.

[Ipn moAroToBKE K KOHTPOJIBHOW paboTe OOYYAIOIIMICS JOJDKEH ITOBTOPSTH IPOUICHHBIN
MaTepual B CTPOIOM COOTBETCTBHM C Y4YE€OHOW MPOrpaMMOM, HUCMONB3ysd KOHCHEKT JeKIUH |
JUTEepaTypy, PEKOMEHJIOBaHHYI0 mpemnojaBareieM. [Ipu HEOOXOAMMOCTH MOXKHO OOpaTUThCA 3a
KOHCYJIbTAIlel ¥ METOIMYECKOM MOMOIIBIO K MPEIo1aBaTeto.

CamocrosTenbHas paboTa peanusyercs:

—  HENOCPEICTBEHHO B MPOIECCe ayAUTOPHBIX 3aHATUH - HA JIEKIUAX, TPAKTHUECKUX 3aHATHUSAX;

— B KOHTaKTe C IpernojaBaTelieM BHE PaMOK pPAacCHUCAHMs - Ha KOHCYJIbTAIUSAX MO y4eOHBIM
BOIPOCAaM, B XOJI€¢ TBOPYECKHX KOHTAKTOB, MPH JHMKBUAALUUHN 3aJ0JDKCHHOCTEH, MPH BBIIOJIHEHUU
WHAUBUAYAJIbHBIX 3a/1aHUM U T.1.

— B Oubnmorexke, J1oMa, Ha Kadeape TMpPH BBHIMOTHCHHA OOYJarOIIMMCS Yy4YEOHBIX U
MPAKTUYECKHX 3ajau.

Bunst CPC u kpuTepuu o1ieHOK
(o 6amtbHO-peiiTuHTrOBOM cucteme [ THTY, CPC onenuBaercs B 15 6aiion)

1. Joknan

Tembl a5 caMOCTOSITENBHONM pPAa0OTHI MPOMHCAHBI B palouell mIporpamMme JAUCHUILIIHHBL
D¢ eKTUBHBIM CPEICTBOM OCYIIECTBICHHS OOYYalOIUMCS CaMOCTOSITETIbHONH Pa0OTHI SIBISCTCS
AIEeKTpOoHHas HHGOPMAIMOHHO-00pa3oBaTeIbHas Cpela YHUBEPCUTETa, KOTOpasi 00eCreurnBaeT JOCTyH K
y4eOHBIM TIaHaM, paboduM ImporpamMMmaM JUCHUIUIMH (MOIYJei), IPaKTUK, K M3IaHUSAM DJIEKTPOHHBIX
OMOTMOTEYHBIX CHCTEM.
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