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1. lleau u 3a1a4M OCBOECHUS M CUUNJINHBI

Henbro wu3ydeHUs] AUCLUILUIMHBI SIBJISETCS O3HAKOMIJIEHME CTYJIEHTOB C OCHOBHBIMU
MOHATUSAMH M OIpENeICHUsIMI HH(POPMAITMOHHON 0e30MacHOCTH; HWCTOYHHUKAMHU, PUCKaMU U
dopmamu atak Ha wuHpOpMANMIO, Yrpo3aMHu, KOTOPBIMH IMOJBEpraercs HHPOpMAIus;
BPEJOHOCHBIMU MPOTrpaMMaMHM; 3alIUTONM OT KOMIIBIOTEPHBIX BUPYCOB U JIPYTMX BPEIOHOCHBIX
nporpaMmamM; METOJaMU W CPEICTBAMH 3aIlUThl HH(OpMAIUM; TOJIMTUKON O0E30MacHOCTH
KOMIIaHUM B 007acT HHGOPMALMOHHONW O€30MacHOCTH; CTaHAapTaMH HHGPOPMAIMOHHOMN
0€30MacHOCTH; KpUIITOrpapuuecKUMH METOJlaMU U allfOpUTMaMM IIU(ppoBaHus UHGOpMaIUY;
QIrOpUTMaMH ayTeHTHU(QUKAIMU TOJb30BaTeNeN; 3alUTON HH(OpMaLIUK B ceTAX; TpeOOBaHUAM
K CHCTEMaM 3aIlIUThl THPOPMALIH.

3agaya JUCHUIUIMHBI: O3HAKOMHUTH CTYJIEHTOB C TEHJEHIUSMHU pPAa3BUTHUS 3aIIUThI
nHpOpMallUU C MOJEISIMH BO3MOXHBIX YIpo3, TEPMUHOJIOTMEH W OCHOBHBIMH TOHSATUSMU
TEOPUHU 3aLUTHl UH(POPMAIUH, a TaK )K€ ¢ HOPMAaTUBHBIMU JIOKYMEHTAaMU U METOJaMH 3allUThl

KOMIMBIOTEPHOW HH(POPMAIIHH.

2. MecTO THCHUIJIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPorpaMMbl
JucuumniuHa 1o BBIOOPY BTOPOTO MOIYJS, OTHOCHUTCA K YacTH  (GopMUpYyeMOi
ydacTHUKaMH o0Opa3oBaTeNbHbIX OTHOIIeHHH. J[nsi um3yueHuss Kypca TpeOyeTcsi OCBOEHHUE

cnenyromux nucuumuinH: «apopmarrkay, « CTaTUCTHUECKHUI aHAIH3»

3. IlepeyeHb NJAHUPYEMBIX pPe3yJbTATOB OOyYeHHUS IO JAUCHMILUIMHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTUKEHHS] KOMIIeTeH U

Tao6anua 1

Kox mo ®I'OC NHaukaTopbl JOCTHKEHUS Iliianupyemsbie pe3yJabTarThl
o0yueHusi no nucuuiuimue (3YB)

YHuBepcajibHbIe

YK - | -

Oo0menpodeccuoHaIbHbBIE




OIIK-5
Cnocoben
MCIOJIb30BAaTh
COBpPEMEHHBIC
MH(POPMAIIMOHHEIE
TEXHOJIOTUH U
pOrpaMMHBbIC
CpeacTBa Ipu
pereHun
npohecCHOHATBHBIX
3amad

OIIK-5.1. ®opmynupyer
MPUHLUIIBI, METOJIBI U
CPEICTBA PELICHUS
CTaHJAapPTHBIX 3a]1a4
npodeccruoHaIbLHO M
JeSITEIbBHOCTH Ha OCHOBE
UHGOPMAITMOHHON U
oubnmorpaduaeckoit
KYJIBTYPBI C IPUMEHEHHEM
UH(POPMAIMOHHO
KOMMYHHKAIIHOHHBIX
TEXHOJIOTHI U C y4ETOM
OCHOBHBIX TpeOOBaHMI
nH(pOpMaLMOHHON
0€3011aCHOCTH

3naTh Buabl yrpo3 IC u MmeToabl
obecnieueHnst HHHOPMAITMOHHOH
0€301acHOCTH; IPABOBbIE OCHOBbI
3aIIUTH KOMITBIOTEPHON MH(POPMALIUH;
CTaHJApTHI;

YMeThb BBISBIIATH U OLICHUBATH YIPO3bI
UH(OPMAITMOHHON 0€30ITaCHOCTH,
000CHOBBIBATh OPraHU3aIllMOHHO-
TEXHUYECKUE MEPOIPUSITHS 110 3aIUTE
uHpopmanuu B UC;

Bananers HaBbIKaMU pabOTHI C
Pa3IUYHBIMU UCTOYHUKAMU
uH(pOopMaLnu;

OIIK-5.2 Pemraer
CTaHJIapPTHBIEC 337291
npohecCuoHATBHOU
JeSITeTPHOCTH HA OCHOBE
WH(POPMAITMOHHOHN 1
oubmmorpaduaeckoit
KYJIBTYPHI C TIPUMEHEHUEM
MH(POPMAITUOHHO
KOMMYHUKAITHOHHBIX
TEXHOJIOTHH U C y4ETOM
OCHOBHBIX TPEOOBaHUIA
uH(pOpMaITMOHHON
0€301acCHOCTH

3HaTh TpeOoBaHUS MHPOPMAIIMOHHBIX
CUCTEM

YMeTh NpoBOIUTH aHATU3
nH(popMaIMoOHHOM 6€30MacHOCTH
00BbeKTOB MH(MOPMATH3ALNN Ha
COOTBETCTBHE TPEOOBAHMIM
CTaHJApTOB B 00JIaCTH
nH(popMaIMoOHHOM 6€30MacHOCTH;

Biagers HaBbIKAMU MOCTPOCHUS
cucTemMbl HHGOPMAITUOHHOM
0€30MacHOCTH B YCIOBUSAX
JIEHCTBYIOUX YTPo3, GOPMUPOBAHUS
KOMILJIEKCA CPEACTB 3aIIUTHI




4. O0beM JUCHUILIMHBI M BUbI y4eOHOH padoThl

Taodauna 2
(01010 0390
Bceero
Buj yuedHoii padoThl 4acoB/ 3a4. el. cemecTp
(010110 0390 8 8

KonTakTHas padora (Bcero) 60/1,7 32/0,88 | 60/1,7 32/0,88

B ToM umucie:

Jlexmun 24/0,7 16/0,44 24/0,7 16/0,44

[TpakTuyeckue 3aHATHS 48/1,3 16/0,44 | 48/1,3 16/0,44

CeMuHapbl

JlabopaTopHbie pabOTHI

CamocrosiTejibHasi pa6oTa (Bcero) 84/2,3 112/3,1 84/2,3 112/3,1

B ToMm umncre:

NuauBunyanbHOE 3aaHue

Pedepatsr 12/0,3 40/1,1 12/0,3

Jlokaipl + mpe3eHTaI|H 56/1.5

W (wnn) npyrue BUIbI CAMOCTOSTEIbHON

paboTHI:

[ToaroroBka K 1abopaTopHBIM paboTam

IToaroToBKa K MPaKTHUYCCKUM 3aHSATHSIM 36/1 36/1 36/1 56/1.5

IToaroToBKa K 3a4eTy 36/1 36/1 36/1

ITonroToBka K sK3aMeHy

Buja orueTrHocTH 3a4eT 3a4eT 3a4eT 3a4eT

Oomasn 144 144 144 144

prlgoemom BCEI'O B 4acax

4 4 4 4
JUCHMIIIMHBI
5. ConepsxaHue AMCIHUILUIHHBI
5.1. Pa3znenpl AUCHMIIIMHBI M BUABI 3AHSATHI
Tabauna 2
Ne HaumeHoBaHue pasgena Jlekunonn | Hpaxue Beero
n/n JTUCHHILUITMHBI 0 ceMecTpaM ble crme uacos
3aHATHA 3aHATHA

1 BBenenue B nH(pOpMaLMOHHYIO 0€3011aCHOCTh 2 2 2
2 3amaun u MeToap! HHGOPMAITMOHHON 0€301MacHOCTH 2 2 2
3 Yrpo3bl nHGOpPMALIMOHHOH 0€301aCHOCTH 2 2 2
4 [ToTeH1anbHble TPOTUBHUKHU U ATAKU 2 2 2
5 Cranpgaptsr obecrieuenus Ub 2 2 2
6 OpraHn3aiOHHO-TIPAaBOBbIE METOIB HH(POPMAIIMOHHOW 0€30I1acHOCTH 2 2 2
7 3aKoHOAATENbHBIA YPOBEHb HHPOPMAIMOHHOH 0e30IacHOCTH 2 2 2
8 AZIMUHUCTPATHUBHBINA YPOBEHb HHPOPMAITHOHHOM O€30MacHOCTH 2 2 2




5.2. Pa3nennl AMCUUILIMHBI M BUABI 3aHATHI

JleKIIMOHHbIE 3aHATHSA

Tab6umnuna 3
Ne HaumeHoBaHue pa3jaesia
Copepsxanue pasiena
/1 JTUCIHHUIIINHEI
8 cemecTp
Brenenue B nuHpopmManmoHHy0 [Tonstue "Nudopmanmonnas 6e30macHOCT"
0€30MacHOCTb 1. [IpoGrnema uHPOpMaMOHHON  OE30MaCHOCTU
oOmecTBa
1. "
2. OmpeneneHve  MOHATHS WnpopmanmonHas
0e30MmacHOCTh "
3. Cocrapnstonyie HHGOPMAITMOHHON 0€30MTaCHOCTH
3amaun 1 METOJIbI 1. 3amaun WH(POPMAITUOHHOM 0e30macHOCTH
2 nH(pOpMallMOHHON OE€30MMacHOCTH | 00IIecTBa
' 2. YpoBHu (hopMupoBaHUs pexuMa HHPOPMAITHOHHON
0€30MMacHOCTH
Yrpo3b1 ”HPOPMAITMOHHOM .
3. P (op Yrpo3bl HHPOPMALIMOHHOM 0€30TIaCHOCTH
0€30MacHOCTH
[ToTeHnmanpHble MPOTUBHUKH U
4. [ToTenuuanbHble IPOTUBHUKU U aTaKu
aTaku
Crannaptsl o6ecnieuenus: b CranapTbl HHOOPMAITMOHHON 0E301TaCHOCTH
1. OGuwe kputepun
5. 2. Cranpmaptel  WHGOPMAIMOHHOW  0E30MACHOCTH
pacnpeaeneHHbIX CUCTEM
3. Crannmaptel nHGOpMaImoHHOM Oe3omacHocT B PO
OpranuzalvoOHHO-TIPABOBbIE
o Opranu3anoHHO-IPABOBbIE METOIbI
6. | MeToabl HHPOPMAIIMOHHOM .
nH(popMaIMoOHHOM 0€30MMacHOCTH
0€30MacHOCTH
3aKOHOJIaTeNbHBIN YPOBEHb 1. IIpaBoBbie OCHOBBI nH)OpPMaIIMOHHON
HH(POPMAITMOHHOM 0e30macHOCTH O0IIeCTBa
0€30MacHOCTH 2. OcHoBHbIE TIOJIOXKEHUST BOKHEHIIINX
7. 3aKOHOJIATENBHBIX akToB PD B obnacti MHMOPMAIMOHHOK
0€30IacCHOCTH U 3aIlIUThI MH(OPMALI
OTBETCTBEHHOCTH 32 HApYIIEHHs B cepe
UH(OPMAIMOHHOM O€30MaCHOCTH
AJMUHUCTPATUBHBIA YPOBEHB 1. Llenu, 3a7aun U coaepKaHue aIMUHUCTPATUBHOTO
8 nH(OPMAIIMOHHON OE30MMaCHOCTH | YPOBHS

2. Pa3paboTka moJuTHKH WHPOPMAIIMOHHOM
0€30I1aCHOCTH

5.3. JIaGopaTopHBIX 3aHATHII- HET




5.4 IlpakTHYeCKHE 3aHATHS

03DO- 8 cemecTp

Ne HaumenoBanue pa3jiena HanmeHoBaHue J1a00paTOPHBIX padoT
1. [pakTnyeckass padora Nel. YcTaHoBKa U Pabora co cripaBkoii: ceprudukaThl, O€30MacHbIC
yaalieHue cepTU(UKaTOB. y3IIbL. Y CTAHOBKA U yzaJeHue cepTudukaTo. [loaroroska
oT4eTa
2. IIpakTHyeckas padora Ne2. Hacrpoiika IlepBuuHbIe HACTPOHKH 0003peBaTeIsl, HA3HAYEHHE
ypOoBHsI 0€30IaCHOCTH, Be0-y3.1y 30HBI 0€30MaCHOCTH, HACTPOHKH
KOH(U ICHITHATBHOCTH U 3P PEKTUBHOCTH aBTO03aN0JIHEHU, CPeACTB 0€30MaACHOCTH
pabotel mporpammel INTERNET
EXPLORER.
3. IMpakTnyeckass padora Ne3. Ananu3 Busl yrpo3 u xapakrep OpoucX0XKIEHUS yrpo3
YIpo3 U 3alMIIeHHOCTH 00beKTa.

4, IIpakTnuyeckasi padora Ned OCBOEHHUE CPEJICTB aIMUHUCTPATOPA ONEPAIMOHHON

PasrpanunyeHue npas noJib3oBareieii B | cucrems! Windows.

3al[UIIEeHHBIX BEPCUSIX ONEePANIMOHHOM

cucrembl Windows
5. IIpakTuyeckas padora Ne5 OCBOEHHSI CPEACTB aIMUHUCTPATOPa U ayJUTOpa BEPCUIL
oreparonHoi cuctemsr Windows, miperHasHaYeHHBIX ISt
Peanu3zanusi o MTHKH 0€301MACHOCTH B e OIpezeNeHus 1apaMeTPOB MOJIUTUKU O€3011aCHOCTH;
BEPCHSX ONEPANHOHHON CHCTEMBI ® OIpEHEICHUS TapaMETPOB OIUTUKYU ayaUTa,
Windows ® IIPOCMOTPA U OYMCTKH XXyPHaja ayIauTa.

6. IIpakTyeckan padora Ne6 OCBOGHHE CPEJICTB orneparnuonHoii cuctemsr Windows,

Pasrpannyenue xoctyna Kk pecypcam B
BepPCHSIX ONEPAIMOHHOI CHCTEMBI
Windows

NpeHA3HAYCHHBIX IS

® pasrpaHUuYCHHs JOCTyla CyObEKTOB K TalkaM W
(haitmam;

® pa3rpaHUYCHHUS JOCTYNA CYOhEKTOB K IPUHTEPAM;

® pa3rpaHUYCHHUS JOCTYIA K pas3feraM peecTpa;

e obOecrieueHnsT KOHPUICHIIMAIBHOCTH TIAIlOK U (HaiiioB ¢
MTOMOIIIBI0 mHGpyromel GhaiIoBOH CHCTEMBI.




6. CamocTosiTe1bHAsI padoTa CTY/IEHTOB MO AUCHUTIJINHE
6.1. Bonpochl u1s 10K/1a3a 8 cemecTp

r']jf] TeMbl 17151 CAMOCTOAITEIHLHOT0 H3YYEeHH S

1. Ob6ecrieuenre nHPOPMAITMOHHOW 0E30MTACHOCTH B 0AaHKOBCKHUX M (PHHAHCOBBIX
CTPYKTYypax

2. AHanu3 MUPOBOTO pbIHKA OMOMETPUYECKUX CUCTEM, UCIIOJIb3YEMBIX B
cucreMax obecriedeHus M”HPOPMaIMOHHOM 6€30MacHOCTH

3. AHanu3 MUPOBOTO PbIHKA aHTUBHPYCHOTO MPOrPaMMHOTO 0OecreyeHus

4. DnexTpoHHas 11 poBas MOANUCE.

o. KomnerorepHas npectynHocts B Poccnn

6. Monens yrpo3 undopmanuu Ha Tepputopuu PO

1. Anroput™sl IMPPOBOM MOANNUCH

8. CriocoObl  3aIIMTHI ONEPALIMOHHBIX CUCTEM

9. DKOHOMHYECKHE OCHOBBI 3alllMThl KOH(MUICHIHAIbHOW WHGOpMaluu

10. AHanu3 MUPOBOTO PhIHKA AHTHUBUPYCHOTO MPOTPaMMHOT0 0OecreyeH st

11. Aynut 6€30MacHOCTH KOPHOPATUBHBIX HHPOPMAIIMOHHBIX CHCTEM

12. be3zonacHOCTh 351eKTpOHHOM NouThl ¥ MHTEpHET

13. Bunel v HazHaueHHWE TEXHMYECKHUX CPEACTB 3alluThl MHGOpMalUU B
MOMEIIIEHUSAX, MCHOJB3YEMbIX [UIsl BEIEHUS! MEePEeroBOpPOB M COBEIIAHUMN

14, Bunel aynura nabopManinoHHON 6€301MacHOCTH

15. Br16op nokaszaTeneit 3aMIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JJOCTYIA K
nHpopManuu

16. I'ocynapctBennast cucrema 3auuThl HHGopmauu PO

17. MeToapl 3alIMTHl ayAMO U BHU3YaJbHBIX JOKYMEHTOB

18. MeTobl 3alIUTHl TOKYMEHTOB Ha OyMa)XHBIX HOCHTEJSIX

19. Merto bl 1 cpenicTBa o0ecnieueHus 6esonacHoctu [10

20. MeTo 16l CKpBITON Niepeaun nHGOpMauu

21. MeTo 16l 5KOHOMHUYECKOTO aHajiu3a CHCTeM WH(OPMAMOHHON 6€30MacHOCTH

22. [IpoGnembl 6€30MaCHOCTH U MYTH UX PEUICHUS B COBPEMEHHBIX
KOMITBIOTEPHBIX CETAX

23. CoBpeMeHHbIE TEXHOJIIOTUU apXUBUPOBAHUS JAHHBIX

24. TexHosornu pe3epBHOro KOMUPOBAHUS JAHHBIX

25. Ynpasrenue 6€30MacHOCThIO MPUIIOKEHHH (HA MpUMEPe KOMIIAaHUH. . ..)

6.2. Bonpocs! 111 caMOCTOSITEJILHOTO U3y4eHust 8 cemecTp

Ne
n/n

TeMBl 1JI1 CAMOCTOSITEJILHOI0 N3y4YCeHUS

HpO6J'ICMLI 0€30IMaCHOCTH B JIOKAJIbHBIX CETIX

TexH0I0ruM 3aIIUThI Web-pecprOB OT B3JIOMa M XaKCPCKHX aTaK

[TpoGrembl 6€30MaCHOCTH B TNI0OATBHBIX CETAX

[TonmTrka nHpopmaMoHHO# Ge3onacHocTH B PO

SHESI Rl IN

ITonuTtrka nnpopmannonnoii 6ezonacHoct B CIITA




6. Konnenuus 31eKTpOHHOTO TIOKYMEHTa U TPOOJIEMBI ITPABOBOTO
PEeryaupoBaHusl NEKTPOHHO-IU(POBON MOIHCH

7. CrannapTtel mUppoBaHUS

8. MeTop! 3a1UTHl pe4eBOil HHGOpMaIK

9. Byl KOMIIBIOTEPHBIX IPABOHAPYILICHUM.

10. MeTo1bl 3alIMThI ay/IM0 U BU3YaJbHBIX TOKYMEHTOB

11. MeTo1bl 3a1IUTHl JOKYMEHTOB Ha OyMa)KHbIX HOCHUTEISIX

12. MeTo1bl BHEJIpEHUSI IPOTPAMMHBIX 3aKJIaJJOK

13. Merto b1 3amiuThl HHpopManuu B UHTEpHET.

14, MeTozp! 3aIlUTE OT MAaKpO-BUPYCOB

15. MeTop! 3alUTH TPOrPAMM OT HECAHKIIMOHUPOBAHHBIX H3MEHEHUN

16. MeTo1bl 3a1IUThI peueBON HHPOPMAIUH

17. Mertomp! u cpencTBa 60pHOBI CO CTAaMOM

18. Mertompl u cpecTBa odecniedeHus: 6ezonacuoctu [10

19. MerTo1bl IepexBaTa U HaBsI3bIBAaHUSI HHPOPMAIIH

20. Merto1pl moncka u coopa nHpopMaluu.

21. MeTo 16l CKpbITOH Niepeaun nHGOopMaluu

22. MeTo1bl 5)KOHOMHUYECKOT0 aHajli3a CUCTEM MH(OPMAIMOHHON OE301MaCHOCTH

23. MeTo1bl 3alIUThl ayJHO0 U BU3YaJbHBIX JIOKYMEHTOB

24. MeToapl 3amUTHl TOKYMEHTOB Ha OYMaKHBIX HOCHTEISIX

25. MeTo1bl BHEJIpEHHSI IPOTPAMMHBIX 3aKJIaJJOK

26. Merto il 3amuThl HHpopMannu B UHTepHET.




7. OueHOYHBIE CPEACTBA

7.1 Bonpocsl k 3a4ery (8 cemecTp)

BBenenue B nH(popMalmoHHYI0 0€3011aCHOCTb

3agaun ¥ METo bl MHPOPMAITMOHHOM 0€301MacHOCTH

Yrpo3sl nHPOpMAITMOHHOM 0€301MacHOCTH

[ToTeHnmanpHble IPOTUBHUKU U aTaKu

Crannaptsl o6ecnieuenus: b

3akoHOAATENbHBIA YPOBEHb HHGOPMAIIMOHHON 0€30TTaCHOCTH
AJMUHUCTpPATUBHBIN ypoBEeHb HHPOPMALIMOHHOMN 6€3011aCHOCTH
OcHOBHBIE TIOJIOKEHUST TEOPUH H(POPMAITMOHHOM OE301TaCHOCTH
MH(OPMALIMOHHBIX CUCTEM

OCHOBHBIE TEXHOJIOTUN MTOCTPOCHHUS 3aLIUIIEHHBIX YKOHOMUYECKUX
MH(OPMALIMOHHBIX CUCTEM.

Monens yrpo3 undopmanuu Ha Tepputopun PO

CriocoObl  3aIIMTHI ONEPALIMOHHBIX CUCTEM

AHanu3 MUPOBOTO PhIHKA AHTUBUPYCHOTO IPOTPAaMMHOT0 00ecTIeyeHHs
KomnbrorepHas npectynHocts B Poccun

WP OaRwDE

B

NGO

Obpasey dbunema k 3auemy (8 cemecmp)
I'po3neHckuii rocygapcTBeHHbIH HeQTAHOI TeXHUYECKMH YHUBEPCUTET
HNHcTuTyT 1M(pPOBOii IKOHOMHUKH U TEXHOJOTHYECKOr0 MpeINPUHUMATEIbCTBA

Kadenpa «xoHoMuka u ynpasieHrue Ha IPEIIPUITUN»
I'pynna "B9C-21" Cemectp "8"
Jucuuniuna "Uudopmanuonnas 6e30nacHoCcTb
Buuer Ne 3

1. VYrpo3ssl undopmamoHHOH 6€30MacHOCTH
2. TloTeHIMaNbHBIC TPOTUBHUKK U aTaKH

Ilpenooasamens Aboynaee M.K.

3as. kagheopou «IYID» T.B. Akyoos

Kpurtepun oneHKH 3HaHUH CTYJAeHTa HA 3a4eTe

OuneHka «3a4TEHO» - BBICTABISAETCS CTYACHTY, IIOKa3aBIleMy (parMeHTapHBIH,
pa3po3HEHHBI XapakTep 3HAaHUM, HEIOCTaTOYHO MpaBWIbHBIE (OPMYIMPOBKU 0a30BbIX
MOHATUH, HApYUIEHUS JIOTUYECKOM IOCJIENI0BATEIbHOCTH B M3JI0KEHMH IPOIPAMMHOTO
MaTepuaia, HO TpPH OSTOM OH BJaJeeT OCHOBHBIMU pa3ieiaMud Y4eOHOH MporpaMMsl,
HEOOXOMMBIMH JUIsl JaybHEHero oOydeHuss U MOKET NPUMEHSATh MOJY4YEeHHbIE 3HAHUS I10
o0pa3iy B CTaHAapTHOU CUTYaIHH.



OneHka «He3a4TeHO0» - BBICTABIISIETCS CTYJCHTY, KOTOPBII HE 3HAET OOJbIIEH YaCTH
OCHOBHOTO COJEpX aHUs y4eOHOW MporpaMMBbl JAUCHUILINHEI, IOIyCKaeT rpyObie OMIMOKH
B (OPMYIUPOBKAX OCHOBHBIX MOHATUN NUCUMUIUIMHBI U HE YMEET MCIOJIb30BaTh MOJTyUYCHHbIE
3HAHUS NPU PEIICHUH THUIOBBIX IPAKTUYECKUX 3a1a4.

7.3 Texkymuii KOHTPOJIb

8 cemecTp
IIpakTuyeckass padora Nel.
VYcTaHOBKA U yJaneHHe CepTU(HHUKATOB.
IIpakTuyeckass padora Ne2.
Hactpoiika ypoBHsS 0€30macHOCTH, KOH(UAEHUHUAIBHOCTH U 3P(PEKTUBHOCTHU
pa6oTtsr mporpammbel INTERNET EXPLORER.
IIpakTnyeckas padora Ne3.

AHanu3 yrpo3 M 3aluileHHOCTH 00BEKTa.
IIpakTuyeckass padora Ned
Coznanne caMOnOAMMCaHHBIX CEPTH(HUKATOB.

IIpakTuyeckass padora NeS

Peanu3anus nonuTrku 6€30TACHOCTH B BEPCHSX ONepanoHHo# cuctembl Windows
IIpakTHyeckas padora Ne6

Pasrpannuenue gocTyma K pecypcam B BEpCHsIX onepanroHHoi cucrembl Windows

Oopazey npakmuueckoii padomul

IIpakTuyeckas padora Ne4.

Co3nanue caMONOANMUCAHHBIX CePTUPUKATOB.

1. Pacnucate: Onucanne SSL-cepTudukaTos, 1 4ero OHU IPUMEHSIOTCS, KaKUX
BUJIOB ObIBatoT. Onucanue .pem, .crt, .cer, .key, .csr KItodei.

2. Haiitu B cetn UnTeprer 3 pecypca mist nokynku Wildcard SSL-ceptudukaros ¢
HauboJee HU3KOM 1eHOoM. B 0T4eT BHECTH CKpUHIIOTHI C YKa3aHUEM IICH.

3. Ckayath U YCTaHOBUTD IOJIHYIO 32-OuTHYI0 min 64-0utHyto Bepcuto OpenSSL
(EXE) B 3aBucuMocTtu oT paspsanoctu Bameir OC.

Ccruika Ha ckaunBanue https://slproweb.com/products/Win320penSSL.html

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL vI.1.1d Light | 3MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions
EXE | MSI (experimental) of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

Winé4 OpenSSLvI.1.1d 43MB Installer | Installs Win64 OpenSSL vl.1.1d (Recommended for software developers by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that
EXE | MSI (experimental) this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

‘Win32 OpenSSL vI.1.1d Light [ 3MB Installer | Installs the most commonly used essentials of Win32 OpenSSL vI.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default

EXE | MSI (experimental) build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.
Win32 OpenSSL vl 1.Id 30MB Installer | Installs Win32 OpenSSL vI.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local
EXE | MSI (experimental) [and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL vI.1.0L Light [ 3MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions
of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

IIpu ycraHOBKe Ha MyHKTE BbIOOpa MecTa konupoBanust DLL-daiinos,
OBA3ATEJIBHO Bb16path qupextopuio /bin


https://slproweb.com/products/Win32OpenSSL.html

355 Setup - OpenSSL1.1.1b (7 770 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then click Next.

Copy OpenS5L DLLs to:
() The windows system directory

(® The OpenSsL binaries (/bin) directory

3anmycTUTh Mporpammy openssl.exe OT IMEHH aJMUHHCTpPATOPa U3 MalKu
C:\Program Files\OpenSSL-Win32\bin (B 64-6uTHOi1 BepCHH BO3MOKHO
pacronoskenue C:\Program Files (x86)\OpenSSL-Win32\bin).

4. Co3nmaTh CaMOTIONMUCAHHBIN CEPTHUKAT CIEAYsS MHCTPYKIUAM. B oTueT BHeCcTH
CKPHMHILIOTHI MO Ka)KJIOMY BBITIOJIHsIEeMOMY 11ary. B HanmeHoBaHuu ¢ailioB BMecTo
“domain” ucmoJib30BaTh Bally (HaMIIIUIO JIATHHCKUMH OYKBaMH.

Coznanue 3aKpbITOrO KJIH04a U 3alpoca Ha MOIHUCh.

UToOBI CO3AaTh 3aKPHITHINA KIIOY U 3alIPOC Ha MOIUCH OTKPHITOTO KIH04a
BBITIOJIHUTE TaKyl0 KOMaH/Iy:

[Tocne yero HEOOXOIMMO yKa3aTh CIIEIYIOIINE CBEICHUS HA JIATUHUIIE:

(] 2x bykeeHHOe 0003HaUeHUe CIMPAHbL

[ Pecnybnuxy

[ HacenenHulil nyHKm

0 Hazeanue opeanuzayuu — Ceoro hamunuro

[ Omoen — IT

0 [lomennoe ums, 6uoa «ums».ru

[ Ceoti email

O Vkasamw kakoii-nu6o naponw

O [lononnumensHo nHassanue komnanuu — Ceoe

umsL.

req -newkey rsa:2048 -nodes -keyout domain.key -out domain.csr



ode) [AU]:RU
ﬂ:me (full name) [Some-State]:Chechen Republic

DrganiJ
Drganiz%tlmnnl Hr' ]an Leg, hFLtlﬂﬂ} [] IT
Common Name (e server FODN or YOUR name) []:rizvan.ru

O
Ll = T
Email Address []:r imail.ru

g 'extra’ attributes
yvour certificate request
d []:12345678
ompany name []:Rizvan

[Moanucek cepTudUKaTOB.

BrimonHuTe KOMaHIy /UTsS MOANUCAHUs cepTU(dUKaTa CpOKOM 365 mHEH:

Buectu B oTuet ckpuHIoT coaepxanus manku C:\Program Files\OpenSSLWin32\
bin , rae Mo yMoOJI4aHUIO CO3/IAt0TCS KITHOYH.



7.4. Onucanue nMoka3aTeye 1 KpUTEpPUEB OLICHUBAHUS KOMIIETEHIIUIM Ha pa3IMyYHbIX dTanax ux (GopMUpOBaHUs, ONMCAHNUE IKAJIbl OLICHUBAHHUS.

Tabumnuna 7
ILnanupyembie pe3yjbTaThl 0CBOCHHS Kpurepuu oneHnBaHusi pe3yJibTaToB 00yYeHust HaunmeHoBanue
KOMIIETEHIIM U meHee 41 6a10B 41-60 0anjioB 61-80 GaL10B 81-100 6ays10B OI[EHOYHOI'0
(Hey}IOBJIeTFopI/ITeJIbHO (ynoBJeTBOPUTEJID (xopoIwo) (0T1M4H0) CpelcTBa

OIIK-5.1. ®opMysnupyeT NPHUHIMIIBI, METOABI M CpPEACTBA peUIeHHs CTAaHIAPTHHIX 3aJad NMpoQecCHOHANBHON AESTeNbHOCTH Ha OCHOBE MH(OPMAIMOHHON W OHOIMorpadudeckoi
KYJIBTYPBI C TPUMEHEHHEM HHQOPMAIMOHHO KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C Y4ETOM OCHOBHBIX TpeOOBaHMI MHPOPMAIIMOHHOH 0€3011aCHOCTH

3HaTh: Bubl yrpo3 MC u MeTonsl obecrnedeHus
MH(POPMAIMOHHON 0€30MaCHOCTH; TIPABOBBIC OCHOBBI
3aIUTHl KOMITBIOTEPHO!H HH()OPMAITUH, CTAHIAPTHI;

d)parMeHTapHHe 3HaHUA

Henonuele 3HaHus

CdopmupoBaHHbIE, HO
COIepIKallie OTEbHbIC
poOeTbl 3HAHUS

CdopmupoBanHbIe
CHCTEMaTHUYECKHE
3HAHUSI

3a0aHUA O

'YMeTh: BBISBIISATH U OLICHUBATH YIPO3bI
HH(OPMAIMOHHON 0€30IacHOCTH, 0OOCHOBBIBATh
OpraHn3allMOHHO-TEXHUYCCKUEC MEPOIIPUATUA T10
3anmre nHdopmanun B IC

YactruHble yMEHHUs

Hemnonuelie ymenus

YMeHHs ToJTHbIE,
JIOITyCKAaI0TCsl HEOOMbIINE

OLINOKHU

CdopmupoBaHHbIE

YMEHUS

KOHMPOAbHOU

[pabomwl, mecmosvie

3a0aHus, ounemol
PYOedCcHbIX

Biagerh:  HaBbIKaMu  palOTHI  C
MCTOYHUKAaMH nH(popManuu

Ppa3IMIHBIMH

YacTtuyHOe BlajcHUE

HaBbIKaMH

Hecucremarnueckoe

MMPYUMEHCHUEC HAaBBIKOB

B cucrematnyeckom
MPUMEHEHUHU HaBBIKOB
JIOITyCKAIOTCS TIPOOEIIBI

VYcnemHoe u
CHCTEMAaTHYECKOE
MIPUMEHEHNE HaBBIKOB

ammecmayuti,
membl peghepamos

OIIK-5.2. YMmeer pemiats cTaHIapTHbIE 32124 TPO(eCCHOHAILHOM JIeITeIbHOCTH Ha OCHOBE MH(OpMaIMOHHO# 1 Oubnuorpaguyeckoi KylnbTyphl ¢ IpUMEHEHHEM HH(POPMAIMOHHO-
KOMM YHUKaLHOHHBIX TEXHOJIOTHI U ¢ Y4ETOM OCHOBHBIX TpeOOBaHHUI HH(OPMALMOHHON G€30MaCHOCTH.

dparmentapbie 3nanns | Henonpie snamms | CPOPMHPOBAHHBIE, HO Cdopmuposariieie
3HaTh: TpeOoBaHMUs HH()OPMALMOHHBIX CHCTEM coIepIKaIllie OTACIbHBIC CHCTEeMaTHYECKHE
poOesbl 3HAHUS 3HAHHS
YMerb: HCIIOIb30BaTh UH(POPMAINOHHEIE,
KOMIIBIOTEPHBIE M CETEBbIE  TEXHOJIOIMU B YMeHus nomHeie,
YactuyHble yMEHUs Henonueie ymenus 5 C
lpogeccHoHaTbHOM AeSTeNbHOCTH JOITYCKAIOTCST HEOOIbIIIe (bopMUpOBaHHBIE
OmOKH YMEHUS

3a0anus 0ns
KOHMPOALHOU

Baagers: HaBBIKAMH TIOCTPOCHHUS CHCTEMBI
MHPOPMAIIMOHHOW  OE€30MacHOCTH B YCIOBHSX
neficTByronMx  yrpo3, (OpMHpOBaHHS KOMIUIEKCA

CpPEICTB 3aIIUTHI

YacTuuHOE BiIaJeHUE
HaBBIKAMH

Hecuncremarndeckoe
MIPUMEHECHNE HaBBIKOB

B cucrematuueckom
MPUMEHEHNH HAaBBIKOB
JIOITYCKAFOTCS IPOOEITBI

YcnemnHoe n
CHCTEMATHYECKOE
MIPUMEHECHHE HaBBIKOB

\pabomul, mecmogule
3a0aHus, bunemol
DPYOesucHbIX
ammecmayuti,
membl peghepamos




8. OcobennocTn peann3anvi TUCHUILIMHBI IJIs HHBAJU/A0B U JIMI C OrPAaHNYCHHBIMHU

BO3MOKHOCTHMMU 3I0POBbS

JUia  ocymiecTBIEHUS NPOLEAYp TEKYLIEro KOHTPOJS YCIIEBAEMOCTH U IMPOMENKYTOUHOU
aTTeCTalluy OOYdYaIOUIMXCSI CO3AaHbl (POHIBI OIICHOYHBIX CPEJCTB, aJalITUPOBAHHBIC JUISI MHBAJIUIOB U
JUI] C OrPAaHWYEHHBIMH BO3MOXKHOCTSMM 3/J0POBbS U IO3BOJIAIOIIME OLIEHUTh JOCTHIKEHHE HMU
3aIJTAaHUPOBAHHBIX B OCHOBHOW 0Opa30BaTeNbHOM IporpaMMe pe3ysibTaTOB OOy4eHHs] U YpPOBEHb
c(OPMHPOBAHHOCTH BCEX KOMIIETCHIMH, 3asBICHHBIX B o0Opa3oBaTenbHOW mporpamme. Popma
IIPOBEJICHUSI  TEKyILIel arrecTaluu sl CTYJEHTOB-MHBAJIMJIOB YCTaHABJIMBAETCd C y4ETOM
WHIUBUAYAIbHBIX TCUXO(QU3NYECKHX OCOOeHHOCTeH (YCTHO, MUCbMEHHO Ha OyMmare, MHCbMEHHO Ha
KoMIIbloTepe, B (opMe TecTupoBaHus U T.1.). Ilpu TectupoBaHuu ansi cnabOBUISAIMIMX CTYAEHTOB
HCIOJIb3YIOTCS (POHJIBI OIIEHOYHBIX CPEJICTB C YKpyHHEHHBbIM Ipudrom. Ha sk3ameH mnpuriamiaercs
COMPOBOXKIAIOIINM, KOTOPBIM  OOECHeunBaeT TEXHUYECKOE CONMpOBOXKAECHHE CTyaeHTy. [lpu
HEO0OXO0IMMOCTH CTYIEHTY-UHBATUAY MPEIOCTABISIETCS TONOJHUTEIBHOE BpeMsl JJIsl MOATOTOBKH OTBETA
Ha o9Kk3aMeHe (wiu 3adere). OOywaromuecs C OTrpaHUYCHHBIMH BO3MOYKHOCTSMH 37I0POBBSI U
oOyuaroniyecsi HWHBaIMIbI O0ECIIEYMBAIOTCS MEYATHBIMU M 3JIEKTPOHHBIMH 00pa30BaTEIbHBIMU
pecypcamu (TIporpaMMbl, Y4eOHBIE IMOCOOHUS I CaMOCTOSITENBHOW palboThl M T.A.) B (dopmax,
aJlalTUPOBAHHBIX K OFPAaHUYEHHSIM UX 3/I0POBbsI U BOCIIPUATHUS MH(DOPMAIIUH:

1) JUI MTHBAJIMAOB U JIMIL C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbsI 110 3PEHHUIO:

- JJ8  cjenbIX: 3aJaHus Ul BBIIOJHEHMsS HA CEMHMHApax M IPAKTUYECKUX 3aHATHUAX
opopMIsOTCST  penbedHO-TOYeUHbIM MpudTOM bpaiingd umm B BUAE 3IIEKTPOHHOTO JIOKYMEHTA,
JOCTYITHOI'O C IOMOIIBIO KOMIIbIOTEpPA CO CHELUAIU3UPOBAHHBIM IPOTrPAMMHBIM OOecleYeHueM JUis
CJIENBIX, JINOO 3aUUTHIBAIOTCS ACCUCTEHTOM; ITMCbMEHHBIE 3a/1aHUS BBINOIHAIOTCSA HAa Oymare peiabedHo-
ToueyHbIM mpupTOoM bpailng wim Ha KOMIbIOTEPE CO  CHEHHATU3UPOBAHHBIM IPOrPAaMMHBIM
oOecrieyeHHeM Ui CJENbIX JUO0 HAJUKTOBBIBAIOTCA ACCUCTEHTY; OOYYarOUIMMCS JJsl BBINOJIHEHUS
3aJJaHUs [IPU HEOOXOIUMOCTH IPETOCTABIISIETCS] KOMILJIEKT MUCbMEHHBIX MPHHAUICKHOCTEH M Oymara
U1l [UChbMa  pelibe(HO-TOYeUHbIM HipudTOoM bpaiing, KoMiploTep €O clenUaaIu3upOBaHHBIM
IIPOrpaMMHBIM 00eCrieueHHEM ISl CIICTIBIX;

- 1A cJa00BHASIIMX: 00ecrieunBaeTcs MHAMBUIYAJIbHOE PAaBHOMEPHOE OCBELICHHE HE MEHee
300 mroxc; oOydaromMMcs Ui BBIMOJIHEHHWS 3aJaHus MpU  HEOOXOJAUMOCTH MPEJOCTaBIIAETCS
YBEJIMUMBAIOIIEEe YCTPOWCTBO; BO3MOXKHO TAaKK€ HCIOJIb30BaHUE COOCTBEHHBIX YBEJINYMBAIOLIUX
YCTPOMCTB; 3a/laHMsl U1 BBIMOJIHEHUS 3alaHUi 0(pOPMIISIOTCS YBETMUEHHBIM HIPUPTOM;

2) JUIS UHBAJIUJOB U JIAL C OTPAHUYEHHBIMU BO3MOKHOCTSIMHU 3/I0POBbS MO CJYXY:

- VISl TJIYXUX U caadocablmamux: o0ecrneuynBaeTcsi HaTMuue 3BYKOYCHIIMBAIOIIEH anmapaTypbl
KOJUIEKTUBHOT'O II0JI30BAHH, npu HEOOX0IMMOCTH oOyyaromumcst IIPEIOCTABIISAETCS
3BYKOYCWJIMBAIOIIasl — anmaparypa HHIMBUAYAJBHOTO  IIOJIb30BAaHUS; NPEAOCTABISAIOTCS  YCIYTH
CYpAOIEPEBOTUHKA;

- IS CJHeNOIJIyXHX JIOIYCKAeTCs IPHUCYTCTBHE AaCCUCTEHTA, OKAa3bIBAIOLIETO  YCIYr'd



TUGIIOCYPIOTIEPEBOAUMKA (IOMUMO TpeOOBAaHMM, BBIMIOJHSAEMBIX COOTBETCTBEHHO [UIs CIEMbIX U
TIIyXUX);

3) UL JIMI C TSDKEIBIMHA HApYUICHUSAMU pPEUYH, TIyXUX, CIa0OCTBIIIAIUX JEKIHA U
CEeMMHApBbI, IPOBOIUMBIE B YCTHOH (opMe, MPOBOATCS B TUCBbMEHHON (hopMme;

4) JUId WHBAIMJIOB W JIMI[ C OrPAaHUYEHHBIMM BO3MOKHOCTSIMH 3[0POBbS, HMMEIOIIUX
HApYLIEHUS ONIOPHO-ABUIaTeJbHOI0 anmnapara:

- s JIMI C HapyLIEHUSMU OIOPHO-JIBUTATENILHOIO amrapaTa, HapyHIEHUSMH JIBUTaTEJIbHBIX
GyHKIMH BEepXHHX KOHEYHOCTEH WIIM OTCYTCTBHEM BEPXHHUX KOHEYHOCTEW: MUCHMEHHBIC 3aJlaHHs
BBINIOJIHSAIOTCS HA KOMIIBIOTEPE CO CHELMATM3UPOBAHHBIM IPOTPAMMHBIM  OOECIIEUEHUEM  WJIU
HAJMKTOBBIBAIOTCSI ACCUCTEHTY; BBINOJHEHUE 33JaHUN (TECTOB, KOHTPOJIbHBIX paboT), MPOBOAMMEBIE B

MUCbMEHHOU (popme, MPoBOASTCS B YCTHOM (hopMe IyTeM ompoca, Oecesibl ¢ 00ydaronuMcsl.



9. YueOHO-MeTOqUYECKOE U HH(POPMAIHOHHOE 0DecTedeHHe U CIHIITHHbI

1. 3amuTa MHGOPMALIUHN B KOPIOPATUBHBIX HH()OPMAIIMOHHO-BBIUNCIUTENbHBIX ceTsax/ IrHaTheB
B.A.,2013 — bubnuoreka ITHTY;

2. Beenenue B nHpopManmonHyio 6ezonacHocts/Mamok A.A.-2011. — bubanorexka [THTY;

3. Nudopmarmmonnas 6e3onacHocTh u 3amuta uHGopmammu/I pomos FO.10.,2010 — bubnuoreka
ITHTY;

4. Bacunbes, B.W. HTEIIEKTYalIbHBIE CUCTEMBI 3aIIMTHI HHGOpManuy /MammmHoctpoenue, 2019
— OBbC «JIanpy;

5. ®omun [[.B. Uadopmarnmonnast 6€30MaCHOCTh [DNEKTPOHHBIN pecypc]: yueOHO-METONIECKOEe
nocobue mo aucuumuiuHe «MHpOpManmoHHas 0€30MacHOCTB» UIS  CTYACHTOB 3KOHOMHUYECKUX
cnienuanbHOCTeH 3a09HON popmbl 00ydeHus/ omun J1.B.— DnexTpoH. TeKCcToBbIe JaHHbIe.— CapaToB:
ByzoBckoe o6pazoBanme, 2018.— 54 c.— Pexum mocryma: http://www.iprbookshop.ru/77320.html.—
OBC «IPRbooks»

6.AnncumoB A.A. MenemkmeHT B chepe nHPOPMAIMOHHON O0e30macHOCTH [DJIEeKTPOHHBIN
pecypc]/ AnucumoB A.A.— DIEKTPOH. TEKCTOBbIe JaaHHble.— M.: HHTepHeT-YHUBEPCUTET
Wndpopmammonnpix  Texwonmormit  (MHTYUT), 2016.— 212 c—  Pexum  gocryna:
http://www.iprbookshop.ru/52182.html.— 5BC «IPRbooks»

HNHTepHeT-pecypcebl

1. http://internetsecure.ru/ InternetSecure.ru — 6e30MacHOCTh B HHTEPHET — HAOOP TEXHOJIOTHI
U IIporpamM Jjist paboThl B CETH U C KOMITBIOTEPOM

2. http:/lwww.securityportal.ru/ Security Portal .RU — cBemenus mo 3amute nHbopMaIiuy,
3alUTe MPUBATHOCTH, O€30MACHBIM CETEBBIM B3aUMOJICHCTBUSAM, KPUIITOTpaduu.

3. http://www.oszone.net/6213/ Obecrieuenrie 6e30nacHOCTH eTelt npu padote B IHTepHET
(cTaThs, CCBUTKH, MaTEpUATIBI)

10. MaTep](laJleO-TeXH]{l‘leCKoe odecnevyeHne TUCIUILIAHBI «I/IH(I)OpMalIHOHHaﬂ 0€30MaCHOCTDLY

10.1

Jnia mpoBeneHust KadecTBEHHOro 0OydeHHs B JIaOOpaTOpUHU HCIIONB3YETCA MPENOCTABICHHOE BEIYIINMHU
bupmaMu-pa3zpaboTINKaMu COBPEMEHHOTO YPOBHS IIPOTrpaMMHOE 0OecIIedeHue.

1 Google Chrome.

2  Tlpasosas UC «apanT +», «KoHCYyIBTaHT

3 DaekrponHHbIi 3aMoK "Coboip"

4  C3U or HCJI Secret Net

B maGoparopun comepxaTcsi 2JIIEKTPOHHBIE BEPCUH METOIWYECKHX YKa3aHWH K JTaOOpaTOpHBIM padoTam,
BOMPOCHI K 9K3aMEHY.

10.2

[Tomemenwne st camocrosTenbHON padorel (I'maBHbI yueOHBIH Koprmyc DPI'BOY BO «I'po3HeHckuit
TOCYapCTBEHHBIM HE(PTSIHON TexXHWYecKuid yHuBepcuteT» 364902, UeueHckas pecmyOnmuka, T. ['po3HBIH,
mpocnekT uM. X.A. Hcaesa, 100.

AymuTopus ocHallleHa HeoOXOIUMON KOMIIBIOTEPHOW TEXHUKOM, B HAMYNU ecTh Heooxomumoe [10:

WinPro 10 RUS Uprgrd OLP NL Acdmc;

OfficeStd RUS OLP NL Acdmc (mpaBo Ha ucmoib3oBaHue coriacHo Kontpakty Ne 267-DA/19 or
15.09.2019 r.) Cucrema 'APAHT (nponuerapHas nuiieH3ms)

Visual Studio-(Freemium)

1C IIpennpusarue porosop ot 02.12.2020 perucrpanroHHble HOMepa HpPOAYKTOB (9334859; 9334952)
Sublime Text- (oTKpBITHII 1OCTYIT)

Notepad++ (OTKpBITHIN AOCTYIT



Hpunoowcenue 1

MeToanyeckue yKa3aHHus M0 OCBOCHHIO JUCHUILVINHBI AHpopmaniuoHHas
0€30IaCHOCTL»

1. Meroanueckue ykKa3aHusi Jjsl O0Oy4alOIIUXCH MO NJAHMPOBAHMIO M OPraHU3ALNMH
BpeMeHH, He00OX0IMMOr0 /IJIsl 0CBOEHUS TUCIUIIMHBI.

W3yueHne peKkoMeHayeTcs HadyaTh ¢ O3HAKOMJICHHS ¢ pabodeld MporpaMMoOil JUCHUIUIMHEI, €€
CTPYKTYpOHl U cojepKaHUEM pa3/eioB (MOAyneil), (OHIOM OLIEHOYHBIX CPEACTB, O3HAKOMMTHCS C
y4eOHO-METOANIECKUM U MHPOPMAITMOHHBIM 00ECTIEYeHUEM JAUCIUTUINHBL.

Huctumumna «MHbopManuonHas 6e30macHOCTh» cocTouT u3 20 CBS3aHHBIX MEXIY COOO0IO
TeM, 00€CIeUYNBAIONINX TOCIIE0OBATEIFHOE U3yUYeHIE MaTepraa.

Oo6yuenne no puctumrae «MHGOpManuoHHas 0€30MacCHOCTEY OCYIIECTBIISICTCS B CICIYIOIINX
dhopmax:

1. Ayautopnsle 3aHaTus (Jiekuuu, [Ipakruueckue 3aHATHSA).

2. CamocrosiTenpHasi paboTa cTyleHTa (MOATOTOBKA K JIEKIUSAM, JTa0OpPaTOPHBIM 3aHATHSIM,
pepeparam u wWHBIM (opMaM TNHCBMEHHBIX paldOT, WHAWBHIyaIbHAsh KOHCYJNBTAIUs C
MIpernoaBaTesIeM).

3. NnTtepakTuBHBIE (HOPMBI TPOBENEHUS 3aHATHI (JIEKIUSA-IUCKYCCHUS, TPYIIIOBOE pEIICHUE
Keiica u 1p. GopMBI).

Y4eOHbIi MaTepual CTPYKTYpUPOBaH U U3yYeHNE MUCIUTUTMHBI IIPOU3BOIUTCS BTEMATHIECKOM
nocuenoBareIbHOCTH.  KakmoMmy 1abopaTopHOMY 3aHSTHIO W CAMOCTOSITEIFHOMY H3YYEHHUIO
MaTepualia TPEIIIeCTBYeT JIEKIUs MO MaHHOH Teme. OOydarommuecss CaMOCTOSATENBHO TPOBOIST
MPEBApUTENFHYI0 TIOJITOTOBKY K 3aHSATHIO, NPUHUMAIOT aKTUBHOE M TBOPYECKOE YyYacTHE B
OOCYXJIEHUH TEOPETHYECKUX BOMPOCOB, pa3bope MpOOIEMHBIX CHUTYyallMid W TIOMCKOB IIyTeH WX
pemeHusi. Muorue mpoOJeMbl, H3ydaeMmble B Kypce, HOCAT IUCKYCCHOHHBIH XapakTep, dTO
MIpeIoaracT UHTEPAKTUBHBINA XapakTep MPOBEICHUS 3aHATHI Ha KOHKPETHBIX PUMeEpax.

OrnrcaHue moCiIeI0BaTeILHOCTH JIEHCTBUIM 00YJarOIIerocs:

[Ipn wu3ydyeHHu Kypca cleAyeT BHHMATENbHO CIYyIIaTh M KOHCIEKTHPOBAaTh MaTepual,
u3NlaraéMblii Ha ayAUTOPHBIX 3aHATHAX. 11 ero NOHMMaHuWi W KAayeCTBEHHOTO YCBOCHHS
PEKOMEHIYEeTCS CIIEYIONasi MOCIEA0BATEIbHOCTD JIEHCTBUM:

1. Ilocne oxoHYaHHs Y4YEOHBIX 3aHATUNA Ui 3aKpelvieHusT MaTepuana IpPOCMOTPETh U
00lymMaTh TEKCT JICKIIUH, MPOCIYIIaHHOW CeroJHs, pa3obpaTh paccMoTpeHHblie mpumepsl (10 — 15
MHUHYT).

2. Ilpy moOAroToBKE K JIEKUUU CIEAYIOMIETO IHS IMOBTOPUTH TEKCT MPEbIAyLIei JeKIuH,
0lyMaTh O TOM, KakKast MOKeT ObITh cieayrorias tema (10 - 15 munyT).

3. B Teuenue Henenu BbIOpaTh BpeMs IS pabOThI ¢ JuTepaTypoil B Oubnuoreke (mo 1
qacy).

4. Tlpu NOArOTOBKE K IJIA0OPaTOPHOMY 3aHSATHIO MOBTOPUTH OCHOBHBIE TMOHATUS MO TEME,
U3YYUTh NMpUMEpbl. Pelas KOHKPETHYIO CUTYAlHIo, - MPeIBAPUTEILHO MOHITH, KAaKOW TEOpEeTUYECKU
MaTepual Hy>KHO HCIOJIb30BaTh. HaMeTHTh IuiaH perieHus, nonpoOoBaTh Ha €ro OCHOBE peluTh 1 - 2
MIPAKTUYECKHUE CUTYALIUU.

2. Metoanueckue yKkazaHusi 1o padore o0y4aroumuxcsi BO BpeMs MPOBeJIeHUs JeKIHi.

Jlekiuu  fmaroT  OOy4aromIMMCSl  CUCTEMATH3WPOBAHHBIE  3HAHHWS MO  JIUCIUILIMHE,
KOHIIEHTPUPYIOT HMX BHHMaHME Ha HauOoliee CIOXKHBIX M BaXXHBIX Bompocax. Jlekuuu oOBIYHO
W3NIAraroTcsl B TPAJUIIMOHHOM HIIM B MPOOJIEMHOM cTuie. J[7s CTyAeHTOB B OOJILIIMHCTBE CIy4acB B
npobnemMHoM ctuse. [IpoOneMHBIN CTHUIb TMO3BOJSET CTHUMYJIUPOBATh AKTUBHYIO IMO3HABATEIbHYIO
JeSITEeNFHOCTh OOYUYAIOUIUXCS M UX HHTEpPEC K AUCHUIUIMHE, (OPMHUPOBATH TBOPUECKOE MBIILICHUE,
npuberatb K MPOTUBOMOCTABICHUSAM M CPAaBHEHUSIM, JeNaTh 0000IIeHN s, aKTUBU3UPOBATh BHUMAHHE
oOyJaronuxcs MmyTeM MoCTaHOBKU MPOOIEMHBIX BOIIPOCOB, MOOUIPSTH JUCKYCCHIO.

Bo BpeMs IeKIMOHHBIX 3aHATUNA PEKOMEHAYETCS BECTH KOHCIEKTHPOBAHUE Y4EOHOTO
Martepuana, oOpamaTh BHUMaHUE Ha (OPMYIHPOBKH M KAaTETOPHUH, PACKPHIBAIOIIUE CYTh TOTO WIIH
MHOTO SIBJICHUS], UJIU TIPOLIECCOB, BBIBOABI U TPAKTUUECKUE PEKOMEH/IALIUH.

KoHcrekT nekiuu jydine moapa3fensTh Ha MyHKTHI, COOMIOAasl KPacHYI0 CTPOKY. DTOMY B
00JBIION cTeneHu OyayT COocOOCTBOBATH BOMPOCH! IIaHA JIEKIUH, MPEAI0KEHHBIE MPENOIaBaTENsIM.
CJIGI[yGT 06pamaTL BHMMAaHHUC Ha aKICHTHI, BBIBOJbI, KOTOpBIe JaejacT HpeHOI[aBaTeJIb, oTMcuast



HamOoJee BaKHbIC MOMEHTHI B JICKIIMOHHOM MaTepuaie 3aMeYaHHsIMU
«BAXKHO», «XOPOLIO 3alIOMHUTBHY» U T.NI. MOXKHO J€iaTh 3TO U C IIOMOIIBIO Pa3HOIBETHBIX MapKepOB
WM py4yeK, NOAYEPKUBAsi TEPMUHBI U OTIPEIECIICHUSI.

[lenecooOpa3zHo pa3paboTaTh COOCTBEHHYIO CHCTEMY COKpallleHHH, abOpeBHaTyp U CHMBOJIOB.
Opnako npu JanpHeHIeld paboTe ¢ KOHCIIEKTOM CHMBOJIBI JIYUIIe 3aMEHUTh OOBIYHBIMU CIIOBAMH IS
OBICTPOTO 3pUTEIHHOTO BOCHIPUATHUS TEKCTA.

PaboTtass Hajg KOHCHEKTOM JIEKIMH, HEOOXOAMMO HCIOJIb30BaTh HE TOJIBKO OCHOBHYIO
JUTEpaTypy, HO U Ty JIMUTEPATYpy, KOTOPYIO JAOMOJHUTEIBHO PEKOMEH0BAN MpenojiaBarenb. VIMeHHO
Takas cepbe3Has, KpOIOTJiMBasg paboTa € JIEKIMOHHBIM MAaTe€pHalloM I03BOJMUT IJIyOOKO OBIaJETh
TEOPETUYECKUM MaTEpUAJIOM.

Temaruka nexkuuii gaercs B paboueil mporpamme JIUCHUIIIHHBIL.

3. Mertoauyeckue YKa3aHus o0yyaromumcs no MOAT0TOBKE K
NPaKTHYeCKUM/CEeMUHAPCKUM 3aHATHSIM.

Ha mpakTudeckux 3aHATHSIX MPHUBETCTBYETCS aKTHBHOE YJacTHE B OOCYKICHHWU KOHKPETHBIX
CUTYaIMi, CIOCOOHOCTh HAa OCHOBE MOJIYYEHHbBIX 3HAaHUI HaXoJUTh Hanbosee 3h(peKTUBHBIE pelIeHus
MOCTABJICHHBIX MpPOOJIEM, YMEThb HAXOIUTh IOJIE3HBIH JOIMOJHUTENbHBIA MaTepuag MO TeMaTHKe
CEMHMHAPCKUX 3aHSATHIA.

CryneHTy peKOMEH1yeTCs CIIeIyIolas CXeMa MOArOTOBKU K CEMUHAPCKOMY 3aHATHIO:

1. O3HakomyIeHHE C TIJIAHOM MPAKTHYECKOIO 3aHITHs, KOTOPBIH OTpaXkaeT CoJep)KaHue
MPEI0KEHHON TEMBI;

2. [IpopaboTaTh KOHCITEKT JICKITHI;

3. IIpounTaTh OCHOBHYIO U JOTIOJHHUTEIBHYIO JTUTEPATYPY.

B nporecce moAroToBKM K MPaKTUYECKUM 3aHITHIM, HEOOXOAUMO 00paTUTh 0c000€ BHUMAHNE
Ha  CAMOCTOSITEIbHOE M3Y4€HHWE PEKOMEHIOBAaHHOW  Jnureparypbl. Ilpum  Bceil  moJsiHOTE
KOHCIIEKTHPOBAHUS JIEKIIUU B HE HEBO3MOXKHO M3JIOKUTh BECh MaTepuai M3-3a JUMHUTA ayTUTOPHBIX
gacoB. [loaTroMy camocrosTensHas paboTra ¢ ydeOHMKaMH, Yy4eOHBIMH TIOCOOMSMH, HAyIHOM,
CIIPaBOYHON JIUTEPATYPOM, MaTepuajiaMu MEePUOANUECKUX W3JaHui U VIHTepHeTa siBiseTcs Hanboee
3¢(GEeKTUBHBIM ~ METOJIOM  MOJIyYEHHUS  JOMOJIHUTENbHBIX 3HAHWM, TO3BOJIIET  3HAUUTEIHHO
aKTUBU3MPOBATH TIPOIIECC OBJIAACHHUS HWH(GOpPMAaIKEi, CocoOCTByeT 0OoJiee TIIyOOKOMY YCBOCHHIO
M3y4aeMoro matepuana, GopMUpYeT y CTYACHTOB OTHOIICHHE K KOHKpETHOW mpobieme. Bce HoBble
MOHATHS TO HU3y4aeMON TeMe HeoOXOOMMO BBIYYUTh HaW3YCTh M BHECTH B TJIOCCApHUl, KOTOPBII
1enecooOpa3Ho BECTH € CaMOro Havajia U3y4eHHs Kypca;

4. OTBETUTH Ha BOIIPOCHI [IJIaHa MTPAKTUUECKOTO 3aHSTHUS,

5. BeimosiHuTh ToMalliHee 3aJjaHue;

6. [IpopaboTaTh TecTOBBIC 3aJaHUS U 33]Ja4H;

7. Ilpu 3arpyaHenusix chopMylIupoBaTh BOIIPOCHI K MPENOgaBaTellto.

Pe3ynbrar Takoii paboThl JOHKEH MPOSIBUTHCS B CIIOCOOHOCTH CTY/I€HTa CBOOOJHO OTBETHUThH Ha
TEOPETUYECKUE BOIMPOCHI MPAKTHUKyMa, BBICTYNIaTh W YYacTBOBaTb B KOJUICKTUBHOM OOCYXIEHUU
BONIPOCOB H3Y4aeMOW TEMbl, NPAaBHJIBHO BBIMOJHITh MPAKTHUYECKHUE 3aJaHUS M WHBbIC 3a/aHus,
KOTOpBbIE NatoTcs B (POHJIE OLIEHOYHBIX CPEJICTB AUCIIUILTUHBIL.

3. Metoanueckue yKazaHusi 00y4ar0IuMCcs 110 OPraHU3alMu CAMOCTOATEIbHO padoThl.
Ilens opraHu3anum CaMOCTOATEIBbHON paboThl 1o auctuiimHe «HHopmarmonHas
0€30MacHOCTh B DKOHOMHUKE» - 3TO YIIyOJeHHe M pacUIupeHue 3HaHWid B 00JacTU T'yMaHUTAPHBIX
HayK; GOpMUPOBaHHE HABBIKA 1 HHTEPECa K CaMOCTOSTEIbHOM MO3HABATENBbHOM 1eATEeIHHOCTH.
CamocTtosarenbHas padoTa 00yJaromIuXCs SBISETCS BaKHEUIIINM BHJIOM OCBOCHHSI COJCPIKAHUS
JUCIUIUTAHBL, TIOATOTOBKH K MPAaKTUYECKUM 3aHATHSIM U K KOHTPOJIbHOU paboTe. Crofa e OTHOCSTCS
U CaMOCTOSTENhbHOE YIIyOJeHHOEe u3ydeHue TeM aucuuiuimHbl. CamocrosiTenbHas paboTa
MPEJICTaBIsIeT COO0O0M MOCTOSHHO NEHCTBYIOIIYIO CHCTEMY, OCHOBY 00pa30BaTeIbHOTrO Ipolecca U
HOCHUT HCCIIEAOBATEIbCKUN XapaKTep, YTO TMOCIYKUT B Oyayl[eM OCHOBAaHWEM JUIsl HAIUCAHHUS
BBIMTYCKHOM KBaJM(UKAIIMOHHONW PabOThI, MPAKTUYECKOTO MPUMEHEHHUS IOTyICHHBIX 3HAHH.
Opranuzanus caMoCTOSTeNbHOW PaboThl 00YJArOIINXCS OPUEHTUPYETCS Ha aKTUBHBIE METOJIbI
OBJAJICHUS] 3HAHUSAMHU, pa3BUTHE TBOPUYECKUX CIIOCOOHOCTEH, TMmepexoJ OT MOTOYHOTO K
WHIUBUAYAIU3UPOBAHHOMY 00YUYEHHIO, C YUETOM MOTPeOHOCTEH U BO3MOKHOCTEN JIMYHOCTH.
[IpaBunbHast OpraHu3amys CaMOCTOSITENBHBIX YYEOHBIX 3aHSATHUH, WX CHCTEMAaTHYHOCTb,
1enecoodpa3Hoe IJIAHUPOBAHUE pPAOOUYEro BPEMEHH TO3BOJSET CTYICHTAM pa3BUBATh YMEHUS H



HaBBIKM B YCBOCHHM M CHCTEMAaTU3allMU NMPHOOpETaeMbIX 3HAHMU, 00ECIeurnBaTh BBICOKHH YpOBEHB
YCIIEBAEMOCTH B IEPHOJ 00YUSHHS, TOJTyYUTh HABBIKH MMOBBIIICHUS IPOPECCHOHATBHOTO YPOBHS.

[TonrotoBka K MpPaKTHUYECKOMY 3aHATHIO BKJIIOYAeT, KpPOME TPOpPAabOTKH KOHCHEKTa |
MPE3CHTAIlMH JIEKIUH, I[OWUCK JIUTEPaTyphl (IO PEKOMEHIOBAHHBIM CIHCKAM M CaMOCTOSTENBHO),
MOJTOTOBKY 3aroTOBOK Ui BBICTYIUIGHHH IO BOIPOCAaM, BBIHOCUMBIM JUIS OOCYXAEHUS IO
KOHKpeTHOUW Teme. Takue 3aroTOBKM MOTYT BKIIOYATh LUTATHI, (aKThl, COMOCTABICHUE PA3TMYHBIX
no3unuidi, coOcTBeHHbIe MbIcHU. Ecimm mpobimema 3amHTEpecoBana OOYdYalOMIETOCs, OH MOXKET
MOJATOTOBUTH pedepaT M BBICTYNIUTh C HUM Ha MPAaKTUYECKOM 3aHATHH. lIpakTHdeckoe 3aHsATHE - 3TO,
MpeXae BCEero, AMCKYCCHs, OOCYKICHHE KOHKPETHOW CHUTyallld, TO €CTh IpEIojaract yMeHHe
BHUMATEIBHO CIIyIIaTh WICHOB MAaJOW TPYNIBI M MOJEPAaTopa, a TAaKkKe CTapaTbCs BHICKAa3aTh CBOE
MHEHHE, BBICKAa3bIBaTh COOCTBEHHBIC HJIEH M MPEIIOKEHUS, YTOUHATh M 3a/IaBaTh BOIPOCH! KOJUIEraM
0 00CYXICHUIO.

[Ipy moaroToBke K KOHTPOJIBHOM paboTe OOy4yarolUicsl JOKEH IOBTOPSTH MPOWICHHBIN
MaTepuag B CTPOIOM COOTBETCTBHM € Y4e€OHOM NpOrpaMMoil, UCHOJB3Ysl KOHCIEKT JIEKUUH |
JUTEepaTypy, PEKOMEHJIOBaHHYIO mpenojaBaTeneM. [Ipu HEOOXOAMMOCTHM MOXHO OOpaTUThCA 3a
KOHCYJIbTAIIel M METOJANYECKOHN MOMOIIBIO K IPETI0aBaTENIoO.

CamocTtosaTrenbHas paboTa peanusyercs:

— HEMOCPEJICTBEHHO B MPOIECCE ayAUTOPHBIX 3aHATHHN - HA JICKIHAX, TPAKTUICCKUX 3aHATHUSAX;

— B KOHTAaKTe€ C TpETojaBareleM BHE PaMOK PACIMCAHUS - Ha KOHCYJIbTAUAX MO y4eOHBIM
BOTIPOCaM, B XOJIe¢ TBOPYECKMX KOHTAKTOB, NMPU JIMKBHIAIMH 3aJ0JDKEHHOCTEH, TPU BBITIOJTHEHUH
WH/IMBUYAIbHBIX 331aHUH U T.]I.

— B Oubmuoteke, noma, Ha Kadeape TMpU BHITOJTHCHUH OOy4JaIOMUMCS Yy4YEOHBIX U
MPAKTUIECKUX 3a/1aY.

Bunsr CPC n kputepnn O1ieHOK
(o 6ammpHO-perTunToBOM cucteme [ THTY, CPC onenuBaercs B 15 6anoB)
1. Jloxmanm

Tembl my1g camocTosITENbHOM pabOThl MpomucaHbl B pabouel mporpamme JUCHUIUIMHBI.
O} hEeKTUBHBIM CPEJICTBOM OCYIIECTBICHUSI OOYYAIOIIMMCSI CaMOCTOSITCIIBHOW pPabOThI SIBISETCS
AIIEKTPOHHAsI HHPOPMAITMOHHO-00pa3oBaTeIbHas cpeia YHUBEPCUTETa, KOTOpasi 00ecreurnBaeT JOCTy
K Yy4eOHbIM TIUTaHaM, paboOYMM TporpaMmaM JTUCHUIUIMH (MOIyJed), NpaKTHK, K W3JaHUAM
AIIEKTPOHHBIX OUOIMOTEUHBIX CUCTEM.
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