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1. Ilean u 32249 OCBOEHUS AU CIUILIHHDI

Heabro w3ydeHHs TUCIMIUIMHBI SIBJISETCS O3HAKOMIICHHWE CTYACHTOB C OCHOBHBIMHU
MOHITHSIMHA ¥ ONpeAeIeHUsIMA UH(DOPMAIIMOHHONW 0€30MacHOCTH; WCTOYHHKAMH, PUCKAMH H
dopmamu arak Ha WHGPOpPMAIMIO, Yrpo3aMH, KOTOPBIMH TOJBepraercs HHGOpMAIIHS;
BPEIOHOCHBIMH MTPOrpaMMaMU; 3aIIUTON OT KOMIIBIOTEPHBIX BUPYCOB M JPYTHX BPEIOHOCHBIX
nporpaMMaM; METOJaMH M CpPEACTBAMHU 3allUThl WHQPOPMAILHUHU; TOJUTHKOW O€30IacHOCTH
KOMIaHuM B oOnactu WHGOPMANMOHHONW O€30MacHOCTH; CTaHIapTaMu WHGOPMAITMOHHON
0€30IaCHOCTH; KPUNTOTPaQUUECKIMH METOJAaMU M ITOPUTMaMH IMU(PPOBaHHUS WHPOPMAIINY;
AITOPUTMAMU ayTEHTU(DUKAIIMN TIOJIh30BaTENICH; 3alUTON WH(POPMAIIUU B CETAX; TPCOOBAHHSIM
K CHCTEMaM 3aluThl HH)OpMAaIiH.

3agaya JUCHUIUIMHBL O3HAKOMHUTH CTYACHTOB C TCHJACHIMUSMU PA3BUTHS 3aIlUTHI
UHPOPMALIUK C MOJECISIMHA BO3MOXHBIX Yrpo3, TEPMHHOJIOTUEH W OCHOBHBIMH ITOHSTHUSIMHU
TEOpHUU 3alIUTHl HHPOPMAIUH, & TaK K€ ¢ HOPMATUBHBIMU JOKYMEHTAMH M METOJIaMHU 3allUThI

KOMIBIOTEPHON MHPOpMAIIH.

2. MecTo AUCUMILINHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl

I[I/ICIII/IHJII/IHa 10 BI)I60py BTOpOIo0 MOAYJIsI, OTHOCHUTCA K 4YaCTH

bopmupyemoii

y4aCTHHKaMU 0Opa30BaTeNIbHBIX OTHOWIEHWH. s u3yueHHs Kypca TpeOyercsi OCBOCHME
crenyommx aucuumine: «MadopmaTikay, «CTaTUCTHYECKHA aHAITN3)

3. IlepeyeHb NJIaHMPYEeMBIX Ppe3yJabTATOB O0y4YeHHs] MO AUCHHUILIMHE (MOIYJI0),
COOTHECEHHBIX ¢ HHANKATOPAMHM J0CTHKEHUSI KOMIIeTeHI U

Taoauna 1
Kox nmo ®1OC NHauKkaTopbl 10CTHKEHUS IInanupyemble pe3yjbTaThl 00yYeHHS IO
aucuuniune (3YB)
Oo6menpodgeccuoHaIbHbIE
OIIK-5.3. ®opmynupyer 3HaTh!
NPUHLMITEL, METOBI U CPEACTBA - Butel yrpo3 MC u MeTozbl obecnieueHus
OIIK-5 peLIeHNs CTaHIAPTHBIX 3a1a4 MH()OPMALIMOHHOI 0€301TaCHOCTH; TIPaBOBBIE
CrniocobeH po(heCCUOHAIBHOMN JIEATEIIbHOCTA | OCHOBBI 3aIUTHI KOMITBIOTEPHOM
UCIIOJIb30BaTh Ha OCHOBE MH(OPMAIMOHHOH U uH(popMaIuK; CTaHIapTHI;
COBpEMEHHBIE oubnmorpaduyeckoi KynmbTypel ¢ | YMeThb:
UHQOPMaIOHHEIE npUMeHeHueM HHPOPMAITMOHHO - BBISIBIISITH U OLIEHUBATH YTPO3BI
TEXHOJIOTHH U KOMMYHHKAIIMOHHBIX TEXHOJOTHH | WHPOPMAIMOHHON O€30MacHOCTH,
HporpaMMHbIE U C YYE€TOM OCHOBHBIX TPEOOBaHMI | OOOCHOBBIBATH OPraHH3ALMOHHO-
CpeZcTBa IpH WHQOPMAIMOHHOHN 0€30MaCHOCTH | TEXHHUYECKHE MEPOTIPHUSATHS 110 3alUTe
peleHnu nHpopmaimu B 1C;
npodeccnoHaTbHBIX Baaners:
3a1a4 - HaBBIKAMU PabOTHI C Pa3INIHBIMH

WUCTOYHUKAMH WH(POPMAIIUH;

OIIK-5.4 Pemaet ctannapTHbIe
3a1a4u npoecCHOHAIBHOM
JIeSITeIbHOCTH Ha OCHOBE
UHPOPMAIMOHHOHN H
OoubnmorpaduuecKon KyabTyphl C
NpUMEHEeHueM HHPOPMALTHOHHO
KOMMYHHKAITMOHHBIX TEXHOJIOTHI
Y C y4ETOM OCHOBHBIX TpeOOBaHUN
WH(POPMAITMOHHOM O€301MacCHOCTH

3HaTh:

- TpeOoBaHus HH()OPMAITMOHHBIX CHCTEM
YmMmern:

- IPOBOAMTD aHAJIN3 HHGOPMAIIMOHHOM
0e3onacHOCTH 00BEKTOB HH()OPMATH3ALUH
Ha COOTBETCTBUE TPEOOBAHUAM CTaHAAPTOB
B 00J1acTH HH(POPMAIIMOHHON 0€30MIaCHOCTH;
Baagers:

- HaBBIKAMU TTOCTPOCHUS CUCTEMBI
MHGOPMAITMOHHOM 0E30MMaCHOCTH B
YCIOBHSIX JEHCTBYIOIIUX yTPO3,
(hopMHPOBaHMSI KOMILJIEKCA CPEACTB 3aILUTHI




4. O0beM TUCHHUILVIMHBI U BUAbI Y4eOHOH padoThI

Taoauna 2
Bcero
CemecTpnl
4acos/3.e.
Bup yueOHoii padoThl 7 8
(01010 0390
(01010) 0300
KonrakTHas padora (Bcero) 60/1.6 32/0.8 60 32
B tom unciie:
Jlekuun 24/0.6 16/0,4 24 16
[TpakTUyeckue 3aHATHS 36/1 16/0,4 36 16
CamocrosiTesibHasi padoTa 84/2 3 112/3.1 84 112
(Bcero)
B tom uncie:
Jloxma e 28/0,7 40/1,1 28 40
U (unu) opyeue 6udwi
CamocmosmenvbHou pabomol
[ToaroroBka K NpakTHYECKUM 20/0,5 36/1 20 36
3aHSTUSIM
[ToaroroBka K 3a4ety 36/1 36/1 36 36
Bunx otyeTHOCTH 3a4er 3a4er 3a4er 3a4er
Obmas BCET'O 5 144 144 144 144
TPYAOEMKOCTh Jacax
AMCUUIIMHBI BCEI'O s 4 4 4 4
3a4. el.
5. Conepixanue TMCHUNIMHBI
5.1. Pa3nesibl AUCHUNIUHBI M BUABI 3aHATHH
Ta6auna 3
Ne HaunMeHoBaHue pasaeiia Jlekn. IIpakr. Bcero
n/n JAUCIMILINHBI 10 ceMecTpaM 3aHATHSI | 3aHSATHS | 4YacoB
1 Beenenne B nH(pOpManMmoHHYIO 6€301aCHOCTh 2 2 2
2 3anaun ¥ MeTOABl THPOPMAIIMOHHON 0€30MTaCHOCTH 2 2 2
3 Yrpo3sl nHpOpMaMOHHON 0€30acCHOCTH 2 2 2
4 | IloTeHnmanpHBIE TPOTUBHUKH U aTaKH 2 2 2
5 Crannaptsl obecnieueHust b 2 2 2
6 OpraHn3aioHHO-TIPABOBBIE METO bl HHPOPMALIIOHHOM 2 2 2
Oe3omacHOCTH
7 3aKoHOAATEIbHBIN YPOBEHL HH(DOPMALIMOHHON 0€30I1aCHOCTH 2 2 2
8 | AZAMUHHCTPAaTUBHBIA YPOBEHb HH(POPMAIIMOHHOI 0€3011aCHOCTH 2 2 2
Bcero 16 16 32




5.2. JIeKLIIMOHHBIE 3aHATUSA

Tab6auua 4
Ne HaumeHnoBaHue pa3aesia
Conep:xkanue pasaena
n/m JTUCIHUIIINHBI
8 cemecTp
Beenenue B uHGOpMaAITMOHHYIO [Tonsatue "Nudopmanronnas 6e30macHOCT"
0€301acHOCTb 1. IIpo6nema nHGOPMALITMOHHOM GE30MacHOCTH
oOmiecTBa
1. "
2. Onpenenenue nousatus "MupopmanmonHas
0€e301acHOCTh
3. Cocrasnsronue nH()OPMAITMOHHON 0€30MaCHOCTH
3amaun 1 METOJIBI 1. 3agayn nHGOPMALIMOHHOM OE30MACHOCTH
5 MH(POPMALIMOHHOM 0€30MMacHOCTH | 00IIeCTBa
' 2. ¥YpoBHu hopMupoBanus pekuma HHGOPMAIIMOHHOM
0€3011aCHOCTH
YTrpo3bl HHPOPMALITUOHHON .
3. p (popman Yrpo3bl uHPOPMALIMOHHON 6€30MaCHOCTH
0€30MacHOCTH
[ToreH1anbHBIC TPOTUBHUKYU U
4. [ToTreHnManpHbIC MPOTUBHUKHU M aTaKU
aTaKu
Crannaptel obecrieuenus 11b CrannapThl HHPOPMAIMOHHOM OE30MaCHOCTH
1. OOmwme kpurepun
5. 2. Cranpaptsl HHPOPMALIMOHHOM 6€30MacHOCTH
pacrpenieieHHbIX CUCTEM
3. Cranpaptsl uHGopMaIOHHOM 6e3omacHOCTH B PO
OpranuzanoHHO-TIPABOBHIE
o Oprann3anroHHO-TIPABOBBIE METO/IbI
6. | MeToap! HHPOPMAITMOHHON .
MH(pOPMAIMOHHOM 0€30MacHOCTH
0€3011aCHOCTH
3aKOoHOJATENbHBIN YPOBEHB 1. IIpaBoBBIE OCHOBBI HH(GOPMAITIOHHOMN
uH(MOPMAaOHHON 0e30I1acHOCTH O0IIIECTBA
0€e30MacHOCTH 2. OCHOBHBI€ TTOJIOYKEHIST BOKHENIINX 3aKOHOIATEIEHBIX
7. aktoB PO B oOnmacty nH(OpMAIIMOHHOM OE30MTAaCHOCTH U
3aIUThI HHYOPMAITUH
OTBETCTBEHHOCTH 3a HApYyILIEHUs B cepe
H(OpMaIOHHON 6€30MacCHOCTH
AIMUHUCTPATUBHBIA YPOBEHB 1. Ilenu, 3agaun U cofepKaHNe aIMUHUCTPATUBHOTO
8 UH(POPMALIMOHHOM OE30MTaCHOCTH | YPOBHS

2. Pa3paboTtka nonutuku nHGOPMAIIMOHHON
0€e30I1aCHOCTH




5.3. JIaGopaTOpHBIX 3aHATHII- HET

5.4 llpakTHYecKkne 3aHATHSA

IJJ‘;)I HaumeHoBaHue pasaeJia HaumenoBanue 1adopaTopHbIX padoT

1. | Ipakruueckas padora Nel. PaGora co cnpaBkoii: cepTrudukatsl, 6e30macHbe

YcraHoBKa U yaajeHue cepTuhUKaTOB. y3I1bl. Y CTaHOBKA U yAajeHue ceptudukaTon. [lonrotoBka
oTyera

2. | IIpakTHueckass padora Ne2. IlepBuuHbIe HACTPOIiKK 0003peBaTeJisi, Ha3HAYEHHE
Hacrpoiika ypoBHs 6e30macHOCTH, Be0-y3J1y 30HbI 0€30MaCHOCTH, HACTPOIiKH
KOH(QUACHLINATBHOCTH U aBT03aM0JHEHHSs1, CPeCTB 0€30MacHOCTH
3 PeKTHBHOCTH PAOOTHI TPOTPAMMEBI
INTERNET EXPLORER.

3. | TlpakTuueckasi padora Ne3. AHayiu3 Buael yrpo3 u XxapakTep OpoucX0kKAEHUS yTPo3
YIPO3 M 3alIUIIIEHHOCTH 00bEeKTA

4. | MpakTnyeckas padora Ned OcBoeHHE CPENCTB  aAMHUHHUCTPaTOpa  ONEpPALMOHHON
Pasrpanndyenue npas nojb3oBarteneid | cuctemb Windows.
B 3aIIMIIEHHBIX BEPCHSIX
onepaunuoHHoii cucrembl Windows

5. | IlpakTHyeckas padora Ne5 OcBoeHHs CPEICTB agMUHHCTPATOpa W ayluTOpa BEpCUi

omnepannonHoi cuctembr Windows, nipeiHa3HaYeHHBIX IS

Peanu3auusi noIMTHKH 0€30MACHOCTH e ONpeeTeHNUs TApaMETPOB MOTUTHUKN 0E€30IaCHOCTH;
B BEPCHsIX ONEPANHOHHON CHCTEMbI ® OIpeJeJICHUs ITapaMETPOB MOJIUTHKYU ayIUTa;
Windows ® [POCMOTpPA U OUUCTKH XKYypHaIa ayJuTa.

6. | IlpakTuueckasi padora Ne6 OcBoeHne CcpencTB omeparuoHHoi cuctembl Windows,

Pasrpannyenue 10CTyna K pecypcam B
BepPCHUAX ONePALMOHHOM CHCTEMbI
Windows

MpeHa3HaYeHHbIX JJIS:

® pasrpaHWuYEHHs JOCTyla CYOBEKTOB K TamKaM |
(hatinmam;

® pasrpaHUyYEHHs JOCTyNa CYyObEKTOB K IPUHTEPaM;

® pasrpaHUuYEHHs JOCTYIA K pa3esiaM peecTpa;

e o0ecrieyeHus1 KOH(PUACHINATBHOCTH MANIOK U (paiiiioB ¢
TOMOIIIbI0 mupyromieit GpaiaoBol CHCTEMBI.

6. CamocTosiTeIbHAsI paG0oTa CTYA€HTOB

6.1. Bopocsl s fokaaaa

Ne
i TeMbl /151 CAMOCTOATEIHLHOTO H3YYEeHH S
1. Obecneuenre nHPpOPMATMOHHOM 0€30MaCHOCTH B 0AHKOBCKHUX M (PMHAHCOBBIX
CTPYKTypax
2. AHanu3 MUPOBOTO pPhIHKA OMOMETPUUYECKHX CUCTEM, UCIIOB3yEMbIX B CUCTEMAX

obecrieueHrss THPOPMAITMOHHOM 0€30MacHOCTH

AHanu3 MUPOBOTO phIHKA aHTUBUPYCHOTO MPOTPaAaMMHOI0 00eCIIeYeHHUsI

DnexkTpoHHas M(poBast MOJITHUCH.

Kommnsrorepras npectynHocts B Poccnn

Anroput™Mel 1HGpoBON MOANKCH

Croco0sl

3alIUThI OICPAIIMOHHBIX CUCTEM

3
4
S.
6. Mopens yrpo3 uHpopmaiuu Ha Tepputopun PO
7
8
9

OKOHOMUYECKHE OCHOBBI 3alllUThI KOH(bHI[CHLIH&JILHOfI I/IH(I)OpMaI_[I/II/I

10. | AHanu3 MEPOBOTO PHIHKA aHTHBHPYCHOT'O POTPAMMHOTO 00ECTICUSHHSI

11. | Ayaut 6e30maCHOCTH KOPIIOPATHUBHBIX HH(POPMALMOHHBIX CUCTEM

12. | be3omacHOCTh 3IEKTPOHHOM MOUTH U MIHTEpHET

13. | Bunbl 1 Ha3HayeHHE TEXHUYECKUX CPEICTB 3alIUTHl MH(OpPMALUUA B
MTOMEMICHUAX, UCIIOIb3YEMBIX JUIsl BEJICHHS TEPErOBOPOB M COBEIAHMM




14. | Bunel ayaura nundopmannoHHONH 6€30MacHOCTH

15. | BriOop noka3zatenei 3alUIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA K
nHpopmaruu

16. | I'ocynapcTBeHHas cuctema 3auThl nHpopmaryu PO

17. | MeTtoab!l 3alMThl aylM0 M BU3YAJIbHBIX JOKYMEHTOB

18. | Meronpl 3alMThl JOKYMEHTOB Ha OYMa)KHBIX HOCHUTENSX

19. | Merons! u cpenctBa obecniedenus 6e3omacuoctu [10

20. | Meronbl ckpbITOM niepenaun nHGopManuu

21. | Mero/ibl 5KOHOMHYECKOT0 aHalu3a CHUCTeM WH(POPMAIMOHHON 0€30macHOCTH

22. | IIpoOnembl 6€30MaCHOCTH U IyTH UX PELICHUs] B COBPEMEHHBIX KOMIIBIOTEPHBIX
CeTsIX

23. | CoBpeMeHHbIE TEXHOJIOTUN apXUBUPOBAHUS JTAaHHbBIX

24. | TexHOJOTUH Pe3epBHOI0 KOMMMPOBAHUS JAHHBIX

25. | YnpaBnenue 6€30MacHOCTBIO MPUIIOKEHUH (Ha MpUMepe KOMITAHUH. . ..)

6.2. Bonpochl 1J151 caMOCTOATEIBLHOTO H3yUeHHs 8 cemecTp

Ne

i TeMbl 1J151 CAMOCTOAATEJILHOTO0 U3YYECHHS

1. ITpo6sembl 0€30aCHOCTH B JIOKAJIBHBIX CETAX

2. Texnonoruu 3amuTel Web-pecypcoB OT B3J10Ma U XaKEPCKHX aTak

3. [TpoGiembl 6e30MacHOCTH B TTI00ATBHBIX CETAX

4, [Tonutuka nndopmanmonnoi 6e3omnacuoctu B PO

5. [Tonmtuka nadopmanmonnoi 6e3omnacHoctu B CIIIA

6. KoHnenuus 31eKTpOHHOr0 JOKYMEHTa U IPOOJIEMBbl IPABOBOIO PETYIMPOBAHUS
AJIEKTPOHHO-TIM(PPOBON MOANHUCH

7. CranyapTsl IUppoBaHUs

8. MeTo/1b1 3a1IMTHI peueBON HHPOPMAITUU

9. Buipl KOMIIBIOTEPHBIX MPaBOHAPYIIEHUI.

10. | MeTo/ibl 3a1IMTHI ayIMO M BU3YaJbHBIX JOKYMEHTOB

11. | MeTo/ibl 3a1IUTHI TJOKYMEHTOB Ha OyMa)KHBIX HOCUTEJISIX

12. | Meto/1bl BHEApEHMSI TPOrPAMMHBIX 3aKJIaJI0K

13. | Metonpl 3amnTel nHGopMannu B UHTEpHET.

14. | MeTo/ibl 3aIIUTHI OT MAKPO-BUPYCOB

15. | MeToib! 3a1uThl IPOTpaMM OT HECAHKIIMOHUPOBAHHBIX U3MEHEHUN

16. | Mero/bl 3aMTHI peueBoil nHpopMaun

17. | Merojbl u cpesicTBa OOpHOBI CO CTAMOM

18. | Metonb! u cpenctBa obecnieuenus 6e3onacHoctu [10

19. | Mero/ibl nepexBaTa U HaBA3bIBaHUS HH(OPMAIHH

20. | Meronpl noucka u cbopa nHGOpMaILIUU.

21. | Meronpl ckpbITON nepenaun nHGopManuu

22. | MeTto/ibl 5KOHOMHYECKOr0 aHajli3a CHUCTeM MH(OPMAIMOHHOH 0€30MacHOCTH

23. | Meronpl 3aliMThl ayuo W BU3YaJIbHBIX JOKYMEHTOB

24. | Meronpl 3alMThl JOKYMEHTOB Ha OYM@KHBIX HOCHTENSX

25. | Metoibl BHEpEHUs IPOTPAMMHBIX 3aKJIAT0K

26. | Meroap! 3ammThl nHGopMmanyu B IHTepHeT.




7.

OuneHouHble cpeacrsa

7.1. Bonpocskl Kk nepBoii py0e:kHOii aTTecTaluu

SouhrwnE

BBenenne B MHPOPMALMOHHYIO 6€30MaCHOCTh

3agaun U MeTO B! MH(POPMAIIOHHOM 0€30MacHOCTH

VYrpo3sl uHGOpMALIMOHHON 0€30MaCHOCTH

[ToreHnmanpHpIe TPOTUBHUKY U aTaKu

Crangaptel obecrieuenust b

3aKOHOIaTEeNbHBIN YPOBEHb HHPOPMAIIMOHHON 0€3011acHOCTH

7.2. Bonpochl KO BTOPO#i py0e:KHOM aTTecTanNu

1.
2.

AJMUHUCTpPAaTUBHBIN YpOBEHb HH(OPMAIIMOHHOHN 0€3011acHOCTH
OCHOBHBIE NOJI0XKEHUS TEOPUU UH(POPMAIMOHHON 0€30I1aCHOCTH

MH(POPMAIIMOHHBIX CHCTEM

3.

OCHOBHBIE TEXHOJIOTUH IMOCTPOCHH: 3alUIICHHBIX 9KOHOMHWYCCKUX

MH(POPMAIIMOHHBIX CHCTEM.

4.

5.
6.
7.

Monens yrpo3 uHpopmauu Ha Tepputopuu PO

Crioco0bl  3aIIUTHI OTIEPALMOHHBIX CHCTEM

AHanu3 MUPOBOTO PhIHKA AHTUBUPYCHOTO POTPAMMHOTO 00€CTIeYeHHS
Komnsrorepnas npectynHocts B Poccnn

Obpasey bunema pybexcHol ammecmayuu

T'POSHEHCKHNU I'OCYJAPCTBEHHBIN HE®TSIHOMW TEXHUYECKHUN
YHUBEPCHUTET

HucTuTyT H1U(PPOBOH IKOHOMHUKH U TEXHOJOTHYECKOI0 NpeINpPUHUMATEIbCTBA
I'pynna «9HI-23 (BOHI-23)» Cemectp _8

Kadenpa «abopMalinoHHble CUCTEMBI B 3KOHOMUKE»
Jucuuniauna MHdopmanonHas 6€30macHOCTh

1. Cucrema 11eH B IPOMBILUIEHHOCTH
2. Metons! onpeiesieHust BRIPYUKH, (PaKTOPHI, BIUSIOIINE HA €€ BETUYUHY
3. HanpaBneHus UCTIOIb30BAHMS BRIPYUKHU TIPEATIPUATHS

[Toanuces npenoxasarens [Moanucek 3aB. kadenpoit

7.3. Bomnpocsl Kk 3auety

NoabkowhE

Beenenne B ”HGOpMaLIMOHHYIO 0€3011aCHOCTh

3amaun ¥ MeToIb HH(DOPMAITMOHHOW 0€30MMaCHOCTH

Yrpo3sl HHPOpMAITMOHHON 6€301aCHOCTH

[ToTeHmanpHBIC MPOTUBHUKH M aTaKH

Crannaptel obecrieuenus 11b

3aKoHOAATENbHBIM YPOBEHb HHPOPMAIIMOHHON 0€3011aCHOCTH
AJIMUHUCTPATUBHBIA ypOBEeHb NHGOPMAITMOHHOM 0€30MacHOCTH



8. OcHOBHBIE MOJIOKEHUS TEOPUH UH(OPMAIIMOHHOH 0€30MacHOCTH
MH()OPMAIIMOHHBIX CUCTEM

9. OcHOBHBIE TEXHOJIOTUU TIOCTPOCHUS 3AIINUIICHHBIX 3KOHOMUYECKHUX
MH(OPMAIIMOHHBIX CUCTEM.

10. Mogens yrpo3 undopmaiuu Ha Tepputopun PO

11. CrocoObl  3amIMTHI OTIEPAIIMOHHBIX CHCTEM

12. Ananu3 MHpPOBOTO pPbIHKAa aHTUBHPYCHOT'O IPOTPAMMHOTO 00ECTIeUCHHS

13. KommnbrorepHas npectynHocts B Poccun

Obpaszey bunrema k 3auemy (8 cemecmp)
I'po3HeHckuii rocynapcTBeHHbIH HeTAHONH TeXHMYECKHIl YHMBEPCHTET
HNucTuryT undpoBoii IKOHOMHKH U TEXHOJIOTHYECKOT0 MPeINPUHIMATEIbCTBA

Kadenpa «3xkoHOMUKA U yIpaBICHUE HA TIPEIIPUSTHI
I'pynna "9HI'-23 (BOHI'-23)" Cemectp " _ 8 "
Jucuumimna "Uudopmannonnas 6e30nacHOCTh
Bujer Ne 1

1. VYrpo3ssl uHpopManmoHHO# Oe30macHOCTH
2. lloreHunanpHbIE TPOTUBHUKY U aTaKU

Ilpenooasamens Aooynaee M.K.

3as. kagheopoin «UCI» JI.P. Mazomaesa

7.4. Tekymuii KOHTPOJIb

IIpakTuueckass padora Nel.
VYcTaHoBKa M yJlalleHHe cepTu(UKaTOB.

IIpakTHyeckass padora Ne2.
HacTpoiika ypoBHs 0e30mMacHOCTH, KOH(PUIEHIUAIBHOCTH MU 3S(PPEKTUBHOCTH
pa6otsl nporpammbel INTERNET EXPLORER.

IIpakTnyeckas padora Ne3.
AHanu3 yrpo3 ¥ 3alUIIeHHOCTH 00BbEKTa.

IIpakTnueckas padora Ned
Co3aHue caMONOANUCAaHHBIX CePTU(HHUKATOB.

IIpakTnyeckas padora NeS
Peanu3anus monmmuTHkKM 6€30IMaCHOCTH B BEPCHSX onepamoHHoit cucremsl Windows

IIpakTnueckas padora Ne6
Pasrpanndenue 10CTymna K pecypcaM B BEpCHsIX ornepannonHoi cuctemsr Windows



Ooépa3zey npakmuueckoit padomul
IIpakTuyeckas padbora Ne4.
Co31aHue cCaMONOANMUCAHHBIX CEPTU(PUKATOB.
1. Pacniucate: Onucanne SSL-cepTudukaros, Ajig 4ero OHU IPUMEHSIOTCS, KAKUX
BUJI0B ObIBatoT. Ommcanue .pem, .crt, .cer, .Key, .csr Kitouei.
2. Haiitu B cetn MaTeprer 3 pecypca mist nokynku Wildcard SSL-ceprudgukaros ¢
HamOoJIee HU3KOM 1IeHOH. B 0T4eT BHECTH CKPUHIIOTHI ¢ YKa3aHUEM IIEH.
3. CxauaTh ¥ yCTAaHOBHTH MOJHYIO 32-0uTHYIO Win 64-0utHyto Bepcuro OpenSSL
(EXE) B 3aBucumoctu ot pazpsanoctu Bamei OC.

Cchuika Ha ckaunBanue https://slproweb.com/products/Win320penSSL.html

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of OpenSSL). Only installs on é4-bit versions

EXE | MSI (experimental) of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

Winé4 OpenSSL v1.1.1d 43MB Installer | Installs Winé4 OpenSSL v1.1.1d (Recommended for software developers by the creators of OpenSSL). Cnly installs on 64-bit versions of Windows. Note that

EXE | MSI (experimental) this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default

EXE | MSI (experimental) build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.I.Id 30MB Installer | Installs Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local

EXE | MSI (experimental) [and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL v1.1.0L Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of OpenSSL). Only installs on &4-bit versions
of Windows. Note that this is a default build of OpenSSL and is subject ta local and state laws. More information can be found in the legal agreement of the
installation.

[Tpu ycTraHoBKe Ha MyHKTe BbIOOpa MecTa konupoBanus DLL-daiinos,
OBA3ATEJIBHO BbIOpath aupexTopuio /bin

f[E! Setup - OpenSSL 1110 (7 270 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then click Next.

Copy OpenS5L DLLs fo:
() The Windows system directory

(® The OpenSSL binaries (/bin) directory

3amycTuTh Iporpammy openssl.exe OT UMEHHM aIMUHUCTPATOPA U3 TANKH
C:\Program Files\OpenSSL-Win32\bin (B 64-0uTHO# BepcHi BO3MOXKHO
pacrionokenue C:\Program Files (x86)\OpenSSL-Win32\bin).

4. Co3ath caMOTIOANMCAHHBIN cepTU(UKAT clieys HHCTPYKUUsAM. B oTueT BHecTH
CKPHMHIIOTHI IO KaX/IOMY BBITIOJHsIEMOMY I1ary. B HanmeHoBaHuM (paiiiioB BMECTO
“domain” ucnosnap30BaTh Bally GaMUINIO JJATUHCKUMU OYKBAMH.

Coztanue 3aKpbITOr0 KJI0Ya U 3a1poca Ha MOATHCH.

YroObl cO31aTh 3aKPHITHII KJIIOY U 3aIIPOC HAa NOJAMHUCH OTKPBITOrO KIIH04a


https://slproweb.com/products/Win32OpenSSL.html

BBITIOJTHUTE TaKyI0 KOMaH/Y:
[Tocne yero HeoOXOIMMO yKa3aTh CIENYIOIINE CBEICHUS Ha JIATHHUIIE:
1 2x bykeennoe obo3nauenue cmpansl

| Pecnybnuky

| Hacenennulii nynkm

"I Hazeanue opeanuzayuu — Ceoro chamunuio

) Omoen —IT

) omeHnnoe ums, uoa «umsay.ru

1 Ceou email

1 Vkazamo xkakoti-nubo napoins

| Hononnumenvno naseanue komnanuu — Ceoe

UMsL.

req -newkey rsa:2048 -nodes -keyout domain.key -out domain.csr

Country Name (2 letter code) [AU]:RU
State or Province Name (full name) [Some-State]:Chechen Republic
city) []:Grozny
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Zaurbekov
Organizational Unit Mame (eg, section) []:IT
Common Name (e.g. server FQDN or YOUR name) []:rizvan.ru
]

Email Address []:rizvan@mail.ru

n

An optional company name []:Rizvan
( SSL:

[Moamuck cepTrduKaTos.

BrinonHuTe KOMaHy JUTsl TOAMUCAHUS cepTU(]HUKaTa CPOKOM 365 mHEk:

BHecTu B oT4eT ckpuHIIOT coaeprkanus nanku C:\Program Files\OpenSSLWin32\
bin , re M0 yMOIYaHUIO CO3AAI0TCSI KIIIOUH.



7.5. Onucanue mokasarejieii u KPUTEPUEB OLUCHUBAHUA KOMIIETEHIIMH Ha PA3JIUYHBIX J3Talax HX (l)OpMI/Ip()BaHI/Iﬂ, OIIMCAHHUEC IIKAJbI

OICHUBAaHMUA.
Taoaunma 7
Kpurtepuu oneHnBanus pe3yjibTaToB 00y4eHHs HauMeHoOBaHUE
Ilirannpyemblie pe3yIbTaThl OCBOCHHS] KOMIIETEHIINH OLICHOYHOT 0
Memnee 41 6as1a (He 3a4TEHO) Bouiee 41 6ana (3a4TeHO) cpencTBa

OIIK - 5.3. ®opmynupyeT NpUHIMIBL, METOJIBI M CPEICTBA PELICHHs CTaHIapTHBIX 3a]1au Po(decCHOHAIBHON e TeIbHOCTH HAa OCHOBE HH()OPMALIMOHHOM U Onbnmorpaduieckon
KYJIBTYPBI C TPUMEHEHHEM HH(POPMAIIMOHHO KOMMYHHKAI[HOHHBIX TEXHOJIOTHH U C Y4€TOM OCHOBHBIX TpeOoBaHUi1 nH(pOpMannoHHo# 6e30nacHoCTH

3HaTh: Bubl yrpo3 VIC u MeTobl o0ecneueHus
MH(POPMAIMOHHOW 0€30MaCHOCTH; PABOBBIC OCHOBBI

Henonneie 3nanuns. ChopMupoBaHHbIE, HO
coziepKallye OTJeIbHbIe IPOOeIIbl 3HAHUS.

3aIIUTHl KOMITBIOTEPHOI MH(OpMaLnK; CTaHAAPTHI

DparmeHTapHble 3HAHUS

CdopmMupoBaHHBIC CHCTEMATHUCCKUE

3HaHUA

'YMeTh: BBISBJIATH U OLICHUBATH YIPO3bl HHHOPMALMOHHOM

0€30I1acHOCTH, 000CHOBBIBATH OPTraHU3ALIOHHO-

TeXHUYECKHE MEPONpHsITHs N0 3aumre nHpopmarmu B IC

Hemnonneie yMeHus. Y MeHUs NOJIHEIE,

3ajaHus K TeKyIIen

aTTeCTalInuun

YacTuuHbIC yMEHUS

JIOMTYCKAKTCS HEOOJIBIINE OIIHOKH.

CdhopMupoBaHHbIC YMEHUS

(KOHTpOJIBHBIE BOIIPOCHI,
MIPAaKTUYECKUE 3aAaHuUs),

BJ'I?I)ICTL: HaBbIKaMHU pa60T1>1 C pas3sjiIndYHbIMU UCTOYHUKAMU]

MHpOpPMALIUT

YacTtuuHoe BJIaACHHUC HABBIKaAMU

Hecucremarnieckoe npruMeHeHHE HABBIKOB. B
CUCTEMATUYCCKOM NPUMCHCHNUU HABBIKOB

JIOTTYCKAFOTCSI IPOOEBL. Y CIIEITHOE 1

CHCTEMATHYECKOE IPUMEHEHNE HABBIKOB

OUIIETHI TPOMEKYTOUHOU

aTTeCTalun

OIIK-5.4. YMmeer pemats cTaHAapTHBIC 33Ja4l TPO(ECCHOHAIBHOM NeATeIbHOCTH Ha OCHOBE MH()OPMAaMOHHOM 1 OnOnmorpadguyeckoi KyIbTyphl ¢ IPIMEHEHHEM HH(POPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH M C yYETOM OCHOBHBIX TpeOOBaHMH MH(POPMAIIMOHHON 0€30M1acCHOCTH.

CdopmupoBaHHEIE, HO CdopmupoBaHHEIE
3HaTh: TpeOoBaHMS UHOOPMAIIMOHHBIX CHCTEM @parMeHTapHBIE 3HAHUS Hemnonnele 3HanMs COJIeprKalle OTAEIbHBIE CHUCTEMaTHYECKHE
poOeBl 3HAHUS 3HAHMA
YMeTb: UCIIONTE30BaTh HHPOPMALIMOHHEIE, VYMeHus notHbIe,
KOMITBIOTEPHBIE U CETEBBIE TEXHOJIOTUU B YacTuyHble yMEHHS Henonnele ymMmeHHs | momyckaroTcs HEOOJIbILKE CoopmupoBaHHbIe
poeCCHOHATBHOI NesITeTPHOCTH OIUOKH YMEHHUs

3a0anus OJis

KOHMPObHOU

BiageTs: HaBbIKAMH IOCTPOEHUS CHCTEMBI
nH(pOpMaMOHHOI 0E30IaCHOCTH B YCIOBHUSX
ImeficTByrOINX yrpo3, GOpMHUPOBAHUS KOMIUIEKCA
CPEIICTB 3aIUTHI

YactuaHoe BJIaaCHUC
HaBbIKaMH

Hecucremarnueckoe
MIPUMEHEHHUE HABBIKOB

B cucremarnueckom
MNPUMCHCHUU HABBIKOB
JOITYCKAIOTCA HpO6€J’ILI

VYcnenHoe u
CHCTEMATHYECKOE
[IPUMEHEHHUE HABBIKOB

pabomol, mecmogule
3a0anus, bunemol
pyoedicHbIX

ammecmauuz}, memabwl

pedepamos




8. OcobennocTn peaim3anu TUCHUIIMHBI AJI UHBAJIMAOB U JIHI ¢ OrPAaHHYCHHBIMHA
BO3MOKHOCTSAMMU 310POBbA

Jisi  OCyIIeCTBICHHS TPOLEAYp TEKYIIEro KOHTPOJI YCIEBAEMOCTH M IMPOMEXKYTOUHOM
aTTeCTallud OOYYarOLIMXCS CO3/4aHbl (POHIB!I OLEHOYHBIX CPEJCTB, aJalTUPOBAHHBIEC JUIsI MHBAIUAOB U
JHIl C OrPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3/I0pPOBbSl M MO3BOJISIOMIME OLEHHUTH JOCTIKECHHE HWMH
3alUIAaHUPOBAHHBIX B OCHOBHOW 00pa3oBaTeIbHOM IporpaMMme pe3yslbTaToB OOy4YeHHs U YpPOBEHb
c(OPMHPOBAHHOCTH BCEX KOMIICTCHIMH, 3asBICHHBIX B oOOpa3oBaTenbHOW mporpamme. Dopma
IPOBEIEHUS TEKyLIeH aTrTecTalMM A CTYJCHTOB-MHBAJIUIOB YCTAHABIMBAETCS C  Y4ETOM
WHIUBUYAIBHBIX TICUXO(U3NYECKHX 0cOoOeHHOCTEeW (YCTHO, MMCbMEHHO Ha Oymare, MUCbMEHHO Ha
KomIbloTepe, B (opme TectupoBaHus M T..). [Ipu TectupoBaHMM i CIaOOBUIAIIUX CTYAEHTOB
UCTIONB3YIOTCS (DOHIIBI OLIEHOYHBIX CPEACTB C YKpyNHEHHBbIM mpupToM. Ha sk3ameH mpuriamaercs
COIIPOBOXKIAIOIIMK, KOTOpPbIM  oOecrneynBaeT TEXHUYECKOE CONpOBOXKIEHHE cTyaeHTy. [lpu
HEOOXOIMMOCTH CTY/ACHTY-UHBAIUAY MPEIOCTABIACTCS JOTOIHUTEIBHOE BPEMs JJIsl TOJTOTOBKH OTBETA
Ha O9K3aMmeHe (wiM 3adere). OOydarolmyecs ¢ OrpaHMYEHHBIMHM BO3MOXKHOCTSAMHU 310POBbS U
oOyyaromuecsi MHBaIHIBI OOECIEYMBAIOTCA IMEYAaTHBIMH M JJIEKTPOHHBIMH  00pa3oBaTeIbHBIMH
pecypcamMu (MporpaMMbl, y4eOHBIE IMOCOOHMS JUIsi CaMOCTOSITEIbHOW paboThl W T.A.) B ¢opmax,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U BOCTIPHUSTUS HHPOPMALIUH:

1) A7 MHBAJIUIOB U JIML C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 3/10pOBbsI 110 3PEHMIO:

- AJA  cjenbIX: 3aJaHUS IS BBIIOJHEHHWS HA CEMUHApaX H IMPAKTHYECKUX 3aHATHUAX
oopmisitoTest  penbedHO-TOUeUHbIM wpudToM bpaiing uaum B BUAE 3JIEKTPOHHOIO JOKYMEHTa,
JOCTYITHOTO C TMOMOINBIO KOMIIBIOTEpA CO CHEIHAIM3MPOBAHHBIM MPOTPAMMHBIM OOECIIEYCHHEM JUIsI
CJICTIBIX, JINOO 3aUUTHIBAIOTCS ACCUCTEHTOM; ITMCbMEHHBIE 3a/1aHUS BBINOJIHAIOTCSA Ha Oymare peiabedHo-
TOYCUYHBIM MPUPTOM bpaiiinss wuam Ha KOMIBIOTEPE CO CHEIHAIM3HUPOBAHHBIM MPOTPAMMHBIM
o0ecrieyeHHeM Ui CJENbIX MO0 HAJUKTOBBIBAIOTCS ACCHUCTEHTY; OOYYAIOLIUMCS JUIsl BBITOJHEHMS
3aJaHusl TIPU HEOOXOIMUMOCTH TPEIOCTABISIETCS KOMIUIEKT MUCHbMEHHBIX NMPHHAUICKHOCTEH M Oymara
JUIs  NUchbMa  penibeHO-TOYeuHbIM HIpudTOM bpaiing, koMmploTep €O  clieqUaTU3UPOBAHHBIM
IPOTPaMMHBIM 00ECTICYeHHEM IS CIICTIBIX;

- VI caa0oBHAAIIMX: 00ecrieuynBaeTcs MHIUBUAYyallbHOE PAaBHOMEPHOE OCBEILICHHE HE MEHee
300 mrokc; oOywaromuMmcsl s BBINOJHEHMS 33JaHus IPH  HEOOXOAMMOCTH IPEIOCTaBIISAETCS
YBEJIMYMBAIOILIEe YCTPOWCTBO; BO3MOXKHO TAaKK€ HCIOIb30BaHUE COOCTBEHHBIX YBEIMYHMBAIOIIUX
YCTPOMCTB; 3a/IaHMs IS BBITIOJHEHUS 3aIaHUH OPOPMIISIOTCS YBEIIMYSHHBIM IPUPTOM;

2) A7 MHBAJIKMJIOB U JIML C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBbsI MO CJIYXY:

- VISl TUIYXUX U CJIa00CabIIAIIMX: 00ECTIeYMBACTCSl HATMYUE 3BYKOYCHIIMBAIOIICH armapaTypsl

KOJUIEKTUBHOTO MOJI30BaHUs, Ipu HEOOXOMMOCTH oOyuaromumcst MPENOCTABIIAETCS
3BYKOYCHJIMBArOIIas arraparypa WHAWBUAYAJIbHOTO I1O0JIB30BaHUAA, IpeaOCTaBIAIOTCA yCiyru
CYpIOIIEPEBOIUNKA;

- NI CJeNOrJyXHX JIOIyCKaeTcs IPUCYTCTBHE AaCCUCTEHTA, OKAa3bIBAIOLIETO YCIIYTU
TU(IIOCYpIOTIEpEBOAUMKA (IOMUMO TpeOOBaHMM, BBINOJHIEMBIX COOTBETCTBEHHO JMJIsi CJENbIX H
TIIyXUX);

3) Ans ML C TSDKENbIMM HApYUIEHUSMH Peud, TIyXHUX, CIa0OCHbIIAIINX JEKIUA U CEMUHApHI,
IPOBOAMMBIE B YCTHOU (hopme, TPOBOASATCS B MUCbMEHHOMN opMe;

4) 1U1sl ’HBAJIMJIOB U JIUI] C OTPAaHUYEHHBIMH BO3MOYKHOCTSMH 370POBbs, HMEIOIIMX HAPYIICHUS
OIOPHO-BUIATEIbHOI0 ANNAPAaTAa:

- JUIs JIML C HapyLICHUSMH OIOPHO-IABUIATEIbHOIO ammapara, HapyLIeHUSIMM JBHUTaTEIbHBIX
GYHKIMI BEepXHUX KOHEYHOCTEW WM OTCYTCTBHEM BEPXHHUX KOHEUHOCTEW: MHCbMEHHBIE 3aJaHMs
BBIMOJIHSAIOTCS. Ha KOMIIBIOTEPE CO CHEIMAIM3UPOBAHHBIM HPOTPAaMMHBIM OOECIIEYeHHEM WM
HAJIMKTOBBIBAIOTCS ACCUCTEHTY; BBINOJIHEHHE 3a/laHui (TECTOB, KOHTPOJIbHBIX padoT), MPOBOAMMEBIE B
NUCbMEHHOMU (hopMe, POBOJATCS B YCTHOM (hopMe ImyTeM orpoca, Oeceibl ¢ 00yHJaromuMCst.



9. YueOHO-MeTOqHIECKOE U HH(POPMALHOHHOE 00ecTeYeHne TUCIUIITMHBI

9.1. JIutepaTtypa:

1. 3ammura nHGOpPMAIK B KOPIOPATUBHBIX WH(OPMAIMOHHO-BEIYUCIUTENLHBIX ceTsx/ IrHaTbeB
B.A.,2013 — bubmuoteka ITHTY;

2. Beenenue B nHpopmanmonnyro 6e3onacHocts/Mamok A.A.-2011. — bubmmnotexa [THTY;

3. Mudopmarnmonnas 6e3onacHocth 1 3amurta uHbopmamnuu/I'pomos 10.10.,2017. — bubnuoreka
ITHTY;

4. Bacunwes, B.W. aTemiekTyanbHble CUCTEMBI 3aIUThI HHGOopMaru /Mamunoctpoenue, 2019
— OBC «Jlanby;

5. ®omun J1.B. UndopmarnmonHas 6€301acHOCTh [ DIEKTPOHHBIN pecypc]: yaeOHO-METOMIECKOoe
nocobne mno aucnummHe «MH(bopMannoHHas 0€30MacHOCTBY I  CTYJSCHTOB 3KOHOMHYECKHX
crienuanbHOCTel 3a04HON (hopmbl 00yueHus/ omun [[.B.— DnekTpoH. TekcToBble JaHHbIe.— CapaToB:
Bysosckoe obpazoBanue, 2018.— 54 ¢.— Pexum goctyna: http:// www.iprbookshop.ru/77320.html.—
9bC «IPRbooks»

6.AancumoB A.A. MenemkMeHT B cepe HHMOPMAIIMOHHONW O€30MacHOCTU [DIEKTPOHHBIN
pecypc]/ AnucumoB A.A.— DIeKTpOH. TEKCTOBble JaHHble.— M.: VIHTepHET-YHUBEPCUTET
Wndpopmammonnsix  Texwomormit  (MHTYUT), 2016.— 212 c—  Pexum  gocryna:
http://www.iprbookshop.ru/52182.html.— 5BC «IPRbooks»

HNuTepHeT-pecypesi:

1. http://internetsecure.ru/ InternetSecure.ru — 6e30MacHOCTh B HHTEPHET — HAOOP TEXHOJIOTHI
U POrpamMM JijIsl pabOThI B CETH U C KOMITBIOTEPOM

2. http://lwww.securityportal.ru/ Security Portal .RU — cBenenus mo 3amure nHbOpMaIuy,
3alUTe IPUBATHOCTH, OE30MIACHBIM CETCBBIM B3aUMOJICHCTBUAM, KPUIITOTPaPHH.

3. http://www.oszone.net/6213/ Obecriedenrie 6e30nacHOCTH eTelt npu padore B UHTepHeT
(cTaThs, CCbUIKU, MaTEpPHAIIbI)

10. MaTepuaabHO-TEXHUYECKOE o0ecniedeHue TucHUMIUHbI «UHpopManuoHHas 6€30MacHOCTb

10.1. Ins mpoBeneHHS KAa4eCTBEHHOTO OOYYEHHS B JIA0OpPAaTOPHH  HCIOJNB3YEeTCs NPEIOCTABICHHOE
BeAyIIUMH (hupMaMHU-pa3paboTYNKaMH COBPEMEHHOI'0 YPOBHS IPOrpaMMHOE 0OecIieueHHeE.

1. Google Chrome.

2. TIpasosas C «I'apanTt +», «KoHCynbTaHT»

3. Dnexrponusi 3aMok "Co60s"

4. (C3HU or HCJI Secret Net

B nabGopatopuu copepikaTcs dNEKTPOHHBIE BEPCHHU METOAMYECKUX YKa3aHUH K JTaOOpaTOpHBIM paboTam,
BOIIPOCHI K 3K3aMEHY.

10.2. Tlomenienue 1iist camocTosiTenbHOM padoTh! (I'MaBHbI yueOHbIit kopirye @T'BOY BO «I'po3HeHckuit
TOCY/IapCTBEHHBIN HEPTSIHONW TeXxHW4YecKuil yHuBepcuteT» 364902, YeueHnckas pecmyOnmka, T. ['po3HBIH,
npocnekT nM. X.A. Hcaera, 100.

AynuTopus OcHaIIeHa He0OX0INMOM KOMITBIOTEPHOM TEXHUKON, B HATMYNHU ecTh HeoOxoammoe [10:

WinPro 10 RUS Uprgrd OLP NL Acdmc;

OfficeStd RUS OLP NL Acdmc (mpaBo Ha ucmonbs3oBanue coriacHo Kontpakty Ne 267-DA/19 ot
15.09.2019 r.) Cucrema 'APAHT (nponuerapHas JUIIEH3UA)

Visual Studio-(Freemium)

1C Ilpeanpusarue morosop ot 02.12.2020 perucrpanioHHble HOMepa NpoaykToB (9334859; 9334952)
Sublime Text- (oTKpbITHII 1OCTYIT)

Notepad-++ (OTKPBITHIH JOCTYTI



IIpuiaoxenune
MeTtoauyeckue yKkazaHusi 110 OCBOCHHIO M cIMIIMHBI AAH(popMannoHHas 6e30aCHOCTD)

1. Meroauyeckue yka3aHusi Ui OOYYalOUIMXCSl MO IUVIAHHPOBAHUIO M OPraHU3alHH
BpeMeHH, He00X0AMMOro0 ISl 0CBOEHHUSI IMCIUIIIMHBI.

W3yuenmne pekoMeHAYeTCs HavyaTh C O3HAKOMIICHHs ¢ paboyeil mporpaMMoil TUCIMIUIMHBI, €€
CTPYKTYpOl M cojepxaHueM pa3zaenaoB (Monyieil), (poHIOM OLEHOYHBIX CPEICTB, O3HAKOMUTHCS C
y4eOHO-METOIMYECKUM 1 UH()OPMAIIIOHHBIM 00€CTIEYeHNEM TUCITUILTNHBI.

HucuuruinHa «MH(popMmanoHHast 6€3011aCHOCTB» COCTOUT M3 6 CBSI3aHHBIX MEXIy COOOI0 TeM,
o0ecneunBaroIIMX OCIEA0BaTEIbHOE U3YUEHUE MaTepraa.

OOyuenue no aucuuiuinHe «MHdopManoHHas 06€301aCHOCTB)» OCYILECTBIIAETCS B CIEIYIOLINX
dbopmax:

1. AynutopHsle 3aHsaTHs (ekuuu, [IpakTuyeckue 3aHATH).

2. CamocrosarenbHas pabota cTyleHTa (TOATOTOBKA K JICKLHUSAM, JIAOOPATOPHBIM 3aHATHUSM,
pedeparaM 1 UHBIM (hOpMaM MUCBMEHHBIX PadOT, MHIUBUAYAJIbHASI KOHCYJIbTALUSA C IPEIOAABATEIIEM).

3. HHarepakTtuBHBIE (OPMBI MPOBEACHUS 3aHATUN (JIGKLIUSA-AUCKYCCHUsS, TPYNIIOBOE pEIICHHE
Keica u 1p. GopMbI).

VY4eOHbII MaTepuan CTPYKTYPUPOBAaH W W3YYEHHUE AUCUUIUIMHBI MPOU3BOAMUTCS B TEMAaTHYECKOM
nocienoBarenbHOCTU. KaxxjoMy 1a00paTOpHOMY 3aHATHIO M CAaMOCTOSITEIbHOMY HM3YYEHHUIO Marepuasia
IPEIIECTBYET JIEKIHs 1m0 JaHHoW Teme. OOydaronrecs caMOCTOSATEIHO TPOBOIST MPEIBAPUTEIBHYIO
HOJArOTOBKY K 3aHSATHIO, IPUHUMAIOT aKTMBHOE U TBOPYECKOE y4yacTHE B OOCYXKJIEHHHM TEOPETHYECKUX
BOTIPOCOB, pa30ope NpOOJEMHBIX CHUTyalldid W TIOMCKOB MyTeH HUX pemieHus. MHorue mpoOieMbl,
u3ydaeMmble B Kypce, HOCST IMCKYCCHOHHBIM XapakTep, YTO HpEeIrosiaracT WHTEPaKTUBHBIA XapakTep
IPOBEICHUS 3aHATUH Ha KOHKPETHBIX IPUMEpax.

Onucanue nocse10BaTenbHOCTH AEHCTBUIM 00yJaroIerocs:

[Ipu w3yyeHmnm Kypca cCieQyeT BHHMATENbHO CIyIIaTh W KOHCIEKTHPOBATH MaTephal,
u3jaraeMblil Ha ayJUTOPHBIX 3aHATHUAX. [/ ero MoHMMAaHus U KaUeCTBEHHOI'0 YCBOEHUSI PEKOMEHyeTCsI
cleayromas nocjeI0BaTeIbHOCTh EUCTBUM:

1. Tlocne oxoH4YaHHs y4eOHBIX 3aHATUH JJIs 3aKpeIUIeHHUs] MaTepHuajia MpocMOTPeTh U 00ayMaTh
TEKCT JIEKI[MH, TPOCTYIIaHHON Cero/iHsl, pa3oOparh paccMoTpeHHble puMepsl (10 — 15 MunyT).

2. Ilpu moaroToBke K JIEKUMHU CIEAYIOIIEro AHS IMOBTOPUTH TEKCT MpeIbIaylIed JeKIHH,
HOJYMaTh O TOM, Kakasi MOKeT ObITh creayromas tema (10 - 15 munyT).

3. B Teuenue Henenu BbIOpaTh BpeMs A pabOTHI ¢ JIUTepaTypoit B 6ubianoTeke (mo 1 yacy).

4. Tlpu TONrOTOBKE K JIA0OPaTOPHOMY 3aHSTHIO TIOBTOPUTH OCHOBHBIC IOHSATHS IO TEME,
U3Yy4UTh NpUMeEpbl. Pelias KOHKPETHYIO CUTYallHio, - IPeABAPUTEIbHO MOHATh, KaKOW TeOpeTHUeCKuit
MaTepHall Hy>)KHO HCIOJIb30BaTh. HaMeTuTh miiaH pemeHus, mornpoOdoBaTh Ha €ro OCHOBE pemuTh | - 2
NPaKTUYECKHE CUTYallUH.

2. MeToauyeckue yka3aHus o padore o0y4aomuxcs BO BpeMs NMPoBeIeHus JeKIUii.

Jlekuuu JaroT 00y4aroLUMMCsl CUCTEMAaTU3UPOBAaHHbIE 3HAHUS MO JUCHUIUIMHE, KOHLIEHTPUPYIOT
UX BHHMaHHE Ha HauOoJee CIOXKHBIX W BaXHBIX Bompocax. JleKnun OOBIYHO H3JIATaloTCsl B
TPaJUIIMOHHOM WJIM B MPOOJEeMHOM cTHiie. J[s1 CTyneHTOB B OOJIBIIMHCTBE CIy4yaeB B MPOOJIEMHOM
crane. [IpoOieMHBIN CTHIIB TIO3BOJISIET CTHMYJIMPOBATh AKTHBHYIO ITO3HABaTEIFHYIO ESATEIHLHOCTH
o0yyaromuxcsi U MX HHTEpeC K IUCHUIUIMHE, (HOPMHUPOBATH TBOPUECKOE MBIIIJICHHE, NMpHOerate K
IPOTHBOIIOCTABJICHUSIM M CPAaBHEHHSM, JeNaTh 00O0OIIEHNs, aKTHBU3UPOBATh BHUMAHHUE OOYUYaIOIIHXCS
IyTEM ITOCTaHOBKH MPOOJIEMHBIX BOIIPOCOB, MOOLIPATH AUCKYCCHUIO.

Bo Bpemst IEKIIMOHHBIX 3aHATHIA PEKOMEHIYETCSI BECTH KOHCIIEKTHPOBAaHUE YUeOHOTO MaTepuara,
oOpamiath BHUMaHue Ha (OPMYJIHUPOBKH M KaTErOPUH, PACKPHIBAIOIINE CYTh TOTO WJIM MHOTO SIBJICHUS,
WM TIPOIIECCOB, BBIBOJIBI M MTPAKTUIECKHE PEKOMEHTAITUH.

KoHcnekT jekuuu jydine MoapasfessaTh Ha IyHKTBI, COOJOJas KpacHYI CTPOKY. JTOMY B
OONBIION CTENeHH OYAyT CIOCOOCTBOBATH BOIMPOCH TUTAHA JIEKITUH, MPEIIOKEHHBIE MPET0/I1aBaTellsIM.
Crnenyer oOpamaTh BHUMaHHE Ha AaKIICHTBI, BBIBOJIBI, KOTOpBIC IeNlaeT NpenojaBaTeib, OTMedas
HanOoJiee Ba)KHbIE MOMEHTHI B JIEKIIMOHHOM MaTepHajie 3aMedaHusIMU

«BAXHO», «XOPOIIO 3allOMHUTH» M T.I. MOXHO JenaTh 3TO U C IOMOIIbI0 Pa3HOLBETHBIX
MapKepoB WM Py4eK, HOJUEPKUBAsi TEPMUHBI U OIIPECIICHUSL.

[lenecooOpa3Ho pa3paboTaTh COOCTBEHHYIO CHCTEMY COKpalleHWH, aO0peBUATyp W CHMBOJIOB.



OpHako npu JanpHeimen padore ¢ KOHCIIEKTOM CHUMBOJIBI JIyYll€ 3aMEHUTh OOBIYHBIMU CIIOBaMH JJIs
OBICTPOTO 3PUTETHHOIO BOCHIPUSATHUS TEKCTA.

Pabotast Hag KOHCIIEKTOM JIEKIUI, HE0OXO0ANMO UCIOIb30BATh HE TOJBKO OCHOBHYIO JIUTEPATYPY,
HO W Ty JHTEpaTypy, KOTOpPYIO JAOIOJHUTEIBHO PEKOMEHJOBaJl IpernojaBaTenb. VIMEHHO Takas
cepbe3Hasi, KpomoTiuBass paboTa C JEKIUOHHBIM MaTe€pHajoM IO3BOJIUT TJIyOOKO OBIAJETh
TEOPETUUYECKUM MAaTEPHATIOM.

TemaTuka nexuuii jaercs B paboueil mporpamMme JUCLUILUIMHBL.

3. MeToanueckne yKka3aHusi 00y4aromuMcs 10 NMOAroTOBKe K MPAKTHYeCKUM/CeMHUHAPCKUM
3aHATHAM.

Ha mpakTrueckux 3aHATUSX NPUBETCTBYETCS AKTUBHOE Y4acTHE B OOCYXKIEHHH KOHKPETHBIX
CUTYyallUi, CIOCOOHOCTh HAa OCHOBE IOJYYEHHBIX 3HAaHUM HaXOIUTh Hanbosee 3((EeKTUBHBIE PELLCHMS
IIOCTaBJIEHHBIX MpOOJEM, YMETh HaXOAWTh IIOJE3HBIM JOINOJIHUTENbHBIA MaTepuana I0 TEMaTUKe
CEMHUHAPCKUX 3aHATUH.

CryneHTy peKOMEHIyeTcs CIe1yIolIasi cCXemMa IMOArOTOBKH K CEMUHAPCKOMY 3aHATHIO:

1. OsnakomiieHME C IUIAHOM IIPAKTUYECKOIO 3aHATHsI, KOTOPBIH OTpa)kaeT CcoJepiaHue
MPEIJI0KEHHON TEMBI;

2. IIpopaboTaTh KOHCTIEKT JICKITU;

3. TIpounTars OCHOBHYIO U IOTIOJIHUTEIEHYIO JIUTEPATYPY.

B npornecce noAroTOBKM K MPaKTUYECKUM 3aHITUAM, HEOOXOJUMO 00paTUTh 0COOOEBHUMAaHKE Ha
CaMOCTOATENIBHOE M3Y4YEHUE PEKOMEHJIOBAHHOW JMTEeparypsl. IIpu Bcell MONHOTE KOHCIEKTHPOBAHUS
JEKLIMU B HEW HEBO3MOXKHO M3JI0KUTh BECh MaTepHal M3-3a JIMMHUTA ayAUTOPHBIX 4acos. Iloaromy
caMmocCTosITeNIbHAs paboTa ¢ yueOHHKaMH, yYeOHBIMH MMOCOOHUSIMHU, HAYYHOH, CIIPAaBOYHOHM JIUTEPATYPOH,
MaTepuajaMM Mepuoauueckux u3gaHuil u WutepHera sBisercss Hauboiee 3((EKTHBHBIM METOIOM
MOJIyYEHUS! JIONOJHUTENbHBIX 3HAHUM, MO3BOJIET 3HAYMTEIBHO AKTUBU3MPOBATh IPOLIECC OBJIAJCHUS
uHpopmanueli, cnocoOCTByeT Oojee ITTyOOKOMY YCBOGHHMIO H3ydyaeMOIro Mmarepuana, (popMHpYyeT Yy
CTYJEHTOB OTHOIIEHHE KKOHKPETHOU IpobiieMe. Bce HOBbIE MOHATHS 110 M3ydaeMOM TeMe HE00XO0IUMO
BBIYYUTh HaU3YCThb U BHECTH B INIOCCAPU, KOTOPBIH 11€1eco00pa3HO BECTH C CaMOro Hayajla U3y4eHHs
Kypca;

OTBeTuTh Ha BONPOCHI IUIaHA IIPAKTUYECKOrO 3aHATHUS;
BrimonHuTs 1oManidee 3agaHue;

[TpopaboTath TeCTOBBIE 3a/1aHUS U 33]]aUH;

[Tpu 3aTpynHeHUSAX cHOPMYIUPOBATH BOIIPOCHI K MTPENOAaBaTeNIo.

Pe3yJILTaT TaKkoi paboThI TOJKEH MPOSBUTHCA B CHOCOOHOCTH CTY/IEHTa CBOOOJHO OTBETHTH Ha
TEOPETUYECKHE BONPOCHI MpPAaKTUKyMma, BBICTYNATh M Y4YacTBOBaTh B KOJUIEKTUBHOM OOCYXIEHHUU
BOIIPOCOB M3y4aeMOM TEMBbI, IPABUJIBHO BBINOIHATH MPAKTUYECKUE 3alaHNsl M MHBIE 3aJJaHUsl, KOTOpBIE
JatoTcs B (OHJIE OLIEHOYHBIX CPE/ICTB AUCIMUILIUHBIL.

4. MeToanyecKkue yKa3zaHusi 00y4aommmMcsl 10 OPraHU3aluH CaMOCTOATeIbHOI padoThl.

Lens opranuzanmu camocTosTenbHOM paboTel 1o  gucuumiuHe «MHpopmannoHHas
0€30I1aCHOCTh B SKOHOMHKE» - 3TO yIIIyOJeHHe U paclIMpeHre 3HaHUH B 00JIACTH TYMAaHUTApHBIX HayK;
(dbopMupOBaHKE HAaBbIKA U HHTEpECa K CAMOCTOSTEIbHON MTO3HABATENIbHOM 1€ TEIbHOCTH.

CamocrodrenbHas pabora o0ydaromuxcs sSBISETCS BaXXHEWIIMM BHMJOM OCBOEHHS COJCpKAHUS
JUCIUIIMHBL, TTOATOTOBKH K MIPAKTUUECKUM 3aHATHUSAM U K KOHTpOJIbHOU padote. Croja e OTHOCATCS U
CaMOCTOSITeNIbHOE YIIIyOJeHHOEe M3yueHHe TeM JUCHMIUIMHBL. CamocTosATenbHas paboTa MpeacTaBiser
co00il MOCTOSHHO JEMCTBYIOLIYIO CHUCTEMY, OCHOBY 0Opa3oBaTeIbHOIO TMpolecca M HOCHUT
UCCIIEIOBATEIbCKUI XapakTep, YTO IMOCIYKUT B OyAyIleM OCHOBaHMEM JUJIsl HAaNMCAHUS BBITYCKHOMN
KBaJIM(DUKAIIMOHHOM paboThl, IPAKTHYECKOTO IPUMEHEHUS MOTyYEHHBIX 3HAHUI.

Opranu3anus caMOCTOSITENIbHOW PabOThl OOYYAIOIIMXCSI OPUEHTHPYETCS] Ha aKTHBHbBIE METOJbI
OBJIAJICHUS] 3HAHMSIMM, pa3BUTHE TBOPYECKUX CIOCOOHOCTEH, mepexoJ OT TOTOYHOIo K
UH/IMBUYaJIM3UPOBAHHOMY O0YUEHHIO, C YYETOM MOTPEOHOCTEN 1 BO3MOKHOCTEH JTMUHOCTH.

[IpaBuibHass opraHu3anusi CaMOCTOSITENIBHBIX Y4YEOHBIX 3aHSATHM, HUX CHCTEMaTHYHOCTD,
esniecoo0pa3Hoe IIaHUPOBaHKE pabovyero BpEMEeHH MO3BOJIET CTYACHTAM Pa3BUBATh YMEHHS M HABBIKH
B YCBOGHMHM U CHUCTEeMaTH3allMM NpUOOpeTaeMbIX 3HAHHM, oOecrneynBaTh BBICOKMHM YpOBEHb
yCIIEBAEMOCTH B TIEPHO/1 00YUEHHUS], TOJIYYUTh HAaBbIKM MOBBIIIEHHS MPOPECCUOHAIBHOIO YPOBHSI.

[lonrotToBka K TPaKTHYECKOMY 3aHATHIO BKJIIOYAeT, KpPOME MpPOpabOTKM KOHCHEKTa U
IPE3EeHTAllMK JIEKLIMH, IOMCK JHUTeparypbl (MO PEKOMEHJOBAHHBIM CIHCKaM U CaMOCTOSTEIbHO),
MOJTrOTOBKY 3ar0TOBOK JUIsl BBICTYIUICHUH 110 BOIPOCAM, BBIHOCUMBIM JIJIsl OOCY>KACHHUS IO KOHKPETHOMH
teme. Takue 3aroToBKM MOIYT BKJIIOYATh LMUTAThl, (DAKThl, CONOCTABJIECHHE PA3IUYHBIX IO3ULMH,
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cobcTBeHHBIE MbICTU. Ecim mpoOiema 3amHTEpecoBajia OO0YYaONMIETOCs, OH MOXET IOATOTOBUTH
pedepaT U BBHICTYNHTh C HUM Ha NMPAKTUYECKOM 3aHATHUHU. [IpakTHueckoe 3aHsATHE - 3TO, MPEX]E BCETO,
TUCKYyCCHsI, 00CYKI€HUE KOHKPETHOM CUTYalluu, TO €CTh IMpEeAnoiaraeT yMeHne BHUMATEIbHO CIyIIaTh
WIEHOB MaJIOM Ipynmbl U MOJAEpaTopa, a TAKKE CTapaTbCsl BBICKa3aTh CBOE MHEHHE, BBICKA3bIBATH
COOCTBEHHBIE UJICH U MPEJI0KEHUS, YTOUHATHU 33J]aBaTh BOIPOCHI KOJIJIEraM Mo 00CYKIECHUIO.

[Ipy mOAroTOBKE K KOHTPOJIBHOW paboTe OOy4yaromMiCs JOJDKEH MOBTOPATH MPOHICHHBIHN
MaTepuail B CTPOrOM COOTBETCTBUM C Y4eOHOM MpOrpaMMoOil, HCHOJb3ysl KOHCIEKT JIEKUUH WU
JUTEpaTypy, PEKOMEHIOBAaHHYIO mpernoiaBareneM. llpm HEOOXOIUMOCTH MOXXKHO OOpaTHThCS 3a
KOHCYJIbTAalle U METOINYECKON MOMOUIBIO K IIPEI01aBaTeNio.

CamocrodrenbHas paboTa peaan3yercs:

—  HEMOCPEJCTBEHHO B MPOLIECCE AYAUTOPHBIX 3aHATHIM - Ha JIEKIUSIX, MPAKTUYECKUX 3aHATHIX;

— B KOHTaKT€ C INpErnojaBaTeJeM BHE PaMOK paclHCaHUs - Ha KOHCYJIbTALHUAX MO Y4eOHBIM
BOIIPOCaM, B XOJI€ TBOPYECKUX KOHTAKTOB, IMPH JIMKBUAALUWU 33J0JDKEHHOCTEH, NMPU BHINOJIHECHUH
WHAVBUYaAJIbHBIX 3alaHui U T. 1.

— B Oubnmoreke, noma, Ha Kadeape TMPH BHIIOJIHCHUH OOyJaromUMCcS YYeOHBIX U
IPAKTUYECKUX 3ajau.

Buaest CPC u kpuTepuun oneHoK
(mo 6ammpHO-peiTiaroBOM cucteme [ THTY, CPC ouenuBaercs B 15 6aiios)

1. Joxman

Tembl a5 camMoCTOATENbHOM pPAa0OTHI NPOMHMCAHBI B pabouell mIporpamMme JAUCLUILIMHBL.
O} PeKTUBHBIM CpPEICTBOM OCYIIECTBICHHUS OOYYAIOUIMMCS CaMOCTOSITENIbHOM paboThl sIBiISETCS
3NIEKTPOHHAst HH(OPMAIIMOHHO-00pa30BaTeNbHas Cpe/ia YHUBEPCUTETA, KOTOpasi 00ECTIeYMBaeT JOCTYII K
yueOHBIM IJIaHaM, PabOYMM MpOorpamMMaM AUCHUHUIUIMH (MOZYJel), MPaKkTUK, K U3JaHUSIM AJIEKTPOHHBIX
OMOTMOTEYHBIX CHCTEM.
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